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AHoTamisi. 3aporoHOBaHO aJITOPUTM MOTOKOBOTO INH(PYBaHHsI, MOOY/I0BaHUII Ha OCHOBI HeaB-
TOHOMHOTI'O HEJIHIHHOTO pPEericTpy 3CyBy MOBXKHMHH 2 Haj aix]aBiTOM IOTY)XHOCTI 2236, Leit
perictp ¢yHKIioHye anamoriuno mm¢ppy Deiicrens 3 payHZOBOWO (YHKLIE, MO BHKOPUCTO-
ByeThcsi B anroputMmi mudpysanas Kalyna. ITokaszano, mo 3a crilikocTi Ha piBHI 2236 mmdp
Krip 3a0e3nedye YOTHMPHKpAaTHHI BUTpall y MIBHAKOAII MOPIBHSHO 3 HPUHWHATHUM CTaHIApPTOM
MOTOKOBOTO IU(PyBaHHS YKpaiHH Ta Maibke ABAJUATUKPATHUH TOPIBHAHO 3 Cy4YacCHUM
anroputMoM 1mudpysanus Espresso.

KurodoBi cioBa: norokoBuid anroputm mudpysanHs, cxema deiicrens, HeniHiiHUHA perictp
3CyBY, T€HEpaTOp ICEBIOBHIIAJKOBUX MOCIITOBHOCTEH, anreOpaiuHi aTakd, KOpEIMilHI aTaku,
Strumok, Espresso, Krip.

BCTYII

BripotoBx OCTaHHIX POKIB CIIOCTEpIra€Thcsl CYTTEBE MOLIMPEHHS chepu 3acTo-
CyBaHHS MOTOKOBHX MIH(PIB, IO 3YMOBJICHO PO3BHTKOM iH(OpMamifHHX TEXHO-
JIOTi#, 3ac0o0iB Tiepenavi JJaHUX Ta MOMITHHUM MPOTPECcOM Y JOCITIKCHHI KpUIITO-
rpadiyHAX BIIACTUBOCTEH alrOpHUTMIB ITOTOKOBOTO mHM(ppyBaHHSA. HWHI mOTOKOBI
mmppu BUKOPHCTOBYIOThCS Yy BOYMOBAHMX 3aCTOCYHKAaX CHCTEM 3 OOMEKCHOIO
KUTBKICTIO OOYHCITIOBAILHUX PECYpCiB, 30KpeMa y 0e3apoToBiii TenedoHii, B cuc-
TeMax KOMYTaTUBHOT'O 3B’SI3Ky Ta IUIATHOTO TeyeOadeHHs (OUTbII JOKIATHY 1H(OP-
Malio MOXKHa 3HaiiTu, Hanpukian, B [1]). Oxpemo 3azHaunmo mudp Strumok [2],
SIKHH € HaIllOHAJIBHUM CTaHJApTOM IOTOKOBOTO MU(pyBaHHs Ykpainu [3].

[Nonpu pi3HOMAHITTS HAsSBHUX IOTOKOBUX MIM(PIB, 3aJHIIAETHCS AKTYalTbHOIO
3a7aya CTBOPCHHS allapaTHO-OPI€HTOBAHUX AaJTOPHTMIB IIOTOKOBOTO HIH(PYBaHHS,
0 BiJMOBIJAfOTh MMiJBUINCHHM BHMOTaM JO HIBHIKOJMII Ta MarOTh NPHHHATHY
CXEMHY CKIQJHICTh. SIK OJMH 3 MOJIMBHX ITJXOJMIB JI0 PO3B’s3aHHS CHOPMYIIHO-
BaHOI 3374l B I[ii CTATTi 3aIPOIIOHOBAHO AJITOPUTM MOTOKOBOTO mHppyBanHs Krip,
noOyI0BaHUI Ha OCHOBI HelmiHiitHOTO pericTpy 3cyBy (HP3).

Ha BigmiHy BiJg iHIIMX TOTOKOBUX MIU(piB, moOynoBaHux Ha ocHOBI HP3,
Hanpukiag Takux sk Grain [4] Ta Espresso [5], B anroput™mi Krip BUKOPHCTOBYETHCS
HEaBTOHOMHHI PEriCTp 3CYBY JOBXKHHU 2 Haj aji(aBiTOM MOTYKHOCTI 2256, SIKUH
¢byskiionye anajoriuno mudpy DeiicTtens 3 payHIOBOIO (QYHKIIER, IO
BUKOPHCTOBYETHCSL B anroputMi mmdpysanus Kalyna [6]. Lle Hamae 3Mory meBHOO
MIpOIO 3BECTH MPOOJIEMY CTIHKOCTI 3aIlpONOHOBAHOTO MIM(PY CTOCOBHO HH3KH aTaK
70 aHAJOTiYHOI MPOOJIEeMN CTOCOBHO 3a3HaueHoro mmdpy dDeiicrens.
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ITokazano, mo 3a crilikocTi Ha piBHI 2236 onepamniii Krip 3abesneuye
YOTHPUKPATHUI BUTPAII y MIBHIAKOMII MOPIBHSHO 3 alrOpUTMOM Strumok Ta Mmaibke
IBaIIATHKPATHUH BHTpAIl MOPIBHSIHO 3 anropuTMoM Espresso, xoda Mae CyTTEBO
OUTBITy CKJIAJHICTh y pa3i amapaTHOI peaiizallii, HK OCTaHHIN.

Crartst Mae Taky CTPyKTypy. Y po3n. 1 HaBeneHO o3HaveHHs anroputmy Krip,
y PO3J1. 2 OTpUMAHO PE3yJIbTATH aHali3y WOr0O CTIMKOCTI CTOCOBHO HU3KU BIJJOMHUX aTak,
y po37. 3 HaBeIEHO Pe3yJIbTaTH CTAaTUCTUYHOTO TECTYBaHHS IMH(POBAHUX TOBIJOMIICHb,
II0 OTPUMYIOTCS 3a JoroMororo Krip, a B po3m. 4 — BIIOMOCTI PO XapaKTePUCTUKH
Horo amaparHoi peaii3aiii. Po6oTa 3aBepIIyeThCsl CTHCIMMH BHCHOBKAML

1. OIIUC AJI'OPUTMY HIU®PPYBAHHS

Jas Oynb-KOTO HATYpaJIBHOTO 71 TO3HAYUMO V, MHOXHHY ABIHKOBHX BEKTOpIB
JNOBXKHUHU 7. [ Oynp-sKuUX LUTUX 7, j TOKJIaaeMO ?j: tkeZ:i<k<j}.
3anponoHOBaHUM AJIrOPUTM CKIIAJAEThCA 3 JBOX IMPOLEAYp:
1) 3ammdpyBanHs/po3mudpyBaHHs MOBiIOMIIEHs 3a Jormomoro HP3;
2) ¢opmysannsa mouatkoBoro crany HP3 3a kmodem k €V,54 Ta BekTOpoM
iHimiamizanii ¢ €V,g.
Oszunauvennss HP3. HeniniitHuii perictp 3CcyBy — CKIHYEHHUH aBTOMAT
3 BXigHUM andasitoM X =V,s5¢, BuXigHEUM andasitoM Y = X, MHOXKHHOIO CTaHiB
S =V5y, Ta QyHKIIAME NEPEXOiB 1 BUXO/IB, 10 BU3HAYAIOTHCS BiAMOBIIHO 32 TAKHU-
MH (HOpMyITaMu:
h((s1,52),x) = (s D (x D 51),51), (1)
S((51,5), ) =x @Y (51, ) O Y, (s51,5), (2)
ne xeX, s;,8 €Vasg, ¢ Ta Y = (1,9, ) — HIICTAHOBKM HAa MHOKUHAX V)s¢ Ta
Vs1p BigmosimHo, ¥ ;:V51, = V)sg, iel,2.

Ormmcannii HP3 ¢yHKITIOHY€e 3BUYaiiHUM YHHOM: SIKIIO pericTp mepedyBae y cTaHi
(s1,82), me 81, S5 €Vps6, @ HA HOTO BXifl MOJAETHCS CUMBOJI X € X, TO PETICTP BUPOOIIIE
BUXigHui cumBon y = f((s), 5y ), x) 1 Hmepexomuts y HacTymHuil ctaH h((sy, sp), X).

3amudpysannsa. Hexait x, x,... — BIIKpUTHI TekcT, ae x; € X , i=0,1,...
..., (81, 89 ) — mouarkoBuii cran HP3, s, s; €V554. Toni 3HaK y; mmppoBaHOro TekK-
CTy B i-My TaKTi BHU3HA4Ya€ThCs 33 (POPMYIIOIO

Vi =S ((Siv15 505 %) 5 A3)
1€ TIOCHIZOBHICTE S, S|,... 3aJA€ThCSA 3a JONOMOIOI PEKyPEHTHOIO CIiBBiIHO-
meHH (S;y2, Si41) =h((S;41,5;), X;), AKE MOXKHA 3aIMCATH y BHUIIISAII

Si+2:si®(p(xi®si+l)’ iZO,l,... (4)
binpm poknanHo: Hexail (sy,Sy) — mnouatkoBuil cran HP3, x; — 3Hak

BimkpuToro Ttekcry B Takti i=0. Tomi 3HaK MmMH(POTEKCTY B I[BOMY TaKTi
O00YHCITIOETBCST 32 (POPMYIIOIO

y() Zf((sl’ So),XO) =x0 @ ’/}1(51, S()) @ 1/)2(31, SO)9 (5)
mami  HP3 mepexommte y HacTymHui ctaH (S, s1) =A((s), S0), Xg), A€
5 =851 Dp(xgDsp).

SAxmo gani Ha Bxin HP3 mogaeTbes 3HaK BIAKPUTOrO TEKCTY X, TO Ha BUXOAI
OTPUMYETBCS 3HAK MIMYPOTEKCTY

yi=f((s2,8), %) =x1 @Y (52,5) DY(s52,5) (6)
1 perictp TepexogWTb Yy HACTYMHHH CTaH (s3, ;) =h((sy,81),X1), JHes3 =
=5, @ ¢ (x) @ 51). Hani nponec 3ammdpyBaHHsT MPOAOBKYETHCS AHATOTTIHAM YHHOM.
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X0,1 *0,2 *0,3 X0,4 X0,1 *0,2 *0,3 X0,4

X1,1 *1,2 X1,3 X1.4 X1L1 *1,2 X1,3 X1.4
X2,1%2,2%X2,3 X2, 4 X2,2X2,3 X2,4 X2.1
M= X3,1X3,2 X3,3 X3 4 L X3,2 X3,3 X34 X3
= =
X4,1%X4,2 X4,3 X4 4 X4,3 X4,4 X4,1 %42
X5,1X52 X5 3 X5 4 X5.3 X5,4 X51 X5 2
X6,1%6,2 X6,3 *6,4 X6,4 X6,1 X6,2 X6,3
X7.1%7,2 X7,3 X7,4 X7.4 X7,1%7,2 X7,3

Puc. 1. TlepetBopenns L

PosmmdgpyBanns. Hexail € BijoMmnmu modaTkoBmil cTaH (sy,Sy) pEricTpy Ta
3HaK )y, mudporexkcty B TakTi i=0. Toxi 3a ¢opmynoro (5) MOxXHa 3HANTH 3HAK
BIJIKPUTOTO TEKCTY X() 1 motiM obuucmutu crad HP3 (s, s1) = A((s, S¢ ), X( ) B TaKTi
i=1. Jlani 3 BUkopucTanHsM Gopmynu (6) 3a UM CTAHOM Ta 3HAKOM HMIH(YPOTEKCTY
Y| MOXHa 3HaWTU 3HAaK x| 1 motiM oOumcimutu cran HP3 (s3,s,)=/h((sy, s1), X1)
y TakTi i =2 . B3arani, 3Hatoun 3HaKk y; Ta ctad HP3 (s;, 1, 5; ) B i-My TakTi, MO>kHa 00-
YUCIUTH 3HAK X; 3a Gpopmyioro (3), micist goro 3HaiTu cran HP3 B (i + 1)-My TakTi 32
opmynoro (s;12, ;1) = h((S;4158:), %) i=0,1,...

O3HauyeHHsI MiICTAHOBKHU . BoHa 30iraeTscs 3 payHA0BOIO (DYHKIII€IO, SIKA BHKO-
pucToByeThest y mdpi Kalyna 3 1oBxkuHO0 670Ky 256 6iT [6]. 3ayBa)kuMo, 1O B 11bO-
My mmdpi BUKOPUCTOBYIOTHCSI YOTHPHU MiJICTAHOBKH: JT (), T, T, T3 HAa MHOXHHI Vg,
Ha SIKi IEBHUM YMHOM 3aJaHO CTPYKTYpY OIS GF(28 ), a Takoxk 8 x 8-marpuit D Haj
UM TOJIEM, IO € MAaKCHMaJdbHO AUCTAHLIMHO po3AiabHOIO [6, m. 5.3, 5.5].

IlosHauumo 0; =7 ; 044, 1 €0, 7.

Hexait u €V55¢; TOAI M1 0OUHCIIEHHS 3HAYEHHS (1) BUKOPHCTOBYEThCSA TaKUH
AIITOPUTM: '

1) 3amumieMo BEKTOp u Y BUTIISAL
U= (U 15 U, 1o eees U7 15 U, 25 UL Do ees UT, 25 UQ, 35 UL 35 eees U7 35 UQ 45 UL 455 U7 4),
ne u; ; €Vg, Ta 00YMCIMMO BEKTOp X 3 KoopauHatamu x; ; =0,;(u; ;), i€0,7,

j €1, 4, 3acTOCOBYIOUH 10 KOKHOi KOOPAWHATH BEKTOPA u BIAMOBIIHY ITiJCTAHOBKY
3 Habopy 7,1, Ty, T3;

2) copmyemo 3 BekTopa x MaTpuiiro M po3mipy 8 x 4 Ta 3aCTOCYeEMO 10 Hel re-
petBopenHst L (puc. 1);

3) MOMHOXXMMO KOXXEH CTOBIICIb Marpuii L(M) Ha MaTpumio D Hajx moiem
GF(28) 1 OTpUMaEMO HOBY MATPHULIO Po3Mipy 8 x 4 3 eremeHTaMu v; ; €y, i €0, 7,
i 61,74. 3anucyovy CTOBIIIII I[i€] MAaTPUIll, TOYUHAIOYH 3 [IEPILIOTO, OJUH 33 OJHUM Y
BUTTISIAL PAIKIB, OTPUMAEMO BEKTOD
V=01V V715002, V1255 V725003, V1355 073:V04> V145V 7,4),
SKHH 1 JOPIBHIOE 3HAYCHHIO (1) .

O3nauenHs miacranoBku . L5 migcranoBka moOyj0BaHa HA OCHOBI payHJIOBOT
¢dyHKuil, mo BUKOpUCTOBYeThCs y 1mmdpi Kalyna 3 momxuHoro Omoky 512 OiT.

Tounime: Hexait u €Vs,; Toxl s OOYMCICHHS 3HAa4eHHA 1) (1) BUKOPUCTO-

BYETBCSI TaKUW alTOPUTM:
1) 3ammmeMo BEKTOp ¢ y BHIVISAL

u=(u0,1, ul,l, ceey u771, uo’z, 1/11’2, ceey u7,2,..., uoyg, M178,..., u7,8), @
ne u; ; €Vg, Ta 00YMCIMMO BEKTOp X 3 KoopamHatamu x; ; =0;(u; ;), i€0,7,
j €1,8, 3aCTOCOBYFOUHM JIO KOXHOT KOOPJIMHATH BEKTOpPa u BiJIOBIJHY TiJICTAHOBKY
3 Habopy 7, Ty, T, 73}
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*0,1 %0,2 %0,3 %0,4 %0,5 %0, 6 %0,7 %0,8 *0,1 %0,2 %0,3 X0,4 %0,5 ¥0,6 %0,7 %0, 8
M0 M2 M,30,4 K,5 X6 ML,7 8 .8 M1 M,2%,3 M40, M6 L7
M2,1%2,2%,3%,4%,5%,6%2,7%,8 2,7%2,8M2,1%2,2%,3%,4%,5 %,6
M= M1 X3,2%3,3%3,4%3,5%,67%,77%,8 'i X3,6%3,7%3,8 3,173,234 %35
X401 %4, %43 X4,4 %4, 5 X4, 6%4,7 Y4, 8 Xa,5 X4,6%4,7 Xa,8 %41 X4,2 54,3 X4, 4
Y51 %5,2 %5, 3 X5, 4 %5, 5%5,6%5,7 75,8 ¥5,4%5,5%,6%,7%,8%,1%,2 ¥5.3
X6,1 X6,2 X6,3 X6,4 Y6,5 Y6, 6 X6, 7 %6, 8 X6,3 X6,4 %6,5 6,6 %6,7 %6, 8 X6,1 %6, 2
Y1%7,2%7,3%7,4%7,5 %7, 6 ¥7,7 27,8 7,223 %7,4 27,5 %7,6 %7,7 27,8 77,1

Puc. 2. TleperBopenns L’

2) copmyemo 3 BekTopa x MaTpuiio M' po3mipy 8 x 8 Ta 3acTocyemo 10 Hei me-
peTBopeHHs! L', SIK MOKa3aHO Ha pHC. 2;
3) NOMHOXHMMO KOKEH croBreub marpuui L' (M') Ha marpuuto D Haja mojem

GF(28), y pe3ysbTaTi OTPHUMAaEMO HOBY MATPHIIO PO3Mipy 8x 8 3 eleMeHTamMu
vy ely, i e(ﬁ, J el,i& 3anumieMo CTOBMIN i€l MaTpPUIll, MOYUHAIOYH 3 TIEPILIOTO,
OJMH 3a OJHHUM Yy BHIJISIAI PSIKIB 1 OTPUMAEMO BEKTOP

v =(UO,l,vl,l,...,U7,1,v0,2,vl’2,...,U7,2,...,U0,8,Ul,g,...,v7,8);

4) 3aCTOCOBYIOYH /10 KOKHOT KOOPAMHATH BEKTOpa U BiANOBIJHY MiJICTAHOBKY 3
Habopy 7,1, Ty, T3, BU3HAUAMO 3HAUCHHS 1 (u) AK BEKTOP 3 KOOPAMHATAMH

oi(vi,j), i€0,7, jel,8.

OsnayenHs npoueaypu ¢opmyBanHa mnouyarkosoro crany HP3. Ilponec
¢dbopmyBaHHs moyaTkoBoro ctrany HP3 BU3HauaeThcs Ha OCHOBI MaciiTaboBaHOI cXe-
Mu 610koBoro mudpy Camellia [7]. HeoOxiaHicTh MaciTabyBaHHS 3yMOBJIEHA THM,
mo y nmgppi Camellia 1oBxkHHE OJOKY Ta KIFOYa JOPIBHIOKOTH BiAMOBiIHO 128 Ta
256 6it, Tonmi sk B amropurmi Krip aHamoriuHi 3HAYCHHS MapaMeTpiB CKIAJaloOTh
BigmosigHo 512 Ta 256 Oir.

Koncrantu Cy , ..., Cg, 110 BUKOPHCTOBYIOTBCS Y 3a3HAUEHil nporenypi, BU3Ha-
YaIOTHCS 32 HAaBEJCHNM HIKYE aJTOPUTMOM, MOAIOHHUM IO alrOpHTMYy BHOOPY KOH-
cTaHT X;g4y, [ €16, y poskinani kmouis mudpy Camellia [7, m. 3.4, tabm. 1].

Buxnagemo anroput™ ¢opmyBaHHs KoHcTaHT C;, i€l,6.

1. OOUHCITIOETBCS 3HAYCHHS 4 p; , € p; — I-T€ y TOPSIAKY 3pOCTaHHS IIPOCTE YHC-
JI0, pe3yNbTaT MOMAEThCS Y JABIMKOBIA CHCTEMI YHCICHHS 3 TOYHICTIO 261 NBIKOBHIA
3Hak micas komu. Ili 261
JIBITKOB1 3HaKW 3alHCYHOThCS
y BUDJBAAI JIBIHKOBOTO BEKTOpa

Taboauunsa 1. 3HaueHHS, 10 BUKOPUCTOBYIOTh-
csa s popMmyBaHHS modaTkoBoro crany HP3

Kone- 3HaueHHs KOHCTAHT €= (Ci’ 1o €261 ).

ranr 2. I3 BekTopa ¢; hopMyeThes
AOSEG6TF 3BCCO0SB 2FBI36GE A9STDIE3 | gekrop C; = (ci 5s.ens Ci 260 )
ADECI1751 2775099D A2F590B0 667322A9 OTpI/IMaHI/Iﬁ BHJIyUCHHAM IICp-
C, | BOTAESSS 4CAAT3B2 5742D707 SBS3BS2 | mux wormpbox Ta ocTaHHbOY
5D834CC5 3DA4798C 720A6486 E45A6E24 KOOp/IMHAT.
C6EF372F E94F82BE 73980C0OB 9DB90682 3. BeKTOp
1044ED7E 744E4A3F 0D8D423A 1831D2A4

C; = (¢4, 5000> €1, 260) TIOALISAETHCS
c, S54FF53A5 FID36F1C EA7E61FC 37A20D54 Ha TETPaJH, KOKHA 3 AKHX Tepe-

AT77FE7TB7 8415DFC8 E34A6FE8 E2DF92A4 . . .
TBOPIKOETHCA Ha B1ANOBIAHUU
10E527FA DE682D1D E49E330E 42B4CBB2

Cs CHMBOJI IIICTHAIIATKOBOI CHUCTE-
9BA5A455 316E0C65 507CDISE 9E5IE694 .

MU yucieHHs. OTpuMaHuii Ta-

Cy B05688C2 B3E6CIFD BD99E6FF 3C90BDC4 KAM 9HHOM BEKTOp, IO CKIIa-

DBC64712 A5BB1687 67E27C3C F76C8E72

acThes 3 64 NICTHAIIITKOBHX
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CHMBOJIB, 1 € IICTHAAIIATKOBIM HOJAaHHSM KoHCTaHTH C;. (3a3HaumMo, IO B Iporeci
(hopMyBaHHST TIo4aTKOBOro craHy HP3 BHKOpPHCTOBYEThCSI BIIIOBIHE JABIHKOBE MTOTAHHS
koHcTaHTu C;.)

Ilepenik xoHcTanT C; y IIICTHAAUATKOBOMY IIOJAaHHI HaBeJeHO B Tabm. 1.

IIpouec ¢opmyBanns mouatkoBoro crany HP3 3a xmouem k €V, Ta 3a
BEKTOPOM iHimiami3amii ¢ €Vj,q4 Mae Takuil BUTIII.

1. 3anumemo y perictp BekTop (ky @ c, k) @ ky @ c, k) @ ky @ c, ky @ ), ne
k=(ky,ky), ki,ky €Vipg , a c MO3HaYa€ BEKTOP 3 KOOPAMHATAMHM, IHBEPTOBAHUMHU
00 koopauHaT BekTopa c. IlosHaunmmo K; =(ki@c, ki @ k), ®c), Ky =
=(k1 @k, ®c,ky D).

2. Jlo Bextopa (K;, Kp) nBiui 3actocyemo ¢yHKIi0 (1), BUKOPHCTOBYIOUN
koncrtautu C; ta C,; y pesyuasbTati orpumaemo BekTop (U, U,)=
=h(h(Kz, Kg),C1),C3).

3. O6GYHuCINMO BCKTOp (U3,U4) = (Ulﬂ U2) @® ((KL,KR )<<<128) .

4. Jlo Bektopa (Uj, Uy) 3actocyemo nBidi ¢yHKHi0 (1), BUKOPUCTOBYHOYU
koHctantu C3; Ta C4; pesynbTatoM Oyae BekTop (K ;, Kyp)=
=h(h((U3,Uy),C3),Cy).

5. O6uncnumo (Us,Ug)=(K 47, K p) @ (U3,U4)<<<128).

6. o Bektopa (Us, Ug) 3actocyemo nBiui ¢yHkmio (1), BUKOPHCTOBYIOUH
konctautu C5; Ta Cg4; pesynbratom ©Oyae BekTop (Kpr, Kgp)=
= h(h((Us,Ug).Cs),Cq).

7. O6uncaumo Bekropu K, ..., K3p, K 3a3Ha4€HO HIKYeE!
Ky =K, K7 =K 41 <<<e0;
Ky =Kp, Ky =K p <<<¢0»
K3 =Kp, K9 =K <<<¢0,
K4 =Kpp Ky =Kp <<<¢05
Ks =K <<<is5, Ky =K 4, ® (Kpp <<<77),
Ko =K p <<<is, Ky =K g ® (Kpg <<<77),

K7 =K; ®(Kp <<<15), Ky3 =Kpj <<<77,
Kg=Kr ® (Kpp <<<15), Ko4 =Kpp <<<77,

Ko =K 41 <<<30, Kos =K 4, <<<94,
Ko =K 4p <<<30, Kos =K 4p <<<94,
Ky =Kpp <<<3¢, Ky7 =K ® (K <<<94),
K1y =Kpp <<<30, Koy =Kp @ (K 4 <<<o4),

K3 =K ®(Ky <<<45), Ko9 =K ® (K p <<<q11),
Kig =Kp ® (K g <<<45), K39 =K p ® (K <<<111),
Kys =Kpp <<<ys, K31 =Kpp © (Kpp <<<111),
Kig =Kpr <<<45, K33 =Kpp ®(Kpy <<<j11).

8. OO6uucaumo Bektop (K ,.K,)=h(h. h(h(K;.Kg),K;),K5)...,K3),
3acTocoByrouM 32 pa3um m0 BXigHoro BekTtopa (K;,Kp) ¢ynkumiro (1) Ta
BUKOPHUCTOBYIOUM sIK BXigHi cumBonu Bekropu Ki,...,Ks3,, oOuucieni B m. 7.
Otpumanuii Bextop (K 1* ,K ; ) € pe3yabTaTOM BU3HAUEHOI MPOLEAYpH.

2. AHAJII3 CTIMKOCTI

Anredpaiuni ataku. Hexaili € BiTOMHMH BiZKPUTHH TEKCT X, X{,... Ta BiIIOBiA-
HUH oMy mmdpoBaHU TEKCT ), Jy,..., AKHI OTPUMAHO 3a MOYAaTKOBHM CTaHOM
(s1, sg) HP3 3rigno 3 dopmynamu (3), (4). Toai Ha mincrasi gopmyn (1), (2) mns
BiJTHOBJICHHSI [TOYAaTKOBOTO CTaHy MOXKHa CKJIACTH CHCTEMY pPiBHSIHb
Y1(Sic1> ) @Yo (s, ) =x; @ y;, ®)
(si+lﬂsi):(hxi °"‘0hx0)((S1,S0)), i:0,1,...,
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IIe CHMBOJI o MO3HA4ae OIepalilo KOMIO3HLil BinobpaxeHs, i, (s',s")=h((s,s"), x)
st Oynb-sakux s, s" €Vysq, x €X.

Cuctema (8) mictuth 512 3MIHHUX — KOOpAMHAT BeKTOpa (s, Sy), MpoTe ii
MO>KHA 3aMIHUTH PIBHOCHUJIBHOIO CUCTEMOIO PIBHSIHB BiJl 256 3MiHHUX. J[JIs1 HOTO CITijT
CKOPHCTATUCS O3HAYEHHSAM IiJICTAHOBKM 1), a TaKOX THM, IO JOBUIbHA PIBHICTH
Burnany ¥,(u) @ Y, (u)=w € pIBHOCHIBHOIO PIBHOCTI, fKa BHpPaKa€ IEBHI
256 xoopaUHAT BEKTOpA i B HOTO IpeJIcTaBlieHH] (6) yepe3 iHII 256 KOOpIuHAT 1LOTO
BeKTOpa (el BUpa3 3aJa€ThCsl HENIHIMHOIO (DYHKIIIETO, KA 3aJICKHUTH BiJ] ITiICTAHOBOK
To, Ty, Ty, T3, MATpULi D Ta mepeTBOpeHHs L', HaBeIEHOro Ha puc. 2).

3ayBakuMo, 0 anreOpaidHa IMyHHICTh KOXKHOI MiJCTAHOBKH 7T (), T, T, T3
nopiBaroe 3 [8]. CripoOu 3acToCcyBaTh 10 OTPUMAHOI CUCTEMH PIBHSIHB BiJIOMI METOIH
po3B’s3aHHSA, €(EeKTHBHIMI 3a TOBHHH mepedip, MalOTh NPHHIMIIOBI TPYIHOIMII,
OB S5I3aHi 3 aHAJIITUYHOIO CKIAJHICTIO PIBHAHB y CHCTEMi Ta HeEHepen0adyBaHICTIO
iXHIX YHCIOBHUX XapaKTepHCTHK (30KpeMma, anreOpaidHoro cremens). OTxe, HHHI
crifikicte anroputMmy Krip 10 anreOpaiyHMX aTtak OI[IHIOETHCS Ha PiBHI 226

ATaku, mo 6a3yrTscsa Ha romomopdizmax. fkiio icaye romomopdizm HP3 B aB-
TOMAT 3 THMH CaMHAMH BXIJJTHUM Ta BUXIJHUM ai(aBiTaMu 3 MEHIIOIO KUJIbKICTIO CTaHIB,
TO JI0 OTMCAHOTO ANTOPUTMY IIH(PyBaHHS MOYKHA 3aCTOCYBaTH aTaKH, IO 0a3yIOTHCS Ha
romomopdizmax [9, 10]. locTaTHBOI YMOBOK HEMOXKIIMBOCTI 3aCTOCYBaHHS TAKUX aTaK
€ TIPUMITHBHICTb TPYIIH, fKa MOPOKEHA TMiICTAHOBKAMH /1, ie x € X, a dyHKis /1 BU-
3HayaeThes 3a hopmysnoro (1). Y pobori [11] otprMaHo KpUTepiii TPUMITUBHOCTI TPYITH
ITICTAHOBOK 3a3HAYEHOTO BUIJISMY, 3 SIKOTO BHIUIMBA€E, LIO LSl TPyMa € MPUMITHBHOLO,
SIKIIO TPyIa, IIOPOJDKEHA MiJICTAHOBKOIO (0 Ta yCiMa MiJICTAHOBKAMH BUITISY X > X @ k
ne x, k €V5s5¢, € npumiTuBHOO. [IpoTe 3rinHO 3 TBepKEeHHsM 4 3 pobotu [12] ocraHHs
rpyIa € 3HAKO3MIHHOIO Ha MHOXKHHI V554, @ OT3KE I IPUMITUBHOIO, 110 TapaHTY€ CTIHKICTh
anroputMy Krip 10 arak Ha OCHOBI TOMOMOpP(]i3MiB.

Kopensiniiini ataku. Ockineku Krip He MICTUT JIHIHHAX KOMIIOHEHT, TO KJa-
CHYHI KOPEJIAIiHHI aTakul HA QUIBTPyBaIbHI Y1 KOMOIHYBaJIbHI TEHEPATOPH T'AMH, TIO-
OysoBaHI Ha OCHOBI IHIMHUX pericTpiB 3cyBy [13], € HE3aCTOCOBHUMH O HBOTO.
I3 cucremu piBHsAHB (8) BUILIMBAE, IO ICHYE ONM3BKHIA 3B’ 430K MIXK 3a/1a4€10 3HAXO/I-
JKEHHs JIIHIHHUX HAONMMKEHb MEPEeTBOPEHb, SIKI pealliz3yloThcs 3a JIOMOMOIOI0 ajro-
putmy Krip, Ta 3amadero moOyA0BH JiHIHHUX aTak Ha mmdp DelcTens 3 payHI0BOIO
(YHKLIEIO ¢, sIKa BUKOPUCTOBYEThCS B asiroputMi mmdpysanns Kalyna 3 noBxuHOIO
Onoky 256 6it. Ha cboromni moniOHi (eeKTHUBHI) aTaku HEBiIOMI.

3ayBaKUMO TaKOX, III0 33 JIOMOMOTOI0 Hachiaky 2 B [14] i maHux, HaBEACHHUX
y Tabn. 2 3 pobGotm [12], HEBaXXKO TEPEKOHATHCS, IO HETIHIHHICTh (YHKIIT

Fs)=y91(5)@Y,(s), s€Vs5,, Aka BU3HAUaeThes 3a (opmyioro nl(F) =231 _

-1/2- max Z(—l)VF(S)®”S , € He menmoro 3a 2°/1(1-9%.2732),
velas6\ {0}
uels,
CrpykTypHi BaacTuBocTi BHYTpimHiX mnociainoBHocteii HP3. Posrnsaemo
HOCNiZIOBHICTh CTaHIB S, S],..., S, 5IKA BUPOOJIIETHCS 32 MOYATKOBUM CTAHOM S €S
Ta BXIJHOIO IOCHIZOBHICTIO X, X|,...,X,_] PEriCTPY 3a 3aKOHOM S;.| = h(s;, x;),
ie0,r—1.
Teepmxennst 1. Hexaii exeMeHT s; Ta IOCHIZOBHICTb X, X|,..., X,_| BUOHpa-

’| s€Vs1n

IOTHCS HE3aleKHO BHIIAIKOBO Ta PiBHOMMOBIpHO 3 MHOXMH S Ta X ' BimmosimHo.
Toni HMOBIpHICTE TOTO, IO BCi CTaHU Sy, §],...,; € IOMAPHO PI3HHUMH, OOMEXeHa
t(t-1)
3HU3Y BEIMYMHOKO | — ——— .
215
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JoBenennsi. Po3risiHeMo mo3HaueHuid opieHTOBaHHH Tpad) Ha MHOXHHI BEPILIHH S,
B SIKOMY 3 BEPIIHHHE Sy BEPUIMHY § CIPSIMOBaHA Jyra, MOo3HaueHa CUMBOJIOM X € X, TofIi
i TUIbKH TOAI, Kommu Ai(s, x) = 5. HeBaKKO MEPEKOHATUCS B TOMY, IO JIJIsl IOBUTBHUX eJie-
MEHTIB s, S €S Ta Oymb-AKOro HaTypajibHOro /> 2 B mpoMy rpadi icHye TouHO | X \172
[UBIXIB, [I0 HANpsSMIICHI 3 BEPUIMHU § y BEPUIMHY § . 3Bi[ACH BHUIUIABAE, MO IS
Oynp-sikux 1imux 0<i< j<t—1 Ta noBimbHOTO s=(,s") €S HMOBIpHICTD MOAIi
{s; =s; =5} BU3HAYAETBCS TAKOIO PIBHICTIO:

|X|74,$IKI.L[0]'—Z'22;

Pls; =s; =s} = |X|_3,$IKHIOj—i=1 Tas =s";
0 Yy MPOTUIICKHOMY BHIIAJIKY.
Otxe, WMOBIpHICTH TOTO, IO BHUINAJKOBA MOCIIJOBHICTH S, Si,...,S; MICTHUTb

NpUHANMHI J[BA OJHAKOBHX EJIEMEHTH, JOPIBHIOE

P U{si=sj=s} < ZP{S[=SJ-=S}+ ZP{Sirsj=s}=

0<i<j<t-1, 0<i<j<t-l: j—i>2, 0<i<j<t-l: j—i=l,
seS seS seS
-4 3 _ (-1
= 2ISHXIT+ YIXHXT < >
0<i<j<t—1: j—i>2 0<i<j<t—1: j—i=1 2| X|

mo i tpeba OyJo TOBECTH.

3a3HaueHe TBEP/DKCHHS 3acBifuye, IO JJIsl mochigoBHOCTi crtaHiB HP3, ska
OTPUMYETHCS 3a BHITAJKOBO OOpaHUMH (HE3aJC)KHUMH PIBHOHMOBIPHHMH) IOYaT-
KOBHUM CTaHOM Ta BXIJIHOIO MOCIIIJJOBHICTIO, BAKOHYETHCS TaK 3BaHUMN «I1apajJioKC JTHIB
HapOJDKEHHS» TaK caMo, fK 1 JUIS CyTO BHIAIKOBOi IOCIHIZOBHOCTI €JIEMEHTIB
MHOXHHHU S. 30KpeMa, y nociigoBHocTi craHiB HP3 3 BHcOKor0 MMOBiIpHICTIO HEMa

MOBTOPEHb, SIKIIO ! € TIOMITHO MEHIINAM 3a /| S| =226,

OTxe, BIJIHOCHA 4YacTKa Takux map (MOYAaTKOBUW CTaH, BXiJHA IOCIIiOBHICTb
JIOBXKHHH 1), JUTS IKAX MOCIIIOBHICTh CTaHIB MICTHTh ()PArMEHT, 10 TIOBTOPIOETHCS, €

HEXTOBHO MAaJIOIO, SIKIIO { € CYTTEBO MCHIIUM 3a 2256.

3. PE3YJIbTATU CTATUCTUYHUX JOCJL’)KEHb

CTaTUCTHYHI JOCHIDKCHHS aNropuTMy MH(QPYyBaHHS BHKOHYBAJIHCH 33 TaKUMH
HaTpsSMKaMH.

1. TlepeBipka CTaTUCTHYHOI SIKOCTI alTOPUTMY SIK TE€HEpaTopa IICEBIIOBHIIA]-
KOBUX IIOCIIiZIOBHOCTEH.

2. IlepeBipka HE3aJIEKHOCTI BHYTPIIIHIX MOCHITOBHOCTEH, OTPUMAHUX IS TOTO
JK CaMoro KJro4da, Pi3HMX BEKTOpPIB iHiliamizamii Ta HyJNbOBOi MOCIIZOBHOCTI SK
BIZIKPUTOTO TEKCTY.

OnuiemMo JOKIaAHIMIE Wi JOCITIIKEHHS.

[lepeBipka cTATHCTHYHOI SIKOCTI AJTOPUTMY fIK T€HEPATOPA ICEBIOBHIA/I-
KOBHMX mocJigoBHocTeil. [lepeBipka BHKOHyBamacs 3a METOJHMKOI, BH3HAYCHOIO
B [15]: koxen 3 16 tectiB makety NIST 3acTocoByBaHMii i3 piBHEM 3HAUYIIOCTI
a =001 g0 n mmdpPOBaHUX TOBITOMIICHb JOBXKHUHOIKO 10° 0iT, OTpUMaHHX 3a
HYJbOBUX BIJKPUTHX IOBIIOMIICHb ISl (BUIIAKOBO 3T€HEPOBAHOr0) KIIFOYa

3C4920A999A32DFE892761617ESFED65ESBSF5SE41E7D97FC4993E05EFC8BA06B
ta 1000 pi3HEX BUNAJKOBUX BEKTOpIB iHimiamzamii, ne n=6233 i TecTiB
RandomExcursion Ta RandomExcursionVariant (Taka KUIBKICTh IMOCIIJIOBHOCTEH
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BHOpaHa 3 TMEBHUX TEXHIYHUX MPUYHH, MOB’SI3aHUX 3 OCOOJIMBOCTSMHU IIUX TECTIB)
Ta n=10000 mig BCiX IHIIMX TECTIB.

Jns KO’KHOTO TECTy BHKOHAHO TaKi OMeparii:
1) orpumano n P-enanH Pl, P (03HaquHsI P-BemamaM HaBeaeHo B [ 15, ¢. 5));

-n/ 10) . .
2) 0OUUCICHO 3HAUCHHS x Z 10 , 1€ 1 — KUIBbKICTb IIOC/I1JOBHOC-
n

Ted B CTaTUCTHUYHOMY eKCHepI/IMeHTl, F; — KimbKicTh P-BeIMYUH, IO HANEXaTh
. i—-1 i . T
iHTeppany | —,— |, i €1,10;

10 10

3) obumciaeHo BenuuuHy Pr =igams(9/2, XZ /2), nme igams — HEIOBHA

rama-(pyHKIliS, 110 BU3HAYAETHCS 32 (HOPMYIIOIO
: 1 R a-1 _—t T z—1 _—t
1gams(a,x)=ri t“ e tdt , ne F(z)zjt e dt.
3rigHo 3 [15] reHepaTop, MO PO3TISLAAETHCS, MPOXOJUThH TECT, SIKIIO I HHOTO
BHKOHYIOTBCSI Taki Bl YMOBH:

1-001-3 2010 =00D & 10143, 2010 =00D )
n n n

Je k — KITbKICTh TIOCHIJOBHOCTEH, IO MPOWIUIA TECT; Ta
Pr >00001. (10)

Hnsa anroputmy mmmdpysanus Krip ymou (9) ta (10) BUKOHYIOTBCS Ui YCiX
16 TectiB. s tectiB RandomExcursion Ta RandomExcursionVariant ¢popmyna (9)
Bu3Hauae intepBan (098622, 099378); st BCix IHIIMX TECTiB — IHTEpBAI
(098702, 099298). 3HaueHHs mponopiii k / n JUIs TECTIB MOTPAIUISE Yy BU3HAYCHI
iHTepBayM (npudyomy st tecTiB RandomExcursion ta RandomExcursionVariant
30iraeThcs 3 JIIBOIO IpaHMICIO iHTepBany). Orxe, 3rigHo 3 [15] Krip MoxHa BBaXatu
TeHEPAaTOPOM TICEBJOBUIIAIKOBUX IOCIITIOBHOCTEH.

IlepeBipka He3ajie:kHOCTI BHYTpilIHiX nocaigoBuocreit HP3. Jlng BukoHanus
LOT'O CTATUCTUYHOIO JOCIIIKEHHS 3aCTOCOBYBAJIUCH pe3ysbTaTh [16] cTOCOBHO me-
PEBIpKH MOMAPHOT HE3aJICKHOCTI TOBUIHHOT KIJTBKOCTI BUIAIKOBHUX MOCHIIOBHOCTEH 3
BUKOPUCTAHHSAM BHOIPKOBOI KOpENALiHHOT MaTpuIi.

Bceporo BukonaHo 20 eKCIEPUMEHTIB, B KOXHOMY 3 SIKUX JUIS BHIIJKOBO
3reHepoBaHoro Kiroda (opmyBaiocs m =100 BHYTpPINIHIX TOCIIIOBHOCTEH
nosxunoo [=10° 6ir KO)KHA, OTPUMaHMX JUId HYJIbOBOI BXiJHOI MOCHiJOBHOCTI Ta
100 BumagxoBo BHOpaHMX BeKTOpiB iHimiamizauii /Vy,..., 1V .

KokeH eKCIIepUMEHT CKIANaeThCs 3 TaKHX KPOKIB:

1) cdopmyBatu OiTOBY HOCIiIOBHICTh =) = (Egj),... ,5(1)) OTPUMaHY
3 BHYTpIIIHBOI MOCIIIOBHOCTI, sKa BiAnoBizae Bekropy IV, j 61,100,

2) 3a OTPUMAHUMH MOCIIJJOBHOCTSMH BHM3HAYUTH BEIHYUHH

| :
Dy :ﬁZ@};) ~0.5)(EY) -0.5),
T k=1

o € BUOIPKOBHMH MOMAPHUMHU KOBapiaHiﬂMH, Ta 1moOyayBaTH BHOIPKOBY KOpe-

TSIIHHY MaTPUIIIO
100
R= (Rll)l j=1r e Rl] Fr
3ayBakuMo, IO JUIS MOMAPHO HE3AJIC)KHUX BHITAJJKOBHX TOCIIIOBHOCTEH =0 ),
j €L, 100, matpuns R 30iraerbcs 3 OAMHUYHOIO MaTpHUIelo /, oTke ii BH3HAYHHK

nopiBHIOE 1. Asle B HAmIOMy BHIAAKy I MATPUILT 3aJa€Thes SIK CMITIpHYHA 3a
pe3yiabTaTaMH CTaTUCTHYHHX eKclepuMeHTiB. Tomy manst moOynoBH KpHUTEpiro

i, j€1,100.
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Ta6aumusa 2. 3HaueHHs JETepMiHAHTA KOPENSMIHHOI MAaTpHIl, OTPHMaHI 3a pe-
3ynbraTamMu 20 TPOBEICHHUX EKCIEPUMEHTIB

Howmep 3HaYeHHSI KJII0Ya 3naqe}-| it
KJIHYa JneTepMiHaAHTa
1 3C4920A999A32DFE892761617ESFED65 0.995105

E5SBS5SF5E41E7D97FC4993E05EFC8BA06B

5 E87D2A7AB61AE3C1D110E2411DDBBBC4 0995111
5C8D1564907631DBC454B6BC336E6EFC '

3 BD16E669884A36BF40E1BASDIA7966AC 0.995235
A9D51B6EF44D3861A3EC93396AF829A0 ’

4 3F15DEF66809AC3551BEDC15BF1616C9 0.995101
8FCDBFD881E7ASFB17867A73AE26EB3 ’

5 57F5C606C18C91B028496B4C8832875E 0995236
B8C8937D1EF36C29CBB624B13CE7B5CC '

6 BOD4F772B4D8668266DA794C3F187A7D 0995081
CBIBBDA921026AAE20E6F5SE885B51BEC ’

7 30A8DBDEY96874904CA3E238D38ED2FC5 0.995031
91CB7124D68925CFF6E9E75782E5CAS6 '

3 DO031E8881C34BDD6E63C68BCFFOE96FC 0.995208
F7F8F7TE56BCDCB5AS5630AA287F2CD8DF ’

9 AE2E3E05DBODSECOFEC779C46DDD6F30 0.995162
95BF47B274FCDE67D508EBB0675752B '

10 43A5F2C4B6774DASEDD3CE4DC47AAB6B 0.995138
6893ED09BSD05B557DEADY91DD1B1C210 ’

1 7B533721E7615EFFE6D04EC528232A8E 0.995102
705E5591EA286DA95312E7E57B311F7 '

12 D816A9527C96981CE33E2681FF0855B 0.995204
BFB329EB282FCEE93F8F396171A5660E '

13 84E3C5A5B8F5B20385B1FB5556AA1880 0.995168
675482745ETDE9CT73A92CC45A78420C '

14 9EAS55C5369DA43956B8897B0136DFEE6 0.995280
86FDC7856220199EF9E99A0B6566D32 ’

15 40B2598A529AB9DCI9C84D3222572D1CA 0995141
9BE02624299B29B99F2431ABB12EC3EB ’

16 A257D64FCATD62549EAFAB8BO6BAA3F54 0.995123
CA766D66BA2BFASFC5B7964D42191D25 '

17 EAA1B8B45F171CB6FED976239DB91194 0995262
598B4519B682298DEABC6BBA1F2F5D28 '

18 E99A9E14E8B4710BB852708118303EA 0.995168
6A828539830EC4E082D98D6787E7D3F7 ’

19 20CEE16EE94997247064103DBFCOFB6 0.995093
32E321F5B578269EF2069E41D1B36AS ’

20 E4A1CC943D0C6D7EF191473274E343C 0995058
C2FFC014A95D8003FD4FC8BB1B7FC8D ’

Bu6ipKOBE MaTeMaTH4HE CIO/iBaHHS 0.99515035

HepeBipKu rinote3u H, 10 «IIOCIIJOBHOCTI € IONAapPHO HE3aleKHUMU» 3 PIBHEM
3HAUYIIOCTI & () = 1072, BHKOPHCTOBYBAaTHMEMO BH3HAUHHK MaTpuili R : d =det R.

3aKoH PO3MOIly BU3HAYHUKA ¢ JOCUTH CKJIQJIHUH, aje )i JJOCTATHbO BEIIMKHUX
3Ha4YeHb [ MOKHA BUKOPHCTOBYBATH HOTr0 aCMMIITOTHYHE TMOJAHHS: SKIIO MOCHiI0B-
HOCTI € TOMapHO HE3aJCKHUMHU, TO

P{-nd <v}=P{} <v}+ lz (Pl , <v}-Plx} <o) +0(n™),
n
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Taoawmua 3. 3HaueHHS AeTepMiHAHTA KopesmiiHoi marpumi mmst 20 cepidt 3i
100 mocmigoBHOcTe# jgomkuHE 1000000 6iT, 3reHepoBaHUX cepTU(HIKOBAHUM
(I3UUHIM TeHEepaTOpOM BHIAJKOBUX IOCIIOBHOCTEH

Homep cepii Snaq?ﬂﬂﬂ Homep cepii Snaq?ﬂﬂﬂ
JeTepMiHaHTa JeTepMiHaHTa

1 0.995169 11 0.995223

2 0.995150 12 0.995219

3 0.995164 13 0.995193

4 0.995178 14 0.995174

5 0.995172 15 0.995205

6 0.995182 16 0.995188

7 0.995163 17 0.995219

8 0.995168 18 0.995247

9 0.995166 19 0.995227

10 0.995201 20 0.995205
BubipkoBe MaTeMaTH4HE CIIOJIIBaHHS 0.99519065

e f= mm=1) _,_2m+11 . m(m —1)2m> —2m —13) 4% — mamaona
2 6 288 !

BEJIMYMHA, [0 Ma€ Y-KBaJIpaT PO3MOMALT 3 f CTEMEeHSMH CBOOOJIH.
3a3HaunMo, M0 JUIS Z:106, m =100 MOXHa BUKOPUCTOBYBATH HaOIMKEHY
dopmyy 5
P{—ndﬁv}zP{Xf <v} (11)

OcCKinbKM y pa3i HaOJMMDKEHHS BUIIYYalOThCS JOJAaTHI BEIIMYMHU Y TMpaBiii 4acTH-
Hi (11), To oTpuMaHa KpUTHYHA OOJACTh BiNMOBigae OLIBIIOMY PIBHIO 3HAYYIIOCTI,
HIDK 3aJaHUH.

BukonaBmm BignoBinHi obumcneHHS 3 BHKOpuUCTaHHAM (11), oTpmmaemo KpH-
THYHY oOnactb s mapamerpa d =detR, MmO BIiANOBiNA€ PIBHIO 3HAYYIIOCTI
ag=10":de(el).

3a pes3yiapTaraMd MPOBEACHUX EKCIEPUMEHTIB 3100yTi 3HaueHHS d
(uB. Tabu. 2), sKi 3aCBIAUYIOTh HA KOPHUCTH TiNoTe3n H(, Mpo MOMapHy HE3aIeXKHICTh
BHYTpilHiX nocaigoBHocteil HP3. /s nopiBHsAHHS B Ta0i. 3 HaBEAEHO BEIMYUHH d

st 20 cepiit 31 100 mocnimoBHOCTEH 3 10° BUNAJIKOBUMH OITaMH B KOYKHIH.

4. IOPIBHSIHHS XAPAKTEPUCTUK AIIAPATHUX PEAJIM3ALII AJITOPUTMIB
MOTOKOBOT'O IIA®PYBAHHS STRUMOK, KRIP TA ESPRESSO
VY Ttabn. 4 HaBe#EHO XapaKTEPHCTHKH IPOEKTIB amapaTHUX peaji3amiii aJropuTMiB
Strumok ta Krip y cepemoBumii npoektyBanHs Quartus Prime 17.1 Lite Edition,
a TaKOX BIJMOBITHI XapakTepUCTUKU amapaTHOi peanizanii mmdpy Espresso.
3ayBaXuMo, IO IS MIHIMalbHO MOMJIMBOI KUIBKOCTI TaKTiB (VI IIHOTO
BUIQJIKY 2) anapaTHa peajizallist anroputMmy Strumok 3ammudpoBye cioBa JOBKHHOIO
64 0iT, a peamizanis anroputMmy Espresso — 1 0iT; BogHOUYAC peastizaliisi anropuTMmy
Krip 3ammdpoBye cnoBa moBxuHOIO 256 06iT. OTXE, OTPUMYEMO BiJIIMOBITHO
YOTUPUKPATHUH Ta NBaAUATUKPATHUHN BUTpam y MWBUAKOAI aist anroputmy Krip. [lo
TOrO 3K CJiJ| 3ayBa)KUTH, L0 3a3HAYCHHI BHUIPAII JOCSITAETHCS 32 PAXYHOK 3HAYHO
OimpIIMX amapaTHUX 3arpar. 30Kpema, B ainropuTMmi Strumok peasizoBaHO
64-po3psiiHUAN  eneMeHT payHaoBoi ¢yHkuii amroputmy Kalyna, B Toil wac sk
asroput™M Krip MICTHTh JBI payHIOBI (YHKIIi, SIKi BUKOPUCTOBYIOTBCS Y BEPCisX
anroputmy Kalyna 3 noexuHOW Oioky 256 Ta 512 OIiT BIANOBIAHO, a AITOPHTM
Espresso B3arani He BHKOPHCTOBYE TAOJMYHUX EIIEMCHTIB.

30 ISSN 1019-5262. KiGepHeruka ta cucremHuit anaiis, 2023, rom 59, No 1



Taoaunsa 4. XapakTepuCTUKH amapaTHUX peajizaniit anropurmiB Strumok, Krip

Tta Espresso

3HayeHHs] mapaMeTpiB UIsl AJIrOPUTMIB
Ha3sa mapamertpa

Espresso Strumok Krip

JloBxuHa ciosa, OiT 1 64 256
TaxroBa yactora, MI'n 2217 350 350
KinbKicTh TaKTiB HEPETBOPEHHS 1 2 2
KinbKicTh JIOTiYHHUX OJIOKIB 1497 3100 8015
Kinbkicth 6s10KiB maM’sti 256x64 — 64 768
Kinbkicth 00KiB mam’sari 256x8 - 8 64
1IBnakicTe _mmbpyBaHHs, [0iT/c 2.22 11.2 44.8

OcHOBHUI pecypc, HeOOXIMHUIA I 30UIBIICHHS MBUAKOAIl y pa3i peaizaii
IUX JABOX PayHIOBHX (YHKLIH, 1Ie aM’sTh, fKa NOTpiOHA Juis 30epiraHHs TaOIullb.
Cyuachi iHTerpanbHi cxemMn FPGA MicTATh 3Ha4Hy KiJIbKICTh OJIOKIB I1am’sTi,
JOCTaTHIO Juid peanizaumii anroputmy Krip 3a momipHOi BapTocTi amapaTypu.
Hanpukian, Bukopuctanus FPGA Arria V GT SAGTC3 ¢ipmu Intel 3 1051 Goxom
mam’ari Ta gotupma TpaHciBepamu Ha 10.3125 I'6it/c gae 3Mory BHKOHYBAaTH
mudpyBaHHS JaHUX y Mepexax 31 MBHUIAKICTIO, Outenior 3a 40 I'Git/c.

BHUCHOBKHU

VY craTTi 3ampoIOHOBAaHO amapaTHO-OPIEHTOBAHHH aJrOPHTM IIOTOKOBOTO MIH(-
pyBanHst Krip. Lle#t anroput™m noOyaoBaHO Ha OCHOBI HEABTOHOMHOI'O HEJIIHIHHOTO
pericTpy 3CyBY JOBXKHHH 2 HaJ aju(aBiTOM MOTYXHOCTI 2256 1a € BucOKOWBHKiC-
HUM ITOTOKOBHM IIH(POM 3 piBHEM CTIHKOCTi, KW BiANOBiga€ Cy4acHHUM BHMO-
raMm. Y MoJanblIOMy 3aIlUlaHOBaHO BTUIEHHs anroputmy Krip y cepilo BHCOKO-
HIBUIKICHUX 3aco0iB MmU@pyBaHHA s KpunTorpadigHoro 3axucry iHdopmarii,
mo 1upkyaoe wmepexero Ethernet mixk IlenTpamu 00poOnenHst nanux. Bpa-
JKAETHCS, IO Taka araparypa 3a0e3nednTh MUGpyBaHHS Ha MBUAKOCTI JIiHIT
(TobTo 0e3 BTpaTH MAaKeTiB) 3 HHU3bKHUMH IPUBHECCHUMH 3aTPUMKAMH HE TUIbKU
y TOIOJIOTISAX «TOYKA—TOUYKa», aje 1 y IHIIMX 0araTOTOYKOBUX TOIOJOTISX.

Peamizanis anropurmy Krip mae 3Mory BUKOHYBaTH mudpyBaHHs TaHUX Ha PiBHI
L2 3rigno 3 Mmoxemmo ISO y teputopianbaHux Mepexax (Takux sk Metro Ethernet) ta
B OINOpHiil Mepexi onepatopa 3B’s3ky (Carrier Ethernet) 6e3 nerpanarii napameTpis
BHCOKOIIBH/IKICHIX ONTHYHUX KaHAIB 3B’s3Ky, MoOynoBaHuX Ha oOmagHaHHi Cisco
NexusNSK-C5672UP (6muzpko mectu 40G QSFP).
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L.V. Kovalchuk, I.V. Koriakov, A.N. Alekseychuk

KRIP: HIGH-SPEED HARDWARE-ORIENTED STREAM CIPHER BASED
ON NON-AUTONOMOUS NON-LINEAR SHIFT REGISTER

Absract. A stream cipher based on a non-autonomous non-linear shift register of length 2 over
the alphabet of 2% symbols is proposed. This register works like a Feistel cipher with

a round function, used in cipher Kalyna. It is shown that under the security level 2256 the
cipher Krip is four times faster than the current National Encryption Ukrainian Standard and is
almost 20 times faster than the modern stream cipher Espresso.

Keywords: stream cipher, Feistel scheme, non-linear shift register, generator of pseudorandom
sequences, algebraic attacks, correlation attacks, Strumok, Espresso, Krip.
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