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ÀËÃÎÐÈÒÌ PQC CSIKE ÍÀ ÍÅÖÈÊË²×ÍÈÕ ÊÐÈÂÈÕ ÅÄÂÀÐÄÑÀ

Àíîòàö³ÿ. Çàïðîïîíîâàíî îðèã³íàëüíèé àëãîðèòì ïîñòêâàíòîâî¿ êðèïòîãðàô³¿ CSIKE ÿê ìî-
äèô³êàö³þ CSIDH, àëå ç îäíèì â³äêðèòèì êëþ÷åì çàì³ñòü äâîõ. Îá´ðóíòîâàíî óìîâè éîãî
³ìïëåìåíòàö³¿ íà äâîõ êëàñàõ íåöèêë³÷íèõ êðèâèõ Åäâàðäñà. Ðîçãëÿíóòî âëàñòèâîñò³ êâàäðà-
òè÷íèõ òà ñêðó÷åíèõ ñóïåðñèíãóëÿðíèõ êðèâèõ Åäâàðäñà, ùî óòâîðþþòü ïàðè êâàäðàòè÷íî-
ãî êðó÷åííÿ ïîðÿäêó p � �1 0 8mod íàä ïðîñòèì ïîëåì Fp . Íàâåäåíî ìîäèô³êàö³þ àëãî-
ðèòìó CSIDH ³ àëãîðèòì CSIKE, ÿê³ ïîáóäîâàí³ íà ³çîãåí³ÿõ öèõ êðèâèõ çàì³ñòü òðà-
äèö³éíî¿ àðèôìåòèêè êðèâèõ ó ôîðì³ Ìîíòãîìåð³. Äëÿ ³çîãåí³é ñòóïåí³â 3, 5, 7
ðîçðàõîâàíî ³ òàáóëüîâàíî ïàðàìåòðè ³çîãåííèõ ëàíöþæê³â íåöèêë³÷íèõ ñóïåðñèíãóëÿðíèõ
êðèâèõ Åäâàðäñà, ÿêùî p � 839. Ðîçãëÿíóòî ³ìïëåìåíòàö³þ ñõåìè ³íêàïñóëÿö³¿ êëþ÷à
çà óìîâè, ùî Àë³ñà øèôðóº éîãî â³äêðèòèì êëþ÷åì Áîáà. Çàïðîïîíîâàíî íîâèé ðàíäîì³çî-
âàíèé àëãîðèòì CSIKE ç âèïàäêîâèì ð³âíîéìîâ³ðíèì âèáîðîì êðèâî¿ ç äâîõ êëàñ³â íà
êîæíîìó êðîö³ ëàíöþæêà ³çîãåí³é. Íàâåäåíî îö³íêó éìîâ³ðíîñò³ óñï³øíî¿ àòàêè ïîá³÷íîãî
êàíàëó â ðàíäîì³çîâàíîìó àëãîðèòì³, ó ÿêîìó çàïðîïîíîâàíî ìîæëèâ³ñòü â³äìîâè â³ä îá-
÷èñëåííÿ ³çîãåííî¿ ôóíêö³¿ �( )R âèïàäêîâî¿ òî÷êè R , ùî ³ñòîòíî ïðèñêîðèòü àëãîðèòì.

Êëþ÷îâ³ ñëîâà: êðèâà â óçàãàëüíåí³é ôîðì³ Åäâàðäñà, ïîâíà êðèâà Åäâàðäñà, ñêðó÷åíà
êðèâà Åäâàðäñà, êâàäðàòè÷íà êðèâà Åäâàðäñà, ïîðÿäîê êðèâî¿, ïîðÿäîê òî÷êè, ³çîìîðô³çì,
³çîãåí³ÿ, w-êîîðäèíàòè, êâàäðàòè÷íèé ëèøîê, êâàäðàòè÷íèé íåëèøîê.

ÂÑÒÓÏ

Àëãîðèòì CSIDH (Commutative Supersingular Isogeny Diffi–Hellman) [1] ïîñòêâàí-
òîâî¿ êðèïòîãðàô³¿ (PQC) íà â³äì³íó â³ä ³íøèõ â³äîìèõ àëãîðèòì³â ìàº ì³í³ìàëü-
íó äîâæèíó êëþ÷à, ùî ïðèáëèçíî äîð³âíþº ìîäóëþ ïðîñòîãî ïîëÿ Fp , íàä
ÿêèì âèêîíóþòüñÿ ãðóïîâ³ îïåðàö³¿. Ïåðø³ éîãî ³ìïëåìåíòàö³¿ áàçóâàëèñÿ íà
òðàäèö³éí³é øâèäê³é àðèôìåòèö³ êðèâèõ ó ôîðì³ Ìîíòãîìåð³. Ó ðîáîò³ [2]
çàïðîïîíîâàíî íîâèé åôåêòèâíèé ìåòîä îá÷èñëåííÿ ³çîãåí³é íåïàðíèõ ñòó-
ïåí³â íà êðèâèõ Åäâàðäñà íà îñíîâ³ êîîðäèíàò Ôàðàøàõ³–Õîñåéí³ [3]. Öÿ ðî-
áîòà áàçóºòüñÿ íà ìåòîä³ Ìîíòãîìåð³ äèôåðåíö³àëüíîãî äîäàâàííÿ òî÷îê òà
àäàïòóº éîãî äî êðèâèõ Åäâàðäñà. Îïòèì³çàö³ÿ àðèôìåòèêè ³çîãåí³é íà êðè-
âèõ Åäâàðäñà â ïðîºêòèâíèõ êîîðäèíàòàõ ( : )W Z [2] çíà÷íî ïðèñêîðèëà àëãî-
ðèòìè, ðîçãëÿíóò³ â [4], ³ íàäàëà ìîæëèâ³ñòü îòðèìàòè âèãðàø 20 % ó øâèä-
êîñò³ âèêîíàííÿ îïåðàö³é ïîð³âíÿíî ç ðåàë³çàö³ºþ àëãîðèòìó CSIDH íà êðè-
âèõ ó ôîðì³ Ìîíòãîìåð³. Ôîðìóëè îá÷èñëåííÿ ³çîãåí³é íåïàðíèõ ñòóïåí³â
êðèâèõ Åäâàðäñà [5] òàêîæ ì³ñòÿòü êîìïîíåíòè äèôåðåíö³àëüíîãî äîäàâàííÿ
òî÷îê, ùî ñòàëî îñíîâîþ ìåòîäó, çàïðîïîíîâàíîãî â [2].

²ìïëåìåíòàö³ÿ CSIDH â [2] âèêîðèñòîâóº ïîâí³ ñóïåðñèíãóëÿðí³ êðèâ³
Åäâàðäñà ïîðÿäêó N pE � � �1 0 4mod . Àëãîðèòì CSIDH áóäóºòüñÿ íà ³çîãåí³ÿõ
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ñóïåðñèíãóëÿðíèõ êðèâèõ ïåâíîãî êëàñó òà ¿õí³õ êâàäðàòè÷íèõ êðó÷åííÿõ. Äëÿ
ïîâíèõ êðèâèõ Åäâàðäñà Ed êâàäðàòè÷íå êðó÷åííÿ ëåæèòü óñåðåäèí³ öüîãî êëàñó

³ äîñÿãàºòüñÿ çàì³íîþ ïàðàìåòðà d d� �1, �( )d � �1. Ìè ïðîïîíóºìî âäâ³÷³ ðîç-

øèðèòè ïðîñò³ð êðèâèõ Åäâàðäñà â àëãîðèòì³ CSIDH, âèêîðèñòîâóþ÷è äâà êëàñè
íåöèêë³÷íèõ êâàäðàòè÷íèõ ³ ñêðó÷åíèõ êðèâèõ Åäâàðäñà, ùî óòâîðþþòü ïàðè
êâàäðàòè÷íîãî êðó÷åííÿ. Ç ö³ºþ ìåòîþ â ðîáîò³ [6] äîâåäåíî äâ³ òåîðåìè, ùî
àäàïòóþòü ôîðìóëè ³çîãåí³é [5] äî ñêðó÷åíèõ êðèâèõ Åäâàðäñà òà äî ôîðìóë
ó êîîðäèíàòàõ ( : )W Z . Ó ðîáîò³ [8] ³ â ö³é ñòàòò³ ðîçãëÿíóòî ïðèêëàäè ³ìïëåìåí-
òàö³¿ àëãîðèòìó CSIDH àáî éîãî áëîê³â íà íåöèêë³÷íèõ êëàñàõ êâàäðàòè÷íèõ ³
ñêðó÷åíèõ êðèâèõ Åäâàðäñà. Îäí³ºþ ç ¿õí³õ îñîáëèâèõ âëàñòèâîñòåé íà â³äì³íó
â³ä ïîâíèõ êðèâèõ º êðàòí³ñòü ¿õíüîãî ïîðÿäêó ÷èñëó 8: N pE � � �1 0 8mod .
Ó ñòàòò³ [8] òàêîæ íàâåäåíî êðèòè÷íèé àíàë³ç òåîðåòè÷íèõ ðåçóëüòàò³â, îòðèìà-
íèõ ó ðîáîò³ [7], â ÿê³é öÿ â³äîìà óìîâà [9–14] íå âèêîíóºòüñÿ.

Ó ö³é ñòàòò³ çàïðîïîíîâàíî îðèã³íàëüíó ìîäèô³êàö³þ àëãîðèòìó CSIDH —
àëãîðèòì CSIKE (Commutative Supersingular Isogeny: Key Encapsulation). Â³í
ñóòòºâî â³äð³çíÿºòüñÿ â³ä â³äîìîãî ïðîòîòèïó SIKE [15] ³ â³äêðèòèé äëÿ ìî-
äèô³êàö³¿. Òóò ìè äåìîíñòðóºìî éîãî ðîáîòó íà ïðîñò³é ìîäåë³. Íàéâàæëè-
â³øîþ ïåðåâàãîþ CSIKE º âèêîðèñòàííÿ îäíîãî â³äêðèòîãî êëþ÷à çàì³ñòü äâîõ.

Â³äîìà ïðîáëåìà àëãîðèòìó CSIDH — öå âðàçëèâ³ñòü äî àòàêè ïîá³÷íîãî
êàíàëó, ïîáóäîâàíî¿ íà âèì³ðþâàíí³ ÷àñó îá÷èñëåííÿ ëàíöþæêà ³çîãåí³é êîæíî-
ãî ñòóïåíÿ lk , ïðîïîðö³éíîãî ñåêðåòí³é åêñïîíåíò³ ek êëþ÷à. Ó áàãàòüîõ ðîáî-
òàõ [17, 18] òà ³í. öþ ïðîáëåìó ïðîïîíóþþòü ðîçâ’ÿçóâàòè íàðîùóâàííÿì åê-
ñïîíåíò ek ô³êòèâíèìè åêñïîíåíòàìè äî â³äîìîãî ìàêñèìóìó (Constant time
CSIDH). Çðîçóì³ëî, ùî òàêà íàäì³ðí³ñòü çíèæóº øâèäê³ñòü âèêîíàííÿ àëãîðèò-
ìó. Ó ö³é ñòàòò³ ìè ïðîïîíóºìî òà îá´ðóíòîâóºìî àëüòåðíàòèâíèé ï³äõ³ä äëÿ
ïðîòèä³¿ çãàäàí³é àòàö³ — ðàíäîì³çàö³þ àëãîðèòìó CSIDH (CSIKE). Âîíà çóìîâ-
ëþº íåìèíó÷å çðîñòàííÿ éìîâ³ðíîñò³ ïîìèëêè àíàë³òèêà, ÿêà ÷åðåç äîâãîòðèâà-
ëèé ïðîöåñ âèì³ðþâàíü çðèâàº àòàêó.

Íàø àíàë³ç ó ö³é ðîáîò³ áàçóºòüñÿ íà âëàñòèâîñò³ ñóïåðñèíãóëÿðíèõ êâàäðà-
òè÷íèõ òà ñêðó÷åíèõ êðèâèõ Åäâàðäñà, ÿê³ óòâîðþþòü ïàðè êâàäðàòè÷íîãî êðó-
÷åííÿ [13, 14]. Ñóïåðñèíãóëÿðí³ êðèâ³ öèõ êëàñ³â, ÿê³ ìàþòü îäíàêîâèé ïîðÿäîê

N p nE
m� � �1 2 , m � 3 (n — íåïàðíå), ³ñíóþòü ëèøå çà óìîâè p � 3 4mod .

Ì³í³ìàëüíèé ïàðíèé êîôàêòîð ïîðÿäêó òàêèõ êðèâèõ äîð³âíþº 8, òîä³ äëÿ àëãî-

ðèòìó CSIDH ç íåïàðíèì n lii

K� �� 1
ìîäóëü ïîëÿ ïîòð³áíî âèáèðàòè ÿê ó âè-

ïàäêó p n� �8 1.
Ó ðîçä. 1 íàâåäåíî êîðîòêèé îãëÿä âëàñòèâîñòåé ñêðó÷åíèõ ³ êâàäðàòè÷íèõ

ñóïåðñèíãóëÿðíèõ êðèâèõ Åäâàðäñà (ÑÊÅ) [11, 13, 14]. Ó ðîçä. 2 ðîçãëÿíóòî ñïå-
öèô³÷í³ àñïåêòè ³ìïëåìåíòàö³¿ ìîäåë³ àëãîðèòìó CSIDH íà êâàäðàòè÷íèõ ³
ñêðó÷åíèõ ÑÊÅ, íàâåäåíî ìîäèô³êàö³þ àëãîðèòìó [1], íà îñíîâ³ òåîðåì 1, 2 òà
òâåðäæåííÿ 1 îá´ðóíòîâàíî âëàñòèâîñò³ ³çîãåííèõ ëàíöþæê³â öèõ êëàñ³â ÑÊÅ.
Ó ðîçä. 3 çàïðîïîíîâàíî àëãîðèòì CSIKE, ðîçðàõîâàíî òà òàáóëüîâàíî ïàðàìåò-
ðè ³çîãåííèõ êðèâèõ ñòóïåí³â 3, 5, 7, íàâåäåíî ïðèêëàä îá÷èñëåíü Àë³ñè òà Áîáà
ó ñõåì³ ³íêàïñóëÿö³¿ êëþ÷à. Ó ðîçä. 4 îá´ðóíòîâàíî ðàíäîì³çàö³þ àëãîðèòìó
CSIKE (CSIDH) ç³ ñòàòèñòè÷íîþ îö³íêîþ éìîâ³ðíîñò³ óñï³øíî¿ àòàêè ïîá³÷íîãî
êàíàëó, íàâåäåíî íîâèé ðàíäîì³çîâàíèé àëãîðèòì CSIKE, â ÿêîìó çàïðîïîíîâàíî
ìîæëèâ³ñòü â³äìîâè â³ä îá÷èñëåííÿ ³çîãåííî¿ ôóíêö³¿ �( )R âèïàäêîâî¿ òî÷êè R

êðèâî¿ â àëãîðèòì³ CSIKE (CSIDH).
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1. ÂËÀÑÒÈÂÎÑÒ² ÊÂÀÄÐÀÒÈ×ÍÈÕ ² ÑÊÐÓ×ÅÍÈÕ

ÑÓÏÅÐÑÈÍÃÓËßÐÍÈÕ ÊÐÈÂÈÕ ÅÄÂÀÐÄÑÀ

Ðîçãëÿíåìî äåÿê³ ñïåöèô³÷í³ âëàñòèâîñò³ ñóïåðñèíãóëÿðíèõ êðèâèõ Åäâàðäñà
[13, 14]. Åë³ïòè÷íó êðèâó â óçàãàëüíåí³é ôîðì³ Åäâàðäñà [11] ìîæíà âèçíà÷è-
òè ð³âíÿííÿì

E x ay dx y a d F a d da d p,
*: , , , ,2 2 2 21 1� � � 	 
 
 . (1)

Çà óìîâè êâàäðàòè÷íîñò³ �( )ad � �1 êðèâà (1) º ³çîìîðôíîþ ïîâí³é êðèâ³é
Åäâàðäñà [9, 10] ç îäíèì ïàðàìåòðîì d

E x y dx y dd : , ( )2 2 2 21 1� � � � �� . (2)

Òàê³ êðèâ³ º öèêë³÷íèìè, à ¿õí³é ïîðÿäîê N E � 0 4mod .

Ó âèïàäêó � � �( ) , ( ) ( )ad a d� � �1 1 ìàº ì³ñöå ³çîìîðô³çì êðèâî¿ (1) ç êâàä-
ðàòè÷íîþ êðèâîþ Åäâàðäñà [11]

E x y dx y d dd : , ( ) ,2 2 2 21 1 1� � � � 
� . (3)

Ö³ êðèâ³ º íåöèêë³÷íèìè ³ ìàþòü ïîðÿäîê N E � 0 8mod .

Íà â³äì³íó â³ä (2) ïàðàìåòð d êðèâî¿ (3) âèçíà÷åíî ÿê êâàäðàò. Äëÿ êðè-
âèõ (2) òà (3) çàçâè÷àé ââàæàþòü a �1. Ó ðîáîò³ [10] êðèâó (3) ³ êðèâó (2) íàçâà-
íî êðèâèìè Åäâàðäñà. Âîäíî÷àñ â³äì³íí³ñòü êâàäðàòè÷íèõ õàðàêòåð³â öèõ êðè-
âèõ âèçíà÷àº ³ êàðäèíàëüíî ð³çí³ ¿õí³ âëàñòèâîñò³ [11, 12].

Ñêðó÷åíó êðèâó Åäâàðäñà îïèñàíî â ðîáîò³ [11] ÿê îêðåìèé âèïàäîê êðè-
âî¿ (1) äëÿ �( )ad �1, � �( ) ( )a d� � �1. Ìè âèçíà÷àºìî ïàðó êâàäðàòè÷íî¿ ³ ñêðó-
÷åíî¿ êðèâî¿ Åäâàðäñà [11] ÿê ïàðó êâàäðàòè÷íîãî êðó÷åííÿ ç ïàðàìåòðàìè
�( )ad �1, � �a ca , � �d cd , �( )c � �1 (ðîçä. 2, òåîðåìà 2). Îñê³ëüêè ÑÊÅ ³ñíóþòü
ëèøå çà óìîâè p � 3 4mod [13], ìîæíà ââàæàòè c � �1, � � � � �a a 1, � � �d d , äå
a , d — ïàðàìåòðè êâàäðàòè÷íî¿ êðèâî¿, â³äïîâ³äíî �a , �d — ïàðàìåòðè ñêðó÷åíî¿
êðèâî¿. ²íàêøå êàæó÷è, ïåðåõ³ä â³ä êâàäðàòè÷íî¿ äî ñêðó÷åíî¿ êðèâî¿ ³ çâîðîòíî
ìîæíà âèçíà÷èòè, ÿê E E Ed d d� � � �1 1, , . Â³äïîâ³äíî ð³âíÿííÿ ñêðó÷åíî¿ ÑÊÅ
çà óìîâè p � 3 4mod ç (1) ìîæíà çàïèñàòè ó âèãëÿä³

E x y dx y d F d dd p� �

� � � 	 
 �1

2 2 2 21 1 1, : , , , ( )� . (4)

Ïîðÿäîê åë³ïòè÷íî¿ êðèâî¿ N E íàä ïðîñòèì ïîëåì Fp âèçíà÷àºòüñÿ íà
îñíîâ³ ñë³äó t õàðàêòåðèñòè÷íîãî ð³âíÿííÿ åíäîìîðô³çìó Ôðîáåí³óñà
� �2 0� � �t p ÿê N p tE � � �1 . Äëÿ êðèâî¿ êâàäðàòè÷íîãî êðó÷åííÿ E t

â³äïîâ³äíèé ïîðÿäîê ñòàíîâèòü N p t
E
t � � �1 . Åë³ïòè÷íà êðèâà º ñóïåðñèíãó-

ëÿðíîþ òîä³ ³ ò³ëüêè òîä³, ÿêùî íàä áóäü-ÿêèì ðîçøèðåííÿì ïðîñòîãî ïîëÿ Fp

ñë³ä ð³âíÿííÿ Ôðîáåí³óñà ñòàíîâèòü t p� 0 mod , ïðè öüîìó � �2 � � � � �p p,

[13, 14, 16]. ²íàêøå êàæó÷è, â àëãåáðà¿÷íîìó çàìèêàíí³ Fp ñóïåðñèíãóëÿðíà

êðèâà íå ì³ñòèòü òî÷îê ïîðÿäêó p. Íàä ïðîñòèì ïîëåì Fp òàêà êðèâà çàâæäè
ìàº ïîðÿäîê N pE � �1.

Îòæå, êâàäðàòè÷í³ ³ ñêðó÷åí³ ÑÊÅ ÿê ïàðà êâàäðàòè÷íîãî êðó÷åííÿ ìàþòü
îäíàêîâèé ïîðÿäîê N p pE � � �1 7 8, mod , àëå ð³çíó ñòðóêòóðó. Êð³ì äâîõ òî÷îê
( , )0 1� , âñ³ ¿õí³ òî÷êè ð³çí³, òîìó ³çîãåí³¿ îäíàêîâèõ ñòóïåí³â ìàþòü ð³çí³ ÿäðà ³ îá-
÷èñëþþòüñÿ íåçàëåæíî. Ö³ êðèâ³ º íåöèêë³÷íèìè ùîäî òî÷îê ïàðíîãî ïîðÿäêó (ìà-

þòü ïî òðè òî÷êè 2-ãî ïîðÿäêó, äâ³ ç íèõ — îñîáëèâ³ D
a

d
1 2, ,� � �

�

�
�
�

�

�
�
� [11]). Êâàä-
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ðàòè÷íà ÑÊÅ, êð³ì òîãî, ì³ñòèòü äâ³ îñîáëèâ³ òî÷êè 4-ãî ïîðÿäêó � � � �
�

�
��

�

�
��F

d
1

1
, .

Íàÿâí³ñòü òðüîõ òî÷îê 2-ãî ïîðÿäêó îáìåæóº ÷èñëîì 8 ì³í³ìàëüíèé ïàðíèé êîôàê-
òîð ïîðÿäêó N nE � 8 (n — íåïàðíå ) ñêðó÷åíèõ ³ êâàäðàòè÷íèõ ÑÊÅ [11]. Çàóâàæè-
ìî, ùî òî÷êè ïàðíèõ ïîðÿäê³â ó îá÷èñëåííÿõ àëãîðèòìó CSIDH íå âèêîðèñòîâóþòü
(ï³ñëÿ ïåðøîãî ìíîæåííÿ íà 4 âèïàäêîâî¿ òî÷êè R).

Äëÿ êðèâî¿ (1) J-³íâàð³àíò ìàº âèãëÿä [10, 16]

J a d
a d ad

ad a d
ad a d( , )

( )

( )
, ( )�

� �

�
� 


16 14
0

2 2 3

4
. (5)

Öåé ïàðàìåòð ðîçð³çíÿº ³çîãåíí³ (ç ð³çíèìè J-³íâàð³àíòàìè) òà ³çîìîðôí³
(ç îäíàêîâèìè J-³íâàð³àíòàìè) êðèâ³. Îñê³ëüêè J-³íâàð³àíò çáåð³ãàº ñâîº çíà-
÷åííÿ äëÿ âñ³õ ³çîìîðôíèõ êðèâèõ ³ ïàð êâàäðàòè÷íîãî êðó÷åííÿ [16], â³í º
îäíàêîâèì äëÿ ïàðè êâàäðàòè÷íèõ ³ ñêðó÷åíèõ ÑÊÅ (a � �1), òîìó ìè áóäåìî
ïîñëóãîâóâàòèñÿ J-³íâàð³àíòîì J d( ). Â³í º êîðèñíèì ³íñòðóìåíòîì äëÿ ïîøó-
êó ñóïåðñèíãóëÿðíèõ êðèâèõ ³ äëÿ ïîáóäîâè ãðàô³â ëàíöþæê³â ³çîãåí³é.
Îäí³ºþ ç âëàñòèâîñòåé J-³íâàð³àíòó J d( ) º

J d J d( ) ( )� �1 .

Äëÿ àíàë³çîâàíèõ êëàñ³â ÑÊÅ çàì³íà d d� �1 äàº ³çîìîðô³çì, à äëÿ ïîâíèõ
êðèâèõ Åäâàðäñà — êâàäðàòè÷íå êðó÷åííÿ.

2. ÀËÃÎÐÈÒÌ CSIDH ÍÀ ÊÂÀÄÐÀÒÈ×ÍÈÕ ² ÑÊÐÓ×ÅÍÈÕ ÊÐÈÂÈÕ ÅÄÂÀÐÄÑÀ

Àëãîðèòì PQC CSIDH çàïðîïîíîâàíî â [1] äëÿ ðîçâ’ÿçàííÿ çàäà÷³ îáì³íó
êëþ÷àìè (SIDH — Supersingular Isogeny Diffie–Hellman), àëå íà îñíîâ³ ³çîãåí-
íèõ â³äîáðàæåíü åë³ïòè÷íèõ êðèâèõ ó ö³ëîìó ÿê àäèòèâíèõ Àáåëåâèõ ãðóï.
Òàêå â³äîáðàæåííÿ íàä ïðîñòèì ïîëåì Fp âèçíà÷åíî ÿê êëàñ ãðóïîâî¿ ä³¿ (the
class group action [1]) ³ º êîìóòàòèâíèì. Ó ïîð³âíÿíí³ ç â³äîìîþ îðèã³íà-
ëüíîþ ñõåìîþ CRS (Couveignes (1997), Rostovtsev, Stolbunov (2004)) íà íåñó-
ïåðñèíãóëÿðíèõ êðèâèõ âèêîðèñòàííÿ ³çîãåí³é ñóïåðñèíãóëÿðíèõ êðèâèõ äàº
çìîãó ïðèñêîðèòè àëãîðèòì ³ îòðèìàòè íàéìåíøèé ³ç â³äîìèõ ðîçì³ð êëþ÷à
(512 á³ò ó ðîáîò³ [1] çà óìîâè êâàíòîâî¿ áåçïåêè 128 á³ò).

Íåõàé êðèâà E ïîðÿäêó N pE � � �1 0 8mod íàä ïðîñòèì ïîëåì Fp ì³ñòèòü
òî÷êè ìàëèõ íåïàðíèõ ïîðÿäê³â lk , k K�1 2, , ,� . Òîä³ ³ñíóº ³çîãåííà êðèâà �E òîãî
ñàìîãî ïîðÿäêó N E ÿê â³äîáðàæåííÿ ñòóïåíÿ: l E E l Ek k: [ ]� � � 
 . Ïîâòîðåííÿ

ö³º¿ îïåðàö³¿ ek ðàç³â ïîçíà÷àºòüñÿ ÿê [ ]l E
k

ek 
 . Ïîêàçíèêè åêñïîíåíò e Zk 	 âèçíà-

÷àþòü äîâæèíó ëàíöþæêà ³çîãåí³é ñòóïåíÿ lk . Ó ðîáîò³ [1] ïðèéíÿòî ³íòåðâàë çíà-
÷åíü åêñïîíåíò [ ]� � �m e mk , m � 5 , K � 74 , ùî çàáåçïå÷óº ð³âåíü áåçïåêè 128 á³ò
ó ðàç³ àòàê êâàíòîâîãî êîìï’þòåðà. Â³ä’ºìí³ çíà÷åííÿ åêñïîíåíòè îçíà÷àþòü ïå-
ðåõ³ä äî ñóïåðñèíãóëÿðíî¿ êðèâî¿ êâàäðàòè÷íîãî êðó÷åííÿ.

²ìïëåìåíòàö³ÿ àëãîðèòìó CSIDH â [1] âèêîðèñòîâóº øâèäêó àðèôìåòèêó

åë³ïòè÷íèõ êðèâèõ Ìîíòãîìåð³ y x Cx x2 3 2� � � , C 
 �2 , ùî ì³ñòÿòü äâ³ òî÷êè

4-ãî ïîðÿäêó ³ â³äïîâ³äíî ìàþòü ïîðÿäîê N nE � 4 ( )n lkk

K� �� 1
. Ó ðîáîò³ [2] àë-

ãîðèòì ïîáóäîâàíî íà ïîâíèõ ÑÊÅ òîãî ñàìîãî ïîðÿäêó. Ó ö³é ðîáîò³ â àëãî-
ðèòì³ CSIDH ìè ïðîïîíóºìî âèêîðèñòîâóâàòè êâàäðàòè÷í³ òà ñêðó÷åí³ ÑÊÅ,
ùî ìàþòü ò³ ñàì³ ðåêîðäí³ ïîêàçíèêè øâèäêîä³¿, ùî é ïîâí³ êðèâ³ Åäâàðäñà [2].
Òàêà ìîæëèâ³ñòü âèíèêàº ç óðàõóâàííÿì äîâåäåíèõ íàìè â ðîáîò³ [6] òåîðåì.
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Îòæå, äëÿ öèõ êëàñ³â ÑÊÅ ïîðÿäêó N n pE � � �8 1 ìîäóëü ïîëÿ â àëãîðèòì³

CSIDH ñë³ä âèáèðàòè çà óìîâè p � 7 8mod àáî p lkk

K� ���8 1
1

. Õàðàêòåðèñòè÷-

íå ð³âíÿííÿ åíäîìîðô³çìó Ôðîáåí³óñà ìàº âèãëÿä �2 1� � � �p lkmod

� � � �( )( )� �1 1 0 . Ñóïåðñèíãóëÿðí³ ïàðè êâàäðàòè÷íîãî êðó÷åííÿ ÿê äâà ðîç-
â’ÿçêè ð³âíÿííÿ åíäîìîðô³çìó Ôðîáåí³óñà ÷àñòî ïîçíà÷àþòü E [ ]� �1 ³ E [ ]� �1 .
Çàçíà÷èìî, ùî çàì³íà îäíîãî êëàñó ïîâíèõ ÑÊÅ äâîìà êëàñàìè êâàäðàòè÷íèõ
³ ñêðó÷åíèõ ÑÊÅ ïîäâîþº ê³ëüê³ñòü êðèâèõ, ùî âèêîðèñòîâóþòü â àëãîðèòì³
CSIDH, ³, ÿê íàñë³äîê, ïîñèëþº éîãî áåçïåêó. Öå ïîäâîºííÿ çóìîâëåíå òèì, ùî

ïàðàìåòð d âñ³õ ïîâíèõ êðèâèõ Åäâàðäñà «ïðîá³ãàº» âñ³
p �1

2
çíà÷åíü êâàäðà-

òè÷íèõ íåëèøê³â, òîä³ ÿê äëÿ äâîõ ³íøèõ êëàñ³â âèêîðèñòîâóþòüñÿ âñ³ çíà÷åííÿ
d 
 0.1.

Â îñíîâ³ ïîáóäîâè ³çîãåí³é íåïàðíèõ ïðîñòèõ ñòóïåí³â äëÿ êâàäðàòè÷íèõ
êðèâèõ Åäâàðäñà ëåæèòü òåîðåìà 2 ç ðîáîòè [5], à äëÿ ñêðó÷åíèõ êðèâèõ Åäâàð-
äñà — òåîðåìà 1 ç [6]. Ó ðîáîò³ [6] âïåðøå íàâåäåíî ôîðìóëè â³äîáðàæåíü äëÿ
êðèâî¿ (1), ùî çàëåæàòü â³ä äâîõ ïàðàìåòð³â (òåîðåìó íàâåäåíî äàë³).

Òåîðåìà 1 [6]. Íåõàé G Q Q Qs� � � �{ }( , ), , , ,1 0 1 2 � — ï³äãðóïà íåïàðíîãî

ïðîñòîãî ïîðÿäêó l s� �2 1òî÷îê � � �Qi i i( , )� � êðèâî¿ Ea d, (1) íàä ïîëåì Fp .
Âèçíà÷èìî

�( ) ( , ) ,
, ,

P x y
x

x

x

x

y

x

y

x

P Q

Q

P Q

Q

P Q

Q

P Q

QQ GQ

� � � �
�

�
�

� � � �

�		
�

G

�
�

�
�.

Òîä³ �( , )x y — öå l-³çîãåí³ÿ ç ÿäðîì G êðèâî¿ Ea d, ó êðèâó Ea d' '', ç ïàðàìåò-
ðàìè

� �a a l , � �d d Al 8 , A

i

s

i�
�
�

1

� , (6)

³ ç â³äîáðàæóâàíîþ ôóíêö³ºþ

�
� �

� �
( , )

( ) ( )

( )
,x y

x

A

x a y

d xy

y

A

i i

i ii

s

i

s

�
�

�� �
� �2

2 2

2
1

2
11

( ) ( )

( )

� �

� �

i i

i i

y x

d xy

2 2

21

�

�

�

�

�
�

�

�

�
�

(7)

àáî

�
�

�

�

�
( , ) ,x y

x

A

x a

d x

y

A

x

a d

i

ii

s

i

s
i�

�

�

� �

�� �
� �2

2 2

2 2
1

2
1

2 2

1 i x2 2

�

�

�
�

�

�

�
�
. (8)

¯¿ äîâåäåííÿ íàâåäåíî ó [6]. Òóò ïàðàìåòð a ô³ãóðóº ó ôîðìóëàõ (6), (7) òà
(8) íà â³äì³íó â³ä [5].

Ç òåìîþ íàøî¿ ñòàòò³ ïåðåòèíàºòüñÿ ðîáîòà [7]. Îñê³ëüêè òåðì³í «êðèâ³ Åäâàð-
äñà», âïåðøå âèçíà÷åíèé ó ðîáîò³ [10] äëÿ âñ³õ êðèâèõ Ed ç îäíèì ïàðàìåòðîì d ,
º íåîäíîçíà÷íèì (íå âðàõîâóº çíà÷åííÿ êâàäðàòè÷íîãî õàðàêòåðó �( )d ), âèíèêàº
ïèòàííÿ: ïðî ÿê³ êðèâ³ Åäâàðäñà ((2) àáî (3)) éäåòüñÿ ó ðîáîò³ [7]? Àâòîðè [7] çíÿëè
öå ïèòàííÿ íîâèì òåðì³íîì «purely Edwards curves», ìàþ÷è íà óâàç³ âñ³ êðèâ³ Ed

ç îäíèì ïàðàìåòðîì, êð³ì ïîâíèõ. Çà íàøîþ êëàñèô³êàö³ºþ [11, 12], öå êâàäðàòè÷í³
êðèâ³ Åäâàðäñà (3). Àëå âñåðåäèí³ öüîãî êëàñó êðèâèõ íå ³ñíóº ïàð êâàäðàòè÷íîãî
êðó÷åííÿ, íà ÿêèõ áóäóºòüñÿ àëãîðèòì CSIDH. Öå äîâåäåìî ó òàê³é òåîðåì³.

Òåîðåìà 2. Äëÿ êðèâî¿ Ea d, (1) â óçàãàëüíåí³é ôîðì³ Åäâàðäñà x ay2 2� �

� �1 2 2dx y , ÿêó çàäàíî íàä ïðîñòèì ïîëåì Fp , ³ñíóº ºäèíà (ç òî÷í³ñòþ äî ³çî-

ìîðô³çìó) êðèâà êâàäðàòè÷íîãî êðó÷åííÿ E E
a d
t

a d, ,� ç ïàðàìåòðàìè a ca� ,

d cd� , c Fp	 
 .
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Äîâåäåííÿ. Ç ð³âíÿííÿ (1) ìàºìî

y
x

a dx

2
2

2

1
�
�

�
. (9)

Íåõàé �( )d � �1, �( )a �1, a d c� � �2 1. Êâàäðàòè÷íå êðó÷åííÿ (9) ìîæíà

çàäàòè ïåðåòâîðåííÿì êâàäðàòà y2 â êâàäðàòè÷íèé íåëèøîê

dy
x

d dx
d

x

d x
d

x

d x

2
2

2 2

2

1 2
1

2

1 2

1 1

1

1

1
�

�

�
� �

�

�
� �

�

�

�

�

�
�

�

�
�

�
�

�

�
�
�1.

Òîä³ äëÿ êðèâî¿ êâàäðàòè÷íîãî êðó÷åííÿ ìîæíà çàïèñàòè ð³âíÿííÿ

E E
a d

t
d,

� �1: x y d x y d2 2 1 2 21 1� � � � �� , ( )� .

Çàäàí³ âèùå óìîâè ñïðàâåäëèâ³ äëÿ êëàñó ïîâíèõ êðèâèõ Åäâàðäñà ç îäíèì

ïàðàìåòðîì, ÿêùî a d c� � �2 1, a �1, d d� �1. Öåé ðåçóëüòàò äîáðå â³äîìèé ç

ðîáîòè [9].
Íåõàé òåïåð � �( ) ( )a d� �1, �( )c � �1. Òîä³ êâàäðàòè÷íå êðó÷åííÿ (9) ìîæíà

çàïèñàòè ó âèãëÿä³

c y
x

a dx
y

x

ca cdx

x

a d x

� �
�

�
� �

�

�
�
�

�

1 2
2

2
2

2

2

2

2

1 1 1
.

Çâ³äñè âèïëèâàº, ùî êâàäðàòè÷íå êðó÷åííÿ êðèâî¿ Ea d, ç ïàðàìåòðàìè, ùî
çàäîâîëüíÿþòü óìîâ³ � �( ) ( )a d� �1(êâàäðàòè÷íà êðèâà, ÿêà ³çîìîðôíà (3)) âèç-
íà÷àº êðèâó êëàñó ñêðó÷åíèõ êðèâèõ Åäâàðäñà (1) ï³ñëÿ ï³äñòàíîâêè a ca� ,
d cd� , �( )c � �1. ²íàêøå êàæó÷è, êâàäðàòè÷íèì êðó÷åííÿì êðèâî¿ Ed (3) º

ñêðó÷åíà êðèâà Åäâàðäñà E E
d
t

c cd� , , �( )d �1, �( )c � �1. Ð³çí³ ïàðàìåòðè c óòâî-

ðþþòü ³çîìîðôí³ êðèâ³. Îáåðíåíå â³äîáðàæåííÿ çàäàþòü ìíîæåííÿì îáîõ ïàðà-

ìåòð³â íà c E E
c cd
t

d
� �1:

, '
, �( )d �1, �( )c � �1. Òåîðåìó äîâåäåíî.

Íàñë³äîê 1. Äëÿ êâàäðàòè÷íèõ êðèâèõ Åäâàðäñà Ed ( �( )d �1, d 
1) íå icíyº

êðèâèõ êâàäðàòè÷íîãî êðó÷åííÿ âñåðåäèí³ öüîãî êëàñó. Êâàäðàòè÷íèì êðó÷åí-
íÿì êðèâî¿ (3) º ñêðó÷åíà êðèâà Åäâàðäñà E d cc cd, , ( ) , ( )� �� � �1 1.

Íàñë³äîê 2. Äëÿ ïîâíèõ êðèâèõ Åäâàðäñà Ed ( �( )d � �1) ³ñíóþòü êðèâ³

êâàäðàòè÷íîãî êðó÷åííÿ E
d �1

ëèøå âñåðåäèí³ öüîãî êëàñó.
Íàñë³äîê 1 âèïëèâàº ç óí³êàëüíîñò³ â³äîáðàæåííÿ êâàäðàòè÷íîãî êðó÷åííÿ

ÿê á³ºêö³¿. Âîíî äàº çìîãó âèëó÷èòè ç ðîçãëÿäó êðèâ³ Ed [ ]� �1 ç îäíèì ïàðàìåò-
ðîì [7]. Äåòàëüíó êðèòèêó òåîðåì ç ðîáîòè [7] íàâåäåíî â [8].

Çàóâàæèìî, ùî òâåðäæåííÿ òåîðåìè 2 â³äîì³ ç ï³îíåðñüêèõ ðîá³ò [9, 10].
Îäíàê ó òåîðåì³ 2 ìè äàºìî îðèã³íàëüíó ³ á³ëüø çàãàëüíó ñõåìó äîâåäåííÿ äëÿ
âñ³õ êëàñ³â êðèâèõ Åäâàðäñà ó âèãëÿä³ (1).

Îòæå, ó êëàñ³ ïîâíèõ êðèâèõ Åäâàðäñà (2) ïàðà êâàäðàòè÷íîãî êðó÷åííÿ

E E Ed d
t

d
� � �1 ëåæèòü óñåðåäèí³ öüîãî êëàñó ³ ìàº ìóëüòèïë³êàòèâí³ çâîðîòí³

ïàðàìåòðè d �1. Íàâïàêè, äëÿ êëàñó êâàäðàòè÷íèõ êðèâèõ Åäâàðäñà (3) äëÿ

p � 3 4mod ³ c � �1 êâàäðàòè÷íå êðó÷åííÿ E E
d
t

d� � �1, óòâîðþº êðèâó ç êëàñó

ñêðó÷åíèõ êðèâèõ Åäâàðäñà ç àäèòèâíèìè çâîðîòíèìè ïàðàìåòðàìè a (ca) ³ d (cd).
Íå³íòåðàêòèâíèé îáì³í êëþ÷àìè çà ñõåìîþ Ä³ôô³–Õåëëìàíà âêëþ÷àº òàê³

åòàïè [1].
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1. Âèá³ð ïàðàìåòð³â. Äëÿ ìàëèõ ïðîñòèõ íåïàðíèõ lk îá÷èñëþþòü n lk
k

K

�
�
�

1

,

äå K âèçíà÷àºòüñÿ ð³âíåì áåçïåêè, ³ âèáèðàþòü â³äïîâ³äíèé ìîäóëü ïîëÿ

p lm
k

k

K

� �
�
�2 1

1

, m � 2, à òàêîæ ñòàðòîâó åë³ïòè÷íó êðèâó E0 .

2. Îá÷èñëåííÿ â³äêðèòèõ êëþ÷³â. Àë³ñà çà äîïîìîãîþ ñâîãî ñåêðåòíîãî
êëþ÷à � A Ke e e� �( , , , )1 2 áóäóº ôóíêö³þ êëàñó ãðóïîâî¿ ä³¿ ÿê ³çîãåíí³ â³äîá-

ðàæåííÿ �A
e e

K

e
l l l K� �[ , , , ]
1 2

1 2 òà îá÷èñëþº ³çîãåííó êðèâó E EA A� � * 0 ÿê ñâ³é

â³äêðèòèé êëþ÷. Áîá íà îñíîâ³ ñåêðåòíîãî êëþ÷à � B òà ôóíêö³¿ �B âèêîíóº ò³
ñàì³ îá÷èñëåííÿ òà îòðèìóº ñâ³é â³äêðèòèé êëþ÷ E EB B� 
� 0 . Ö³ êðèâ³ âèçíà-
÷àþòüñÿ ¿õí³ìè ïàðàìåòðàìè ç òî÷í³ñòþ äî ³çîìîðô³çìó.

3. Îáì³í êëþ÷àìè. Òóò ïðîòîêîë òàêèé ñàìèé, ÿê ó ï. 2 ³ç çàì³íîþ
E EB0 � äëÿ Àë³ñè òà E EA0 � äëÿ Áîáà. Çíàþ÷è â³äêðèòèé êëþ÷ Áîáà, Àë³ñà
îá÷èñëþº E E EBA A B A B� 
 � 
� � � 0 . Àíàëîã³÷í³ ä³¿ Áîáà âèçíà÷àþòü ðåçóëü-
òàò E E EAB B A B A� 
 � 
 
� � � 0 , ùî çá³ãàºòüñÿ ç ïåðøèì êëþ÷åì óíàñë³äîê êî-
ìóòàòèâíîñò³ ãðóïîâî¿ îïåðàö³¿. ßê ðîçä³ëåíèé ñåêðåò áåðåòüñÿ J-³íâàð³àíò êðè-
âî¿ E EAB BA( ) .

Äëÿ êîæíî¿ �A ³ñíóº ìóëüòèïë³êàòèâíà îáåðíåíà ôóíêö³ÿ �A òàêà, ùî

� �A A* � I, äå I 1� [ , , , ]1 1�

K — íåéòðàëüíèé åëåìåíò êëàñó ãðóïîâî¿ ä³¿

(K-âèì³ðíèé âåêòîð ç îäèíèöü). Â³äîáðàæåííÿ �A áóäóºòüñÿ øëÿõîì ³íâåðñ³¿

çíàê³â óñ³õ åêñïîíåíò ek â³äîáðàæåííÿ �A . Ìè âèêîðèñòîâóºìî éîãî ÿê �B

ó íàøîìó àëãîðèòì³ äåêàïñóëÿö³¿ êëþ÷à.

Âàæëèâîþ âëàñòèâ³ñòþ ³çîãåííèõ ëàíöþæê³â ïàðè êâàäðàòè÷íîãî êðó÷åííÿ
ÑÊÅ (3) òà E d� �1, (4) ñóïåðñèíãóëÿðíèõ åë³ïòè÷íèõ êðèâèõ º òàêå òâåðäæåííÿ.

Òâåðäæåííÿ 1. Ïîñë³äîâí³ñòü ïàðàìåòð³â { }d i( ) , i T� 0 1 2, , , ,� , ó ïåð³îä³ T

l-³çîãåííèõ ÑÊÅ E
d

i( ) (3) íàä ïðîñòèì ïîëåì Fp ìàº ðåâåðñíèé ïîðÿäîê

i T T T� � �, , , , ,1 2 1 0� äëÿ ÑÊÅ êâàäðàòè÷íîãî êðó÷åííÿ E
d

i
� �1,
( ) (4).

Äîâåäåííÿ. Êîìïîíåíòè ôóíêö³¿ � êëàñó ãðóïîâî¿ ä³¿ ìàþòü âëàñòèâîñò³
ìóëüòèïë³êàòèâíî¿ ãðóïè ³ òîìó êîìóòàòèâí³ òà ìîæóòü áóòè çâîðîòíèìè. Íà

îäíîìó êðîö³ ëàíöþæêà ³çîãåí³¿ [ ]l
k
1 êðèâà E

d
( )0 â³äîáðàæàºòüñÿ â ³çîãåííó êðèâó

E E l
d d k
( ) ( ) [ ]1 0 1� 
 , à ¿¿ ïàðàìåòð d d( ) ( )0 1� . Ôóíêö³ÿ ä³º ³ íà êâàäðàòè÷íå êðó÷åí-

íÿ êðèâî¿ Ed — êðèâó E d� �1, . Äîëó÷èìî äî ïîïåðåäíüîãî ðåçóëüòàòó íàñòóïíèé

êðîê ³çîãåí³¿ [ ]l
k
�1 , òîä³ E E l l E

d d k k d
( ) ( ) ( )[ ] [ ]2 0 1 1 0� 
 
 �� óíàñë³äîê [ ] [ ]l l

k k
1 1 1
 �� .

Îòæå, äâà ³çîãåíí³ ïåðåõîäè äëÿ êðèâèõ ïàðè êâàäðàòè÷íîãî êðó÷åííÿ ïîâåðòà-

þòü íàñ äî ñòàðòîâî¿ êðèâî¿ E
d
( )0 . Äëÿ ïàðàìåòðà êðèâî¿ íà äðóãîìó åòàï³ öå

îçíà÷àº ïåðåõ³ä d d( ) ( )1 0� . Î÷åâèäíîþ º ñïðàâåäëèâ³ñòü îáåðíåííÿ ïîðÿäêó

ïàðàìåòð³â êðèâèõ { }d i( ) ïàðè êâàäðàòè÷íîãî êðó÷åííÿ äëÿ äîâ³ëüíîãî çíà÷åííÿ

ek åêñïîíåíòè ³çîãåí³¿ ç óðàõóâàííÿì [ ] [ ]l l
k

e

k

ek k
 �� 1. Äîâåäåííÿ çàâåðøåíî.

Ãðàô ³çîãåí³é íà ï³äñòàâ³ òâåðäæåííÿ 1 º íåîð³ºíòîâàíèì ó òîìó ñåíñ³, ùî
áóäü-ÿêà éîãî âåðøèíà ìîæå áóòè ÿê âèõîäîì, òàê ñàìå ³ âõîäîì.

Íàâåäåìî ìîäèô³êàö³þ àëãîðèòìó îá÷èñëåíü Àë³ñè â³äïîâ³äíî äî ï. 2 [2]
ç âèêîðèñòàííÿì ³çîãåí³é êâàäðàòè÷íèõ òà ñêðó÷åíèõ ÑÊÅ.
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Algorithm 1: Evaluating the class-group action on twisted and quadratic SEC.

Input: d EA A	 , �( )d �1 and a list of integers � A Ke e e� ( , , , )1 2 � .

Output: dB such that [ , , , ]l l l E E
e e

K

e
A B

K

1 2
1 2

� 
 � , where E x yA B, : 2 2� �

� �1 2 2d x yA B, ,

1. While some ei 
 0 do

2. Sample a random x Fp	 ,

3. Set a�1, E x y d x yA A: 2 2 2 21� � � if ( ) / ( )1 12 2� �x dy is a square

in Fp ,

4. else a� �1, E x y d x yA A: 2 2 2 21� � � ,

5. Let S i aei� �{ }| 0 . If G �� then start over to line 2 while a a� � ,

6. Let n lii S
� 	� , and compute R p n P� �[( ) / ]1 2 , P P x y� ( , ) ,

7. For each i S	 do

8. Compute Q k l Ri� [ / ] ,
9. If Q 
 ( , )1 0 Compute an isogeny � : E EA B� with ker � �Q ,

10. Set d dA B� , R R� �( ) , e e ai i� � ,
11. Skip i in S and n n li� / if ei � 0 ,

12. Return dA .

Ó ïîð³âíÿíí³ ç àëãîðèòìîì 2 ç ðîáîòè [1] â àëãîðèòì³ 1, àäàïòîâàíîìó äî
êâàäðàòè÷íèõ ³ ñêðó÷åíèõ ÑÊÅ, çðîáëåíî äåÿê³ êîðåêö³¿.

1. Ïåðåâ³ðêó êâàäðàòè÷íîãî õàðàêòåðó ó ïðàâ³é ÷àñòèí³ y2 ï. 3 âèêîíóþòü

äëÿ ð³âíÿííÿ êâàäðàòè÷íî¿ êðèâî¿ Åäâàðäñà (3).
2. Ñêîðèãîâàíî ï. 9 (íå ìîæíà âèëó÷àòè ³íäåêñ äî îáíóëåííÿ â ï. 10).
3. Îíîâëåííÿ ÷èñëà n n li� / ðàçîì ³ç âèëó÷åííÿì i â ï. 11 ïîòð³áíî ðîáè-

òè ï³ñëÿ îáíóëåííÿ ei .
Â³äïîâ³äíî äî ï. 10 äëÿ êîæíîãî li îá÷èñëþþòü ò³ëüêè ei ³çîãåí³é äî îáíó-

ëåííÿ åêñïîíåíòè ei . Çàëåæíî â³ä çíàêà ³çîãåí³¿ îá÷èñëþþòü â êëàñ³ êâàäðàòè÷-
íèõ (ei � 0) àáî ñêðó÷åíèõ ÑÊÅ ( )ei � 0 .

3. ÀËÃÎÐÈÒÌ CSIKE ÍÀ ÊÂÀÄÐÀÒÈ×ÍÈÕ I ÑÊÐÓ×ÅÍÈÕ ÊÐÈÂÈÕ ÅÄÂÀÐÄÑÀ

Êëàñè÷íèé íå³íòåðàêòèâíèé àëãîðèòì Ä³ôô³–Õåëëìàíà ´ðóíòóºòüñÿ íà âèêîðèñ-
òàíí³ äâîõ â³äêðèòèõ êëþ÷³â. Òå ñàìå çàâäàííÿ ôîðìóâàííÿ çàãàëüíîãî ñåêðåòó
ìîæå áóòè ðîçâ’ÿçàíå â ³íòåðàêòèâíîìó ïðîòîêîë³ ç îäíèì ñåàíñîì ïåðåäà÷³ òà
îäíèì â³äêðèòèì êëþ÷åì îäåðæóâà÷à, ùî º áåçïå÷í³øèì. Äëÿ öüîãî Àë³ñà ãå-
íåðóº çàãàëüíèé ñåêðåò � , øèôðóº éîãî â³äêðèòèì êëþ÷åì Áîáà òà íàäñèëàº
éîìó çàøèôðîâàíèé êëþ÷. Ï³ñëÿ îòðèìàííÿ êëþ÷à Áîá ðîçøèôðîâóº éîãî
ñâî¿ì ñåêðåòíèì êëþ÷åì. Öåé ïðîòîêîë íàçèâàºòüñÿ ³íêàïñóëÿö³ºþ êëþ÷à.

Íà îñíîâ³ CSIDH ìè ïðîïîíóºìî àëãîðèòì CSIKE (Commutative
Supersingular Isogeny: Key Encapsulation), ÿêèé àíàëîã³÷íî [15] ñêëàäàºòüñÿ
ç òðüîõ åòàï³â.

1. Ãåíåðàö³ÿ êëþ÷à �. Àë³ñà çà äîïîìîãîþ äàò÷èêà âèïàäêîâèõ ÷èñåë çíà-
õîäèòü ñåêðåòíèé âåêòîð� � � �( , , , )e e eK1 2 , áóäóº ôóíêö³þ êëàñó ãðóïîâî¿ ä³¿

�� � �[ , , , ]l l l
e e

K

eK

1 2
1 2 ³ îá÷èñëþº ³çîãåííó êðèâó E E� �� 
� 0 , ïàðàìåòð d� ÿêî¿

ââàæàº ñåêðåòíèì êëþ÷: d� �� .
2. ²íêàïñóëÿö³ÿ êëþ÷à. Öå ïðîöåäóðà øèôðóâàííÿ Àë³ñîþ êëþ÷à � â³ä-

êðèòèì êëþ÷åì Áîáà EB . Äëÿ öüîãî Àë³ñà îá÷èñëþº ³çîãåííó êðèâó
�� �
 �E EB B . Ïàðàìåòð d B� ö³º¿ êðèâî¿ âîíà íàäñèëàº Áîáó.
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3. Äåêàïñóëÿö³ÿ êëþ÷à. Ùîá äåøèôðóâàòè êðèâó E B� ñâî¿ì ñåêðåòíèì

êëþ÷åì � B , Áîá îá÷èñëþº ³çîãåííó êðèâó �B BE E
 �� � , äå â³äîáðàæåííÿ �B

áóäóºòüñÿ ç ³íâåðñ³ºþ âñ³õ çíàê³â åêñïîíåíò ñåêðåòíîãî êëþ÷à Áîáà:
� �B B� �( ).

Âëàñíå, ìè ïðîïîíóºìî îðèã³íàëüíèé àëãîðèòì CSIKE ÿê ìîäèô³êàö³þ
CSIDH, çàì³íþþ÷è ñåêðåòíèé êëþ÷ Àë³ñè ñåêðåòíèì âåêòîðîì � � , çà äîïîìî-
ãîþ ÿêîãî âîíà îá÷èñëþº êðèâó E E� �� 
� 0 òà çàãàëüíèé ñåêðåòíèé êëþ÷
d� �� . Ïîò³ì Àë³ñà øèôðóº éîãî â³äêðèòèì êëþ÷åì Áîáà EB ³ îá÷èñëþº êðèâó
E E EB B B� � �� 
 � 
 
� � � 0 . Áîá ï³ä ÷àñ äåêàïñóëÿö³¿ ñêàñîâóº ñâ³é øèôð, âè-
êîðèñòîâóþ÷è ìóëüòèïë³êàòèâíó îáåðíåíó ôóíêö³þ �B (òàêó, ùî

� �B B I
 � ), òèì ñàìèì â³í â³äíîâëþº êðèâó E E� �� 
� 0 . ßê êëþ÷ ³íêàïñó-

ëÿö³¿ îáèäâ³ ñòîðîíè âèêîðèñòîâóþòü J-³íâàð³àíò êðèâî¿ E� .
Âàðòî çàçíà÷èòè, ùî äîäàòêîâèì ñåêðåòíèì ïàðàìåòðîì äâîõ ñòîð³í º òàêîæ

ñòàðòîâà êðèâà E0 , ÿêó îäíîðàçîâî ìîæíà âèáèðàòè ç â³äîìîãî ìàñèâó àáî îá÷èñ-
ëþâàòè çã³äíî ç ñåêðåòíîþ ôóíêö³ºþ �s. Öå ï³äâèùóº ð³âåíü áåçïåêè àëãîðèòìó.

Ðîçãëÿíåìî ïðîñòó ìîäåëü ³ìïëåìåíòàö³¿ àëãîðèòìó CSIKE íà êâàäðàòè÷-
íèõ òà ñêðó÷åíèõ ÑÊÅ, ùî óòâîðþþòü ïàðè êâàäðàòè÷íîãî êðó÷åííÿ êðèâèõ
ïîðÿäêó p �1. Òàê³ êðèâ³ ³ñíóþòü ëèøå çà óìîâè p � �1 8mod ³ ìàþòü ïîðÿäîê
N cnE � (n — íåïàðíå), c � 0 8mod . Íåõàé òàêà ïàðà êðèâèõ ì³ñòèòü ÿäðà 3-ãî,
5-ãî ³ 7-ãî ïîðÿäê³â. ßêùî n �105, ì³í³ìàëüíå ïðîñòå p n� � �8 1 839, òî ïîðÿäîê
öèõ êðèâèõ ñòàíîâèòü N nE � �8 840. Ïàðàìåòð d óñ³º¿ ñ³ì’¿ 418 êâàäðàòè÷íèõ

êðèâèõ Åäâàðäñà Ed ìîæíà ïðèéíÿòè ÿê êâàäðàòè d r p� 2 mod , r � �2 419. Ç ö³º¿

ïîñë³äîâíîñò³ çíàéäåíî 66 ïàð êâàäðàòè÷íèõ ³ ñêðó÷åíèõ ÑÊÅ ç ïàðàìåòðàìè
a � �1 ³ �( )ad �1. Ó òàáë. 1 íàâåäåíî ìàñèâ çíà÷åíü ïàðàìåòð³â d äëÿ ïàð êâàäðà-

òè÷íèõ Ed òà ñêðó÷åíèõ E d� �1, ÑÊÅ. Âîíè çàïèñàí³ ÿê êâàäðàòè d r p� 2 mod ,

r � �2 419, ó ïîðÿäêó çðîñòàííÿ r. Ó öüîìó ïðèêëàä³ â³äíîñíà ÷àñòêà ÑÊÅ ïðè-
áëèçíî äîð³âíþº 16 %. Çàóâàæèìî, ùî äëÿ êîæíî¿ êðèâî¿ ç òàáë. 1 ³ñíóº ùîíàé-

ìåíøå îäíà ³çîìîðôíà êðèâà ç ïàðàìåòðîì d �1 ³ îäíàêîâèì J-³íâàð³àíòîì (5).

Äëÿ ïåðøî¿ êâàäðàòè÷íî¿ êðèâî¿ E E
d
( )0

144� ç òàáë. 1 ìîæíà ïîáóäóâàòè 3-,

5- ³ 7-³çîãåí³¿ ³ çíàéòè ïàðàìåòðè d i( ) ëàíöþæêà ³çîãåííèõ êðèâèõ E
d

i( ) ,

i � 0 1 2, , ,� , òàêèõ, ùî d dT( ) ( )� 0 . Ïåð³îä Ò ëàíöþæêà ³çîãåí³é ä³ëèòü ÷èñëî

66 2 3 11� 
 
 âñ³õ ÑÊÅ. Ó òàáë. 2–4 íàâåäåíî ðåçóëüòàòè ðîçðàõóíê³â ïàðàìåòð³â

d i( ) ëàíöþæê³â â³äïîâ³äíî 3-³çîãåí³é, 5-³çîãåí³é òà 7-³çîãåí³é êâàäðàòè÷íèõ
ÑÊÅ. Íà êîæíîìó êðîö³ i T� 0 1 2, , , ,� ³çîãåí³¿ ñòóïåíÿ l s� �2 1 îá÷èñëþþòü êî-
îðäèíàòè � �1, ,� s , s l� �( ) /1 2, òî÷îê ÿäðà, ïîò³ì çà ôîðìóëîþ (6) ðîçðàõîâó-

þòü ïàðàìåòð d i( )�1 ³çîãåííî¿ êðèâî¿ E
d

i( )�1 . Ó òàáë. 2–4 ó ïåðøîìó ðÿäêó çàïè-

ñàío íîìåðè i ³çîãåííèõ êðèâèõ, ó íàñòóïíèõ s ðÿäêàõ — êîîðäèíàòè òî÷îê
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Ò à á ë è ö ÿ 1. Ìàñèâ çíà÷åíü 66 ïàðàìåòð³â d êâàäðàòè÷íèõ òà ñêðó÷åíèõ
ÑÊÅ ( )a � �1 äëÿ p � 839 ³ N E � 840

144 289 784 2 61 258 508 365 488 30 705

742 56 259 180 329 135 640 32 38 28 90

564 772 286 40 610 98 475 63 511 43 795

414 76 752 800 405 666 112 413 200 236 433

15 683 293 750 808 578 288 636 514 276 773

243 45 788 172 777 427 21 810 552 420 230



ÿäðà, ïîò³ì — ðÿäîê ³ç ïàðàìåòðàìè d i( ) ³çîãåííèõ êðèâèõ. Ðÿäêè ðîçòàøîâàíî
îäèí çà îäíèì ç ïåð³îäîì s � 2 àáî s �1. Äëÿ 3-³çîãåí³é ç ïåð³îäîì T � 33 äëÿ ïî-
âíîòè íå âèñòà÷àº ùå îäí³º¿ òàáëèö³, ïîä³áíî¿ äî òàáë. 2, ç äðóãîþ ïîëîâèíîþ

ïàðàìåòð³â d i( ) ç òàáë. 1. Äëÿ 5-³çîãåí³é ³ 7-³çîãåí³é ç ïåð³îäîì T �11 òàáë. 3 ³ 4

ì³ñòÿòü ëèøå 1 3/ âñ³õ ³çîãåí³é (ïàðàìåòðè d i( ) ³çîãåí³é êðèâèõ çîáðàæåíî
íàï³âæèðíèì øðèôòîì).
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Ò à á ë è ö ÿ 2. Çíà÷åííÿ ïàðàìåòð³â ëàíöþæêà 3-³çîãåííèõ êâàäðàòè÷íèõ ÑÊÅ
( )a �1 äëÿ p � 839 (ïåð³îä T � 33)

i 0 1 2 3 4 5 6 7 8 9 10

�( )i 518 558 768 178 502 44 372 136 258 75 487

d i( ) 144 414 405 2 28 259 752 773 15 243 21

i 11 12 13 14 15 16 17 18 19 20 21

�( )i 697 481 333 248 613 378 663 404 20 377 99

d i( ) 433 180 514 578 293 666 38 112 172 683 258

i 22 23 24 25 26 27 28 29 30 31 32

�( )i 718 379 327 139 781 41 601 344 561 230 477

d i( ) 772 488 636 286 508 76 236 43 788 61 289

Ò à á ë è ö ÿ 3. Çíà÷åííÿ ïàðàìåòð³â äâîõ ëàíöþæê³â 5-³çîãåííèõ êâàäðàòè÷-
íèõ ÑÊÅ ( )a �1 äëÿ p � 839 (ïåð³îä T �11)

i 0 1 2 3 4 5 6 7 8 9 10

�1
( )i 78 343 152 337 318 344 588 222 151 352 390

�2
( )i 537 655 632 720 545 837 790 832 748 372 790

d i( ) 144 76 258 293 243 2 788 636 112 180 752

�1
( )i 327 390 91 125 653 17 251 744 409 586 103

�2
( )i 726 552 609 583 655 682 393 764 577 692 531

d i( ) 289 508 683 578 15 405 43 488 38 433 259

Ò à á ë è ö ÿ 4. Çíà÷åííÿ ïàðàìåòð³â äâîõ ëàíöþæê³â 7-³çîãåííèõ êâàäðàòè÷-
íèõ ÑÊÅ ( )a �1 äëÿ p � 839 (ïåð³îä T �11)

i 0 1 2 3 4 5 6 7 8 9 10

�1
( )i 9 485 99 161 255 103 367 73 41 422 362

�2
( )i 718 700 319 248 705 131 828 258 731 582 820

�3
( )i 17 826 678 465 322 324 700 99 229 689 591

d i( ) 144 293 788 180 76 243 636 752 258 2 112

�1
( )i 314 204 30 86 86 74 324 37 281 284 251

�2
( )i 563 416 337 222 489 314 530 164 513 741 544

�3
( )i 678 207 313 720 571 430 595 496 418 828 342

d i( ) 289 578 43 433 508 15 488 259 683 405 38



Äàë³ ìè ïîêàæåìî, ùî êîìóòàòèâí³ñòü ôóíêö³¿ �A
e e

K

e
l l l K� �[ , , , ]
1 2

1 2 äàº

çìîãó îòðèìóâàòè ï³äñóìêîâ³ ðåçóëüòàòè çà óìîâ íåïîâíèõ äàíèõ. Íåïîâíîòà
çóìîâëåíà ïîòðåáîþ ó ñêîðî÷åíí³ îáñÿãó òàáóëüîâàíèõ äàíèõ ó ñòàòò³. Ç ö³º¿

æ ïðè÷èíè íå íàâåäåíî äàíèõ äëÿ ³çîãåí³é ñêðó÷åíèõ ÑÊÅ E
d

i
� �1,
( ) ,

i T� �0 1 2 1, , , ,� . Íàòîì³ñòü âèêîðèñòàíî ïðîñòó âëàñòèâ³ñòü òâåðäæåííÿ 1 ïðî

ðåâåðñí³ ïîðÿäêè ïàðàìåòð³â d i( ) ÑÊÅ ëàíöþæê³â E
d

i( ) ³ E
d

i
� �1,
( ) .

Ïðèêëàä 1. Íåõàé Àë³ñà çãåíåðóâàëà ñåêðåòíèé âåêòîð � � � �( , , )6 4 7 , ÿêèé

â³äîáðàæåííÿì �� �
�[ , , ]3 5 76 4 7 íà ïåðøîìó åòàï³ òðàíñôîðìóº ó çàãàëüíèé ñåê-

ðåòíèé êëþ÷ � , òîáòî îá÷èñëþº êðèâó E E� �� 
� 0 . Íà äðóãîìó åòàï³ âîíà øèô-
ðóº öåé êëþ÷ â³äêðèòèì êëþ÷åì Áîáà dB . Ââàæàòèìåìî, ùî ñåêðåò Áîáà
� B � � �( , , )7 5 4 , â³äïîâ³äíî éîãî ôóíêö³ÿ êëàñó ãðóïîâî¿ ä³¿ ìàòèìå âèãëÿä

�B �
� �[ , , ]3 5 77 5 4 . Âèêîíàºìî îá÷èñëåííÿ êëþ÷³â �, dB . Íåõàé ñòàðòîâîþ êðè-

âîþ ëàíöþæêà ³çîãåí³é º êðèâà E E
d
( )0

144� . Òîä³ E E� �� 0 *� , E EB B� 0 *� .

Äëÿ ñïðîùåííÿ çàïèñó â àëãîðèòì³ îá÷èñëåííÿ ³çîãåííî¿ êðèâî¿ êîðèñòóâà-

òèìåìîñÿ ëèøå ïàðàìåòðàìè d i( ) , ÿê³ ïîâí³ñòþ âèçíà÷àþòü êðèâ³ E e
d

i
k� � �

1
0

,
( ) ( )

³ E e
d

i
k

( ) ( )� 0 ÿê ïàðè êâàäðàòè÷íîãî êðó÷åííÿ. Âëàñòèâ³ñòü êîìóòàòèâíîñò³

ôóíêö³¿ �� â íàøîìó ïðèêëàä³ îçíà÷àº, ùî ³ñíóº 3 6! � âàð³àíò³â âèáîðó ïîðÿäêó
ðîçòàøóâàííÿ ñòóïåí³â ³çîãåí³é. ßêùî äàí³ òàáë. 2–4 íåïîâí³, öåé âèá³ð ìîæå
áóòè íåâäàëèì. Ó ðàç³ óñï³øíîãî âèáîðó ñòóïåí³â ³çîãåí³é îá÷èñëåííÿ Àë³ñè
çã³äíî ç E E� �� 
0 � ìîæíà âèêîíàòè äâîìà ñïîñîáàìè:

d0 7 4 6144

7

752

5

788

3
2

�
 �  �  � �

( ) ( ) ( )
, d� �� � 2,

d0 4 7 6144

5

636

7

788

3
2

�
 �  �  � �

( ) ( ) ( )
.

Îòæå, çàãàëüíèé ñåêðåòíèé êëþ÷ � � 2. Àíàëîã³÷íî îäíèì ³ç öèõ ñïîñîá³â

âèçíà÷àºìî â³äêðèòèé êëþ÷ Áîáà íà îñíîâ³ êðèâî¿ E E
d
( )0

144� òà ôóíêö³¿

�B �
� �[ , , ]3 5 77 5 4 :

d0 5 4 7144

5

2

7

243

3
405

�
 �  �  � � �

( ) ( ) ( )
,

d0 4 5 7144

7

752

5

243

3
405

�
 �  �  � � �

( ) ( ) ( )
.

Îòæå, â³äêðèòèé êëþ÷ Áîáà dB � 405 . Ïîò³ì íà äðóãîìó åòàï³ ³íêàïñóëÿö³¿
Àë³ñà øèôðóº â³äêðèòèì êëþ÷åì Áîáà ñåêðåòíèé êëþ÷ � � 2 ³ îá÷èñëþº

E EB B� �� 
� . Ó íàøîìó ïðèêëàä³ îá÷èñëåííÿ Àë³ñè äëÿ �� �
�[ , , ]3 5 76 4 7 òà

âèá³ð ñòóïåí³â 3-, 5-, 7-³çîãåí³é ôîðìóþòü çàøèôðîâàíèé êëþ÷ ³íêàïñóëÿö³¿:

d
dB

B
�

 �  �  � � ��405

3

15

5

289

7
259 2596 4 7

( ) ( ) ( )
� .

Íàðåøò³, íà òðåòüîìó åòàï³ äåêàïñóëÿö³¿ Áîá ç êðèâî¿ E259 îòðèìóº ñâ³é ñåê-

ðåòíèé êëþ÷ çà äîïîìîãîþ îáåðíåíî¿ ôóíêö³¿ �B �
�[ , , ]3 5 77 5 4 :

d
d0 4 5 7259

7

289

5

43

3
2 2

�
 �  �  � � ��

( ) ( ) ( )
� .
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Ó ðåçóëüòàò³ â³í îòðèìóº çàãàëüíèé ñåêðåòíèé êëþ÷ � � 2, ÿêèé äëÿ íüîãî îá-
÷èñëèëà Àë³ñà. Ùîá óíèêíóòè íåîäíîçíà÷íîñò³ ó ðàç³ îòðèìàííÿ ³çîìîðôíèõ
êðèâèõ, êëþ÷åì ³íêàïñóëÿö³¿ îáèäâ³ ñòîðîíè ââàæàþòü J-³íâàð³àíò (5)
J d( )� � 558 êðèâî¿ E2 .

4. ÐÀÍÄÎÌ²ÇÀÖ²ß ÀËÃÎÐÈÒÌÓ CSIKE (CSIDH)

Çàïðîïîíîâàíèé àâòîðàìè ðîáîòè [1] àëãîðèòì CSIDH ïîáóäîâàíèé òàê, ùî

îá÷èñëåííÿ ³çîãåííèõ ëàíöþæê³â çã³äíî ç ôóíêö³ÿìè �A B
e e

K

e
l l l K

, [ , , , ]� �
1 2

1 2

âèêîíóþòü ó äâà åòàïè: ñïî÷àòêó ôîðìóþòü ìíîæèíó S ç åêñïîíåíòàìè êëþ-
÷à ek îäíîãî çíàêà, ïîò³ì ³íøîãî. Íà êîæíîìó åòàï³ ïîñë³äîâíî îá÷èñëþþòü
ÿäðà ³ ïàðàìåòðè | |ek ³çîãåííèõ êðèâèõ ñòóïåíÿ lk , ïîáóäîâàíèõ íà êðèâèõ
îäíîãî êëàñó (Ed àáî E d� �1, ). Öå î÷åâèäíèì ÷èíîì ïîðîäæóº çàãðîçó àòàêè
ïîá³÷íîãî êàíàëó íà îñíîâ³ âïîðÿäêîâàíîãî âèì³ðþâàííÿ ÷àñó öèõ îá÷èñëåíü,

ïðîïîðö³éíèõ äîâæèí³ | |ek ³ ñòóïåíþ lk êîæíî¿ êîìïîíåíòè � [ ]l
k

ek . Òîìó

â á³ëüøîñò³ ñòàòåé íà öþ òåìó ðîçãëÿäàþòü ð³çí³ âàð³àíòè «Constant time
CSIDH» [17, 18], ó ÿêèõ ñåêðåòí³ åêñïîíåíòè ek íàðîùóþòüñÿ äî âåðõíüî¿
ìåæè m ô³êòèâíèìè ëàíöþæêàìè ³çîãåí³é. Çðîçóì³ëî, ùî òàêèé çàõèñò äîñÿ-
ãàºòüñÿ çíà÷íîþ íàäì³ðí³ñòþ òà óïîâ³ëüíåííÿì àëãîðèòìó.

Ìè ïðîïîíóºìî ³íøèé ìåòîä ðîçâ’ÿçàííÿ ïðîáëåìè — ðàíäîì³çàö³þ øëÿõó
³çîãåííèõ ëàíöþæê³â. ²äåÿ ïîëÿãàº â òîìó, ùî áóäü-ÿêà âèïàäêîâà êîîðäèíàòà x

åë³ïòè÷íî¿ êðèâî¿ çàâæäè ïîðîäæóº âèïàäêîâó òî÷êó P x y� ( , ) îäí³º¿ ç äâîõ êðè-
âèõ ïàðè êâàäðàòè÷íîãî êðó÷åííÿ. Íà ïî÷àòêó àëãîðèòìó ñåêðåò Àë³ñè ðîçáè-
âàºòüñÿ íà äâ³ ìíîæèíè: S 0 òà S1 (àíàëîãè S), â ÿê³ ïîòðàïëÿþòü çíà÷åííÿ ek

ç ð³çíèìè çíàêàìè. Íà ïåðøîìó êðîö³ âèá³ð âèïàäêîâî¿ òî÷êè P x y� ( , )
ç éìîâ³ðí³ñòþ 1 2/ âèçíà÷àº êëàñ êðèâèõ (Ed àáî E d� �1, ), îäí³é ç ÿêèõ íàëåæèòü
òî÷êà P. Äàë³ â öüîìó êëàñ³ îá÷èñëþþòü ÿäðî òà ïåðøó ³çîãåííó êðèâó

E l Ek
( ) ( )[ ]1 0� 
 ñòóïåíÿ lk , ùî â³äïîâ³äàº çíàêó åêñïîíåíòè ek . Âèá³ð lk ðàí-

äîì³çóºòüñÿ, à çíà÷åííÿ | |ek çìåíøóºòüñÿ íà 1. Íà íàñòóïíîìó êðîö³ ç íîâèì çíà-

÷åííÿì ïàðàìåòðà d ( )1 öþ ïðîöåäóðó ïîâòîðþþòü ³ îá÷èñëþþòü ïàðàìåòð d ( )2 .
Ïðîöåñ òðèâàº äî îáíóëåííÿ âñ³õ ek . Âî÷åâèäü, ùî òàêèé ìåòîä âäâ³÷³ ïðèñêî-
ðþº ïðîöåäóðó âèïàäêîâîãî âèáîðó òî÷îê P ³ ñóòòºâî çíèæóº éìîâ³ðí³ñòü
óñï³øíî¿ àòàêè ïîá³÷íîãî êàíàëó.

Ñë³ä çàçíà÷èòè, ùî ó êëàñè÷íîìó CSIDH âæå º ãàðàíòîâàíèé ð³âåíü çàõèñòó
â³ä ðîçãëÿíóòîãî âèùå òèïó àòàêè ïîá³÷íîãî êàíàëó. Â³í âèçíà÷àºòüñÿ çíàêîì ñåê-
ðåòíî¿ åêñïîíåíòè ek êëþ÷à. Îñê³ëüêè äëÿ êîæíî¿ ñêëàäîâî¿ [ ]lk ôóíêö³¿ � ÷àñ îá-

÷èñëåííÿ [ ]l
k
�1 ³ [ ]l

k
�1 îäíàêîâèé, éìîâ³ðí³ñòü óñï³õó àíàë³òèêà íàâ³òü â óìîâàõ

áåçïîìèëêîâî çíàéäåíèõ çíà÷åíü lk ñòàíîâèòü 2 2 74� ��K (äëÿ äàíèõ ç [1]). Äëÿ

ñåðåäíüî¿ äîâæèíè
m �

�
1

2
3 ëàíöþæêà ³çîãåí³é êîæíîãî ñòóïåíÿ lk çàãàëüíà ñå-

ðåäíÿ äîâæèíà ëàíöþæêà ³çîãåí³é ôóíêö³é �A B
e e

K

e
l l l K

, [ , , , ]� �
1 2

1 2 ñòàíîâèòü

3 74 222� � êðîêè. Íåõàé p1 — éìîâ³ðí³ñòü áåçïîìèëêîâîãî âèçíà÷åííÿ ñòóïåíÿ lk
àíàë³òèêîì íà îäíîìó êðîö³ ðàíäîì³çîâàíîãî ïðîòîêîëó CSIDH, òîä³ éìîâ³ðí³ñòü

éîãî óñï³õó ìîæíà îö³íèòè âåëè÷èíîþ 2 74
1
222� p , p1 1� . Íàïðèêëàä, äëÿ p1

3

4
�

éìîâ³ðí³ñòü óñï³õó àíàë³òèêà äîð³âíþº 2 166� , à äëÿ p1 � 0.9 çíà÷åííÿ ö³º¿

éìîâ³ðíîñò³ íàáëèæàºòüñÿ äî 2 108� . Ìîæëèâ³ ð³çí³ ìîäèô³êàö³¿ çàïðîïîíîâàíîãî
ìåòîäó ðàíäîì³çàö³¿ ç³ âñòàâêàìè îäèíî÷íèõ ô³êòèâíèõ åêñïîíåíò ó âèá³ðêîâ³
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ñêëàäîâ³ [ ]lk ôóíêö³¿ �, ùî çìåíøèòü p1 ³ íå äîäàñòü íàäì³ðíîñò³ â îá÷èñëåííÿ.
Íàãàäóºìî, ùî îäíà ïîìèëêà àíàë³òèêà ðóéíóº âñþ éîãî òðóäîì³ñòêó ðîáîòó.

Ïðèêëàä 2. Äëÿ ³ëþñòðàö³¿ ìåòîäó ðàíäîì³çàö³¿ íà îñíîâ³ òàáë. 2–4 íàâåäå-
ìî ïðèêëàä îá÷èñëåííÿ Àë³ñîþ ñåêðåòíîãî êëþ÷à � íà îñíîâ³ ñåêðåòíîãî âåêòî-
ðà� � � �( , , )6 4 7 . Íåõàé ó ïîñë³äîâíîñò³ ³çîãåí³é ñèìâîë � � 0 â³äïîâ³äàº âèïàä-
êîâîìó âèáîðó êðèâî¿ Ed , à ñèìâîë � �1 — âèáîðó E d� �1, . Ó äîñòàòíüî äîâã³é
ïîñë³äîâíîñò³ ö³ ñèìâîëè ââàæàòèìóòüñÿ ð³âíîéìîâ³ðíèìè. Ó öüîìó ïðèêëàä³
äîâæèíà ëàíöþæêà ³çîãåí³é äîð³âíþº 6 4 7 17� � � ç ðîçïîä³ëîì ÷àñòîò

13

17

4

17
,

!
"
#

$
%
&

. Òîä³ ìîæíà çìîäåëþâàòè êîðîòêó ïñåâäîâèïàäêîâó ïîñë³äîâí³ñòü

' � 00100100001000100 äîâæèíîþ 17 ³çîãåííèõ êðèâèõ ïðîòÿãîì îá÷èñëåííÿ
Àë³ñîþ ñåêðåòíîãî êëþ÷à �. ßê ³ â ðîçä. 3, ðîçïî÷íåìî ç³ ñòàðòîâî¿ êðèâî¿ E144
³ âèêîðèñòîâóâàòèìåìî äàí³ òàáë. 2 àáî òàáë. 4 äëÿ ñåð³é ñèìâîë³â 0 ïîñë³äîâ-
íîñò³ ' ³ äàíèìè òàáë. 3 — äëÿ ñåð³é ñèìâîë³â 1. Ó ïåðøîìó âèïàäêó ðÿäêàìè
òàáëèöü ìè ðóõàºìîñÿ âïðàâî, â äðóãîìó — âë³âî. Ê³ëüê³ñòü êðîê³â âèçíà÷àºòüñÿ
äîâæèíîþ ñåð³¿ îäíàêîâèõ ñèìâîë³â â ' (öþ ê³ëüê³ñòü çàïèñàíî ïîðó÷ ç³ çíàêà-
ìè åêñïîíåíò íàä ñòð³ëêàìè ³çîãåííèõ ïåðåõîä³â). Îòæå, íà øëÿõó ' çà
17 êðîê³â Àë³ñà îá÷èñëþº êëþ÷ ó òàêèé ñïîñ³á:

d0 2 1 2 1144

3

405

5

15

7

259

5

433

7

�
 �  �  �  � � �

( ) ( ) ( ) ( ) ( )

4 1 3259

5

433

3

578

5
 �  �  � �

( ) ( ) ( )

578

5

683

7

405

3
2 21 1 1

( ) ( ) ( )
� �  �  � � � �d� � .

Öåé ðåçóëüòàò çá³ãàºòüñÿ ç ðåçóëüòàòîì, îòðèìàíèì ó ðîçä. 3. Ðàíäîì³çàö³ÿ
âèáîðó êðèâèõ, ïî ñóò³, âèïàäêîâèì ÷èíîì äðîáèòü åêñïîíåíòè êëþ÷à � A

³ äîäàº çíà÷íî¿ íåâèçíà÷åíîñò³ â çàâäàííÿ àíàë³òèêà.
Ðîçãëÿíåìî äåÿê³ âëàñòèâîñò³ êðèâèõ Ed ³ E d� �1, , ÿê³ äîö³ëüíî âèêîðèñòàòè

äëÿ âèáîðó âèïàäêîâî¿ òî÷êè îäí³º¿ ç íèõ. Äëÿ êðèâèõ ïîðÿäêó N nE � 8 òî÷îê ìàê-
ñèìàëüíîãî ïîðÿäêó 4n ó 8 ðàç³â á³ëüøå, í³æ òî÷îê íåïàðíîãî ïîðÿäêó n. Äëÿ
îñòàíí³õ, ó ñâîþ ÷åðãó, äóæå ìàëîéìîâ³ðíèì º âèá³ð òî÷êè ïîðÿäêó, ùî ïîä³ëÿº n.

Ð³âíÿííÿ (3) ³ (4) çàïèøåìî ó âèãëÿä³

E y
x

dx
dd : , ( )2

2

2

1

1
1�

�

�
�� , E y

x

dx
dd� � �

�

�
�1

2
2

2

1

1
1, : , ( )� .

Âèëó÷àþ÷è òî÷êè ìàëèõ ïîðÿäê³â ³ îñîáëèâ³ òî÷êè (( ),xy 
 0 ( ),dx 2 1


( )dy2 1
 ), ï³ä ÷àñ âèáîðó âèïàäêîâîãî åëåìåíòà x Fp	 îòðèìóºìî âèïàäêîâó

òî÷êó P x y Fd( , )	 ÷è P x y E d( , ) ,	 � �1 . Ó ïåðøîìó âèïàäêó âèêîíóºòüñÿ ð³âí³ñòü

�(( )( ))dx x2 21 1 1� � � , ó äðóãîìó — ð³âí³ñòü �(( )( ))dx x2 21 1 1� � � � . Çà íàâåäå-

íèìè âèùå ôîðìóëàìè îá÷èñëþþòü y-êîîðäèíàòó âèïàäêîâî¿ òî÷êè P x y( , ). Ïî-
áóäóºìî àëãîðèòì 2 ðàíäîì³çîâàíî¿ ³ìïëåìåíòàö³¿ ïåðøîãî åòàïó àëãîðèòìó
CSIKE.

Randomized algorithm 2: Evaluating the class-group action on quadratic

and twisted SEC.

Input: d EA A	 , �( )d �1 and a list of integers � � � ( , , , )e e eK1 2 � .

Output: dB such that [ , , , ]l l l E E
e e

K

e
A B

K

1 2
1 2

� 
 � , where E x yA B, : 2 2� �

� �1 2 2d x yA B, ,

1. Let S k ek0 0� �{ }| , S k ek1 0� �{ }| , n lkk S0
0

� 	� , n lkk S1
1

� 	� ,
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2. While some ek 
 0 do

3. Sample a random x Fp	 ,

4. Set a� �1 0, � , E x y d x yA A: 2 2 2 21� � � If �(( ) / ( ))x dx2 21 1 1� � � ,

5. Else a� �1, �� � � �1 12 2 2 2, :E x y d x yA A ,

6. Compute y-coordinate of the point P x y EA� 	( , ) ,
7. Compute R p n P� �[( ) / ]1 2 � ,
8. Sample a random l k Sk | 	 �,
9. Compute Q n l Rk� [ / ]� ,
10. If Q 
 ( , )1 0 compute kernel G of lk -isogeny � : E EA B� ,

11. Else start over to line 3,
12. Compute dB of curve EB , d dA B� , e ek k� � � ,
13. Skip k in S � and set n n lk� �� ( / ) If ek � 0 ,

14. Return dA .

Öåé àëãîðèòì ìàº äâ³ âàæëèâ³ â³äì³ííîñò³ â³ä àëãîðèòìó 1.
Ïî-ïåðøå, ìè íå ðîçáèâàºìî îá÷èñëåííÿ ³çîãåí³é íà äâà åòàïè ç êðèâèìè

îäíîãî êëàñó ³ ïîò³ì ³íøîãî (a a� � ), à áóäóºìî âèïàäêîâó ïîñë³äîâí³ñòü { }�
ç ð³âíîéìîâ³ðíèì âèáîðîì êðèâèõ Ed àáî E d� �1, íà êîæíîìó êðîö³. Öåé ôàêò
ðàçîì ç ïðèñêîðåííÿì âäâ³÷³ ïðîöåäóðè âèáîðó êðèâèõ ïîçáàâëÿº àíàë³òèêà ìîæ-
ëèâîñò³ âïîðÿäêîâàíî¿ ïîáóäîâè ï³äìíîæèí S 0 , S1 ñòóïåí³â ³çîãåí³é. Êð³ì òîãî,

äëÿ êîæíî¿ ñêëàäîâî¿ [ ]l
k

ek ôóíêö³¿ � ëàíöþæîê ³çîãåí³é äîâæèíîþ | |ek ðîçáè-

âàºòüñÿ íà ôðàãìåíòè çàãàëüíîãî ëàíöþæêà âèïàäêîâèì ÷èíîì. Öå óñêëàäíþº çà-

âäàííÿ âèì³ðþâàííÿ ÷àñó îá÷èñëåíü â³äïîâ³äíî äî ôóíêö³¿ [ ]l
k

ek .

Ïî-äðóãå, â àëãîðèòì³ 2 (ï. 12) ìè â³äìîâëÿºìîñÿ â³ä îá÷èñëåííÿ ³çîãåííî¿
ôóíêö³¿ �( )R , ùî òàêîæ çíà÷íî ïðèñêîðþº àëãîðèòì. Ê³íöåâîþ ìåòîþ àëãîðèò-
ìó ðîçïîä³ëó ñåêðåò³â CSIDH º çíàõîäæåííÿ çàãàëüíîãî ïàðàìåòðà dAB êðèâî¿
EAB . Äëÿ êîæíîãî êðîêó â ëàíöþæêó ³çîãåí³é E E� � íåîáõ³äíèì º ëèøå ðîçðà-
õóíîê ïàðàìåòðà � �d d Q	( , ) íà îñíîâ³ ïàðàìåòð³â d ³ ÿäðà ( )Q äîìåíó E. Äëÿ
öüîãî ðîçðàõóíêó ïîòð³áí³ ò³ëüêè äâà ñêàëÿðí³ ìíîæåííÿ (SM) âèïàäêîâèõ òî-
÷îê R íåïàðíîãî ïîðÿäêó n� òà ( ) /lk �1 2 ðåêóðåíòí³ ïîäâîºííÿ òî÷îê ç ( )Q .
Îòæå, ïîáóäîâà òà îá÷èñëåííÿ äîñòàòíüî ñêëàäíî¿ ôóíêö³¿ �( )R íå º íåîáõ³ä-
íèì äëÿ ðåàë³çàö³¿ àëãîðèòìó CSIDH (CSIKE). Âîäíî÷àñ ÿê ïîðÿäîê òî÷êè R çà-
âæäè ì³ñòèòü ñï³âìíîæíèê lk , ïîðÿäîê ¿¿ îáðàçó �( )R òàêîãî ìíîæíèêà íå ìàº,
³ òî÷êà �( )R E	 � ìàðíà äëÿ çíàõîäæåííÿ ÿäðà êðèâî¿ �E . ¯¿ âèêîðèñòîâóþòü
ëèøå â ê³íö³ ëàíöþæêà ³çîãåí³é, ÿêùî R Q� , �( ) ( , )Q � 1 0 . Ïðîòå öÿ â³äîìà âëàñ-
òèâ³ñòü íå âèìàãàº ïåðåâ³ðêè. ×àñòèíó îá÷èñëåíü â àëãîðèòì³ 1, ïîòð³áíèõ äëÿ
ðîçðàõóíêó ôóíêö³¿ �( )R , ìîæíà âèïóñòèòè.

Íà ïî÷àòêó àëãîðèòìó 2 ôîðìóþòüñÿ äâ³ ï³äìíîæèíè S �, � � 0 1, , ç íîìåðà-
ìè ñòóïåí³â lk ðàçîì ³ç äâîìà ñï³âìíîæíèêàìè n0 òà n1 ÷èñëà n n n� 0 1. Îñê³ëüêè
ïîðÿäîê êðèâî¿ p n� �1 8 , òî â ï. 7 àëãîðèòìó äëÿ êðèâî¿ Ed îá÷èñëþþòü òî÷êó
R n P� 4 1 íåïàðíîãî ïîðÿäêó n0 , à äëÿ êðèâî¿ E d� �1, — òî÷êó íåïàðíîãî ïîðÿäêó
n1. Òàê ñàìî ÿê ³ â àëãîðèòì³ 1, öå ì³í³ì³çóº âèòðàòè íà îá÷èñëåííÿ íàñòóïíîãî
ñêàëÿðíîãî äîáóòêó, ùî âèçíà÷àº òî÷êó Q ÿäðà ³çîãåí³¿ ñòóïåíÿ lk (ï. 9). Äàë³
â ï. 10 àëãîðèòìó ìåòîäîì ïîäâîºííÿ òî÷îê ðîçðàõîâóþòü ( ) /lk �1 2 êîîðäèíàò
òî÷îê ÿäðà G.

Çà ðåçóëüòàòàìè ³ìïëåìåíòàö³¿ ìîäåë³ Åäâàðäñ-CSIDH [2] ó ïðîºêòèâíèõ êî-
îðäèíàòàõ ( : )W Z ñòâåðäæóþòü, ùî âîíà øâèäøà çà ìîäåëü Ìîíòãîìåð³-CSIDH
ó êîîðäèíàòàõ ( : )X Z íà 20 %. Çàóâàæèìî, ùî öÿ ìîäåëü ó [2] ïîáóäîâàíà íà
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ïîâíèõ êðèâèõ Åäâàðäñà ïîðÿäêó N p nE � � �1 4 . Íà îñíîâ³ òåîðåì 1 ³ 2 [6]
ó ö³é ñòàòò³ ïîêàçàíî, ÿê ðåàë³çóâàòè òàêó ìîäåëü íà êâàäðàòè÷íèõ ³ ñêðó÷åíèõ
ÑÊÅ ïîðÿäêó N p nE � � �1 8 , ùî óòâîðþþòü ïàðè êâàäðàòè÷íîãî êðó÷åííÿ. Ãî-
ëîâíà ïåðåâàãà öèõ êëàñ³â êðèâèõ Åäâàðäñà íàä ïîâíèìè ïîëÿãàº ó ïîäâîºíí³
ê³ëüêîñò³ êðèâèõ â àëãîðèòì³ ç â³äïîâ³äíèì ï³äâèùåííÿì áåçïåêè. Äî òîãî æ íå-

ïîòð³áíîþ º òðóäîì³ñòêà ³íâåðñ³ÿ ïàðàìåòðà d d� �1, ÿêó ñë³ä âèêîíóâàòè ó ðàç³
ïåðåõîäó äî ïîâíî¿ êðèâî¿ êâàäðàòè÷íîãî êðó÷åííÿ. Öå òàêîæ ïðèñêîðþº âèêî-
íàííÿ àëãîðèòìó.

ÂÈÑÍÎÂÊÈ

Çàïðîïîíîâàíèé ó ö³é ðîáîò³ îðèã³íàëüíèé àëãîðèòì CSIKE ÿê ìîäèô³êàö³þ
CSIDH ìîæíà ââàæàòè ïåðåâàæíèì ó çàäà÷³ ðîçïîä³ëó êëþ÷³â, îñê³ëüêè â³í âèêî-
ðèñòîâóº îäèí â³äêðèòèé êëþ÷ çàì³ñòü äâîõ. Àëãîðèòì ìîæå áóòè ö³êàâèì ó ïåð-
ñïåêòèâ³ äëÿ çàäà÷ ñòàíäàðòèçàö³¿ àëãîðèòì³â PQC [15]. Îá÷èñëåííÿ ³çîãåí³é íå-
ïàðíèõ ñòóïåí³â íà ÑÊÅ â êîîðäèíàòàõ ( : )W Z [2] äàº çìîãó ðåàë³çóâàòè íàéá³ëüø
øâèäê³ íà ñüîãîäí³ îá÷èñëåííÿ äëÿ ïîáóäîâè ïðîòîêîë³â CSIKE, CSIDH òà
ïîä³áíèõ. Ó ö³é ñòàòò³ îá´ðóíòîâàíî âèá³ð êâàäðàòè÷íèõ ³ ñêðó÷åíèõ ÑÊÅ çàì³ñòü
ïîâíèõ ÑÊÅ [2], ùî âäâ³÷³ ðîçøèðþº ïðîñò³ð åë³ïòè÷íèõ êðèâèõ àëãîðèòìó. Íàâå-
äåíî ïðèêëàäè ³ìïëåìåíòàö³¿ ïðîñòî¿ ìîäåë³ àëãîðèòìó CSIKE. Çàïðîïîíîâàíî
ðàíäîì³çàö³þ àëãîðèòìó CSIKE ç âèïàäêîâèì âèáîðîì îäí³º¿ ç êðèâèõ ïàðè êâàä-
ðàòè÷íîãî êðó÷åííÿ íà êîæíîìó êðîö³ ëàíöþæêà ³çîãåí³é. Âîäíî÷àñ ³ç ïðèñêîðåí-
íÿì óäâ³÷³ ïðîöåäóðè âèáîðó ìåòîä ðàíäîì³çàö³¿ àëãîðèòìó äàº çìîãó ïðîòèñòîÿòè
àòàêàì ïîá³÷íîãî êàíàëó. Îá´ðóíòîâàíî ìîæëèâ³ñòü â³äìîâè â³ä îá÷èñëåííÿ ³çî-
ãåííî¿ ôóíêö³¿ �( )R âèïàäêîâî¿ òî÷êè R , ùî ñóòòºâî ïðèñêîðþº âèêîíàííÿ àëãî-
ðèòìó. Íàéá³ëüø³ îá÷èñëþâàëüí³ âèòðàòè â àëãîðèòì³ CSIKE ïîâ’ÿçàí³ ç³ ñêàëÿð-
íèìè ìíîæåííÿìè SM âèïàäêîâèõ òî÷îê, à òàêîæ ç âèçíà÷åííÿì êîîðäèíàò òî÷îê
ÿäðà ³çîãåí³é. Ó ïîäàëüøèõ äîñë³äæåííÿõ çàïëàíîâàíî îòðèìàòè åêñïåðèìåíòàëüí³
îö³íêè õàðàêòåðèñòèê ³ìïëåìåíòàö³¿ ðàíäîì³çîâàíîãî àëãîðèòìó CSIKE.

ÑÏÈÑÎÊ Ë²ÒÅÐÀÒÓÐÈ

1. Castryck W., Lange T., Martindale C., Panny L., Renes J. CSIDH: An efficient post-quantum
commutative group action. In: Advances in Cryptology — ASIACRYPT 2018. Peyrin T.,
Galbraith S. (Eds.). Lecture Notes in Computer Science. Cham: Springer, 2018. Vol. 11274.
P. 395–427. https://doi.org/10.1007/978-3-030-03332-3_15.

2. Kim S., Yoon K., Park Y.-H., Hong S. Optimized method for computing odd-degree isogenies
on Edwards curves. In: Security and Communication Networks, 2019.

3. Farashahi R.R., Hosseini S.G. Differential addition on twisted Edwards curves. In: Information
Security and Privacy. ACISP 2017. Pieprzyk J., Suriadi S. (Eds.). Lecture Notes in Computer

Science. Cham: Springer, 2017. Vol. 10343. P. 366–378. https://doi.org/10.1007/
978-3-319-59870-3_21.

4. Kim S., Yoon K., Kwon J., Hong S., Park Y.-H. Efficient isogeny computations on twisted
Edwards curves. Security and Communication Networks. 2018. Vol. 2018. Article ID 5747642.
https://doi.org/10.1155/2018/5747642.

5. Moody D., Shumow D. Analogues of V�lu’s formulas for isogenies on alternate models of
elliptic curves. Mathematics of Computation. 2016. Vol. 85, N 300. P. 1929–1951.

6. Bessalov A., Sokolov V., Skladannyi P., Zhyltsov O. Computing of odd degree isogenies on
supersingular twisted Edwards curves. CEUR Workshop Proceedings. 2021. Vol. 2923. P. 1–11.

7. Moriya T., Onuki H., Takagi T. How to construct CSIDH on Edwards curves. In: Topics in
Cryptology — CT-RSA 2020. Jarecki S. (Ed.). Lecture Notes in Computer Science. Cham:
Springer, 2020. Vol. 12006. P. 512–537. https://doi.org/10.1007/978-3-030-40186-3_22.

ISSN 1019-5262. Ê³áåðíåòèêà òà ñèñòåìíèé àíàë³ç, 2023, òîì 59, ¹ 6 17



8. Bessalov A.V. On correctness of implementation conditions CSIDH algorithm on Edwards
curves. Ðàäèîòåõíèêà. 2022. Âûï. 208. Ñ. 16–27.

9. Bernstein D.J., Lange T. Faster addition and doubling on elliptic curves. In: Advances in Cryptology
— ASIACRYPT 2007. Kurosawa K. (Eds.). Lecture Notes in Computer Science. Berlin; Heidelberg:
Springer, 2007. Vol. 4833. P. 29–50. https://doi.org/10.1007/978-3-540-76900-2_3.

10. Bernstein D.J., Birkner P., Joye M., Lange T., Peters C. Twisted Edwards curves. In: Progress
in Cryptology — AFRICACRYPT 2008. Vaudenay S. (Eds.). Lecture Notes in Computer

Science. Berlin; Heidelberg: Springer, 2008. Vol. 5023. P. 389–405. https://doi.org/10.1007/
978-3-540-68164-9_26.

11. Áåññàëîâ À.Â. Ýëëèïòè÷åñêèå êðèâûå â ôîðìå Ýäâàðäñà è êðèïòîãðàôèÿ. Êèåâ: Ïîëè-
òåõíèêà, 2017. 272 ñ.

12. Bessalov A.V., Tsygankova O.V. Number of curves in the generalized Edwards form with
minimal even cofactor of the curve order. Problems of Information Transmission. 2017.
Vol. 53, N 1. P. 92–101. https://doi.org/10.1134/S0032946017010082.

13. Bessalov A.V., Kovalchuk L.V. Supersingular twisted Edwards curves over prime fields. I.
Supersingular twisted Edwards curves with j-invariants equal to zero and 123. Cybernetics and

Systems Analysis. 2019. Vol. 55, No. 3. P. 347–353. https://doi.org/10.1007/s10559-019-00140-9.

14. Bessalov A.V., Kovalchuk L.V. Supersingular twisted Edwards curves over prime fields. II.
Supersingular twisted Edwards curves with the j-invariant equal to 663. Cybernetics and Systems

Analysis. 2019. Vol. 55, N 5. P. 731–741. https://doi.org/10.1007/s10559-019-00183-y.

15. Azarderakhsh R., Campagna M., Costello C., Feo L.D., Hess B., Jalali A., Jao D., Koziel B.,
LaMacchia B., Longa P., Naehrig M., Renes J., Soukharev V., and Urbanik D. Supersingular
isogeny key encapsulation — Submission to the NIST’s post-quantum cryptography
standardization process. 2017. URL: https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum
-Cryptography/documents/round-1/submissions/SIKE.zip.

16. Washington L.C. Elliptic curves. Number theory and cryptography. 2nd ed. CRC Press, 2008.
513 p.

17. Onuki, H., Aikawa, Y., Yamazaki, T., Takagi, T. (2019). (Short paper) A faster constant-time
algorithm of CSIDH keeping two points. In: Attrapadung, N., Yagi, T. (eds) Advances in
Information and Computer Security. IWSEC 2019. Lecture Notes in Computer Science,
vol 11689. P. 23–33. Springer, Cham. https://doi.org/10.1007/978-3-030-26834-3_2.

18. Jalali A., Azarderakhsh R., Kermani M.M., Jao D. Towards optimized and constant-time
CSIDH on embedded devices. IACR Cryptology ePrint Archive 2019/297. URL:
https://eprint.iacr.org/2019/297. (to apper at COSADE 2019).

A.V. Bessalov, S.V. Abramov
PQC CSIKE ALGORITHM IN NON-CYCLIC EDWARDS CURVES

Abstract. The original post-quantum cryptography algorithm CSIKE is proposed as
a modification of CSIDH but with one public key instead of two. The conditions for its
implementation on two classes of non-cyclic Edwards curves are substantiated. The properties of
quadratic and twisted supersingular Edwards curves that form pairs of quadratic twist of order
p � �1 0 8mod over a prime field Fp are considered. A modification of the CSIDH algorithm
and the CSIKE algorithm are presented, which are generated on the isogenies of these curves
instead of the traditional arithmetic of curves in the Montgomery form. For isogenies of degrees
3, 5, and 7, the parameters of isogenic chains of non-cyclic supersingular Edwards curves are
calculated and tabulated for p � 839. The implementation of the key encapsulation scheme with
its encryption by Alice with Bob’s public key is considered. A new randomized CSIKE
algorithm with random equiprobable selection of a curve from two classes at each step of the
isogeny chain is proposed. An estimate of the probability of a successful side-channel attack in
a randomized algorithm is given. It is proposed to abandon the calculation of the isogenic
function �( )R of a random point R, which significantly speeds up the algorithm.

Keywords: curve in generalized Edwards form, complete Edwards curve, twisted Edwards
curve, quadratic Edwards curve, curve order, point order, isomorphism, isogeny, w-coordinates,
quadratic residue, quadratic nonresidue.
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