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KIBEPHETHKA CYBERNETICS
VK 004.8

T'106abHI TPeHAN MITYYHOrO iHTEJEKTY: BUKJIMKH, MOKJINBOCTI, nepcniekTuBu / M.3. 3rypoBcbkuii //
KiGepuetuka ta cucremunii amamis. 2025. Tom 61, Ne 4. C. 9-31.

Anoraunis. ®ernomen cTpiMkoi Tpanchopmarii cBiTy miJ BILIMBOM IuTy4HOro intenekry (III) 3ymosie-
HHUH HOro 3JaTHICTIO NMPUCKOPIOBATH IHHOBAIi, 3MIHIOBATH CKOHOMIYHI MPOIIECH, BIUIMBATH Ha CIIOCOOU
B3aEMOJIT JIFO/IeHd 13 TEXHOJIOTISIMU Ta BiIKPUBATH HOBI IIEPCIIEKTUBH /ISl PO3BUTKY JitozicTBa. OCTaHHI pOKHU Xa-
PaKTepU3yrOTHCs Oe3npeneaeHTHIM TemrioM BrpoBapkeHHst LT y kirrouoBi cdepr XKUTTs, [0 CyTTEBO 3MIHIOE
PHHOK Ipali, HayKOBi JOCII/DKCHHS, COLi- albHI KOMYyHiKalii, I1o0ansHy Oe3meky Ta ekoHoMiky. IIpore mi
3MIHM [OTPeOYIOTH YCBIZOMIICHOTO IAXOAY [0 PEryIIOBAaHHS, BH3HAYCHHS CTHYHMX MEX Ta agamrarfii
CYCIIJILCTBA JI0 HOBMX TEXHOJOTIYHUX peaniil. BaxumBo, mo6 I 3anumaBcs iHCTpyMEHTOM Iporpecy, 1o
CIpHsiE CTAIOMy PO3BHTKY, @ HE CTBOPIOBAB 3arpo3y Ui CTaOLIBHOCTI Ta 10OpoOyTy IIOACTBA.

KurouoBi croBa: mryuni HelfpoHHI Mepexi, AaTa-neHTpH, rpadiuni npouecopu (GPU), Tenzopui npouecopu
(TPU), wneiiponni npouecopu (NPU), Benuki gani (Big Data), MamuHHe HaB4YaHHs, 0OpOOJIECHHS NPHPOIHOL
moBu (NLP), cuenapii po3surky LI

Global Trends in artificial intelligence: Challenges, opportunities, and prospects / M.Z. Zgurovsky //
Kibernetyka ta Systemnyi Analiz. 2025. Vol. 61, N 4. P. 9-31.

Abstract. The phenomenon of the rapid transformation of the world under the influence of artificial
intelligence (Al) is driven by its ability to accelerate innovation, reshape economic processes, influence the
ways people interact with technology, and open new perspectives for human development. In recent years, Al
has been integrated into key areas of life at an unprecedented pace, significantly transforming the labor market,
scientific research, social communications, global security, and the economy. However, these changes require
a conscious approach to regulation, the establishment of ethical boundaries, and the adaptation of society to
new technological realities. It is crucial to ensure that Al remains a tool for progress, fostering sustainable
development rather than posing a threat to stability and human well-being.

Keywords: artificial neural networks, data centers, graphics processing units (GPU), tensor processing units
(TPU), neural processing units (NPU), big data, machine learning, natural language processing (NLP), Al
development scenarios.

CACTEMHHI AHAJI3 SYSTEMS ANALYSIS
YIK 519.64:517.443:519.254

EnemenTn 3araiabnoi Teopii ontumanbuux aaroput™is / B.K. 3agipaka, 1.B. IlIBiguenxo // KiGepuernka
Ta cuctemHuii anams. 2025. Tom 61, Ne 4. C. 32-45.

Anorauis. HaBeneHo 3aranbHy cXemy OLIHKU IOBHOT IOXHOKH OOYHCITIOBAIBHOTO anroputMy. [1oOymo-
BAHO ONTHUMAIIbHI AITOPUTMH 32 YMOB HaifO1IbII TOBHOTO BUKOPHCTAHH HasiBHOI iH(MopMarii mpo 3agady. Po3-
ITSIHYTO PE3EPBH ONTHMI3aLii 00YHCIICHb.

KiouoBi ciioBa: 00UHCITIOBAJIBHUN ANTOPUTM, HAONMKEHUH PO3B’SA30K, MOXHUOKA HAOIMIKEHOTO PO3B’SI3KY,
ONTHMI3allisl aJrOPUTMIB, PE3EPBU ONTHUMI3alii 0OYUCICHb, KOMII IOTEPHI TEXHOJOTII.

Elements of the general theory of optimal algorithms / V.K. Zadiraka, L.V. Shvidchenko // Kibernetyka ta
Systemnyi Analiz. 2025. Vol. 61, N 4. P. 32-45.

Abstract. A general scheme for estimating the total error of a computational algorithm is presented.
Optimal algorithms are constructed under the conditions of the most complete use of available information
about the problem. Reserves for optimization of calculations are considered.

Keywords: computational algorithm, approximate solution, error of approximate solution, optimization of
algorithms, reserves of calculations optimization, computer technologies.

VK 621.391:519.2:519.7

3acTocyBaHHSl 3arajibHoOi Teopii ONTHMAJbHUX aJropuTmiB y kpunrorpadii, creranorpadii Ta
osokueiin-rexnostorii / A.M. Kynin, L.A. Kyain, B.3. Uixnanse // Kibepuerrka ta cucteMHuii anamis. 2025.
Tom 61, Ne 4. C. 46-57.

AHoTanis. AHaJi3 Ta CHHTE3 OXHOCTOPOHHIX (QYHKIIIl Ta OJHOCTOPOHHIX (YHKIIH 3 J1a3iB- KOO € OCHO-
BOIO JUISl OLIHIOBAHHS CTiMKOCTI Ta MOOYZOBH KpHITOrpadiuHUX MEPETBOPEHB, CTEraHorpadiuHuX CHCTEM Ta
IIPOTOKOJIIB KOHCEHCYCY OyIoKueiHiB. PosrstHyTo iH(pOpMariiHo- 004nCIIOBaIBHII MiIXix 10 MOOY10BH Ta-
KuX (YHKLIH Ha OCHOBI 3arajbHOi Teopil ONTHMAIBHHUX AITOPUTIB Ta TXHE 3aCTOCYBaHHS B Kpurrorpadii, cre-
raHorpadii, aHami3i Ta CHHTE31 NMPOTOKOJNIB KOHCEHCYCY OJIOKUCHHIB.

Kuro4dosi ci1oBa: 3arajbHa Teopis ONTUMAIbHUX AJITOPUTMIB, OJJHOCTOPOHHI (DYHKIIIT, 0THOCTOPOHHI (QYHKIT 3
J1a3iBKOIO, OLIHKM CTifIKOCTI KPHITOCHCTEM, CTeraHorpadis, OIOKJeiH.
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Application of the general theory of optimal algorithms in cryptography, steganography, and blockchain
technology / A.M. Kudin, I.A. Kudin, V.Z. Chikhladze // Kibernetyka ta Systemnyi Analiz. 2025. Vol. 61,
N 4. P. 46-57.

Abstract. Analysis and synthesis of one-way and trapdoor functions are the basis for security estimates
and the construction of cryptographic transformations, steganographic systems, and blockchain consensus
protocols. The paper considers the information-computational approach to creating such functions based on the
general theory of optimal algorithms and their applications in cryptography, steganography, and the analysis
and synthesis of blockchain consensus protocols.

Keywords: a general theory of optimal algorithms, one-way function, trapdoor function, cryptosystem’s
security estimates, steganography, blockchain.

YIK 519.65

Yeoumoncoke HadumkeHHs (GyHKHid 0araTtbox 3MiHHHUX HeJiHiliHOIO (yHKUi€I0 BiA panioHaIbHOrO
Bupasy / II.C. ManauiBcewknii, JI.C. Meabanuok // KiGepHernka Ta cucreMuuit anamiz. 2025. Tom 61, Ne 4.
C. 58-69.

AHoTanisi. 3ampornoHOBaHO MeTOoJ MO0YI0BH YEOUIIOBCHKOrO HAOMMKEHHS (YHKILIH 0araTb0X 3MiHHUX
EKCIIOHEHTOI0, JJorapu(mMoM i (piKCOBaHUM JIHCHUM CTEIICHEM BiJ| pallioHaJIbHOTO BHpa3y. BiH nossrae B nody-
JIOBi TIPOMIXKHOTO YEOUILIOBCHKOTO HAONIIKEHHSI PalliOHaIbHUM BHPA30M BiIOBITHOrO (yHKIIOHAIBHOTO Mepe-
TBOpeHHs HabmwKyBaHoi dyHkuil. HabmmkeHHs pariioHaIbHIM BUPa30M OOYMCIICHO SIK IPAHUYHE CEPEeIHbOCTE-
TICHEBE HAOJIMKEHHS 32 iTepalliifHOI0 CXEMOKO 3 BHKOPHCTAHHAM METOJIy HaiiMEHIINX KBaJpaTiB 3 BOMA 3MiHHH-
Mmu BaroBuMH (yHKiisMu. HaBeneHo TecTOBI MpUKIaay, SIKi MIATBEPMXKYIOTh IIBHUAKY 30DKHICTH METOLY.

Kurodosi ciaoBa: ueOumoBchke HaOmmkeHHs, (yHKIii 0OaraThboX 3MIHHUX, palliOHAIBHHI BHpas3,
Cepe/IHbOCTENIEHEBE HAOJIMKEHHS, HAOJIMIKEHHs HENIHIMHUMU BUpa3aMH, METOJ HaMMEHIIMX KBaJpaTiB.

Chebyshev approximation of multivariable functions by a nonlinear function of a rational expression /
P.S. Malachivskyy, L.S. Melnychok // Kibernetyka ta Systemnyi Analiz. 2025. Vol. 61, N 4. P. 58-69.

Abstract. A method for constructing Chebyshev approximations of multivariable functions using an
expression that is an exponent, a logarithm, or a fixed real power from a rational expression is proposed. It
involves constructing an intermediate Chebyshev approximation by a rational expression of the corresponding
functional transformation of the approximated function. The approximation by a rational expression is
calculated as a limiting mean-power approximation by an iterative scheme using the least squares method with
two variable weight functions. Test examples are provided that confirm the fast convergence of the method.

Keywords: Chebyshev approximation, multivariable function, rational expression, approximation by nonlinear
expressions, mean-power approximation, least squares method.

VK 519.6

Ha6auxkene o0uMc/IeHHs1 NOABIHMX iHTerpajiB Bil IIBHIKOOCUMIIOBAJbHUX (YHKUiH 3arajbHOro
BUIISAAY 3 BHUKOPHCTAHHSIM ONTHMAJILHOI 32 MOPSAJKOM TOYHOCTI KyOaTypHoi ¢opmyim Ha KJjaci
nudepenuiiioBanx ¢ynkuiii / O.I1. HeuyiiBitep // KiGepuernka Ta cuctemuuii anamis. 2025. Tom 61, Ne 4.
C. 70-76.

AmnoTanisi. PosrisiHyTo 3a5ady HaONIKEHOTO OOYMCIICHHS IOJBIHHMX IHTErpaiiB Bij MIBHIKOOCIIIIIO-
BabHUX (DYHKIIIH 3aralbHOTO BUTIISLY (ipperynsipHuii Bunaaok). [loOynoBaHo KybatypHy (GopMyiy, sika BUKO-
pucroBye iHpopmaniiiHi oneparopu O.M. JIuTBHHA Ta KyCKOBO-JiHIHMHI CIUIAiHM K JOTMOMDKHI (yHKIIT.
Iudopmaris mpo ¢yHKii 3a1a€ThCsT BiAMOBIIHUMH 3HAYCHHAMH Ha JiHisAX. J[0BEIECHO, 110 3apOIIOHOBaHA Ky-
OatypHa (opMyna € ONTHMAIbHOI 3a MOPSAKOM TOYHOCTI Ha Kiaci MU(PEHIIHOBHHMX (YHKIIH.

Ki1104o0Bi cji0Ba: onTUManbHe YMCEIbHE iHTErPYBaHHS, IIBUIKOOCLMIIIOBAIbHI (QYHKLIT 3arajJbHOTO BUIISLY,
iHopMariitHi omepaTopH, ONTHMalbHA 3a MOPSAKOM TOYHOCTI KBaJpaTypHa dopmyna, mudepeHuiiioBHi
(yHKUIT ABOX 3MIHHHX.

Approximate calculation of double integrals of highly oscillating functions of general type using the
cubature formula of optimal order of accuracy on a class of differentiable functions / O.P. Nechuiviter //
Kibernetyka ta Systemnyi Analiz. 2025. Vol. 61, N 4. P. 70-76.

Abstract. The problem of approximating double integrals of highly oscillating functions of general type
(irregular case) is considered. A cubature formula is constructed that uses O.M. Lytvyn’s information operators
and piecewise linear splines as auxiliary functions. Information about the functions is provided by the
corresponding values on the lines. It is proved that the proposed cubature formula is optimal in order of
accuracy on the class of differentiable functions.

Keywords: optimal numerical integration, highly oscillating functions of general type, O.M. Lytvyn’s
information operators, cubature formula optimal in order of accuracy, differential functions of two variables.
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VK 519.6:517.524

Po3p’si3yBanHs MATpHYHHX NHoJiHoMiaabHux piBHAHb / M.O. HemamxoBcbkmii // Kibeprernka Tta
cucremuuii anamis. 2025. Tom 61, Ne 4. C. 77-93.

AHoTanis. MaTpuuHi piBHSHHS Ta CUCTEGMH MaTPHYHMX PIBHSHB IIMPOKO BHKOPHCTOBYIOTH y 3aJadax
ONTHMI3allii CHCTEM YIpaBIIiHHSA, B MATEMAaTHYHIH eKoHOMili. OfHaK MeToau IXHIX po3B’sA3yBaHb C(HOPMOBaAHI
JIMIIe JUTS HaWOLIbIN MONMIMPEHNX MATPHYHUX PIBHSHb — pIBHSHBb PikkaTi Ta JlsmyHoBa, a yHiBepcaabHOIO
IiIXOY 1O PO3B’s3aHHS 3aa4 TAKOTO KIAcy HE iCHye. Y Wit poOOTi PO3IIIIHYTO METOIM PO3B’ I3aHHSI MATPHI-
HHUX MOJIIHOMIiadbHHUX DIBHSHB JOBLIBHOTO MOPAAKY 3 MAaTPUYHHMH Ta BEKTOPHUMH HeBimoMuMH. OmnmcaHo
MiAXIJ 10 00YUCICHHST KOPTEXKIB PO3B’A3KIB MOTIHOMIaJIbHUX MATPUYHHUX PIBHSHb, SIKMHA 0a3yeThCcst HA Teopii
TUUBICTHX JAHIIOTOBUX APOOiB. 3a3HAYMMO, 10 WAETHCS HE JIUIIE MPO YHCEINbHI, a if IPO CHMBOJIBHI METOAU
po3B’s3anHs. [logaHo 00UMCITIOBANIBHY CXEMY JUISl CHCTEM HOJIHOMIadbHUX MAaTPHYHHUX PIiBHAHB JAPYroro cre-
neHst 3 OararbMa HeBigjoMumu. HaBeneHO pO3BHHEHHS PO3B’S3Ky y HEIEPEPBHUM JIAHIFOTOBHH MaTpHIHHN
1pi6. ChopMyIbOBaHO NOCTAaTHI O3HAKH 30DKHOCTI MATPUYHMX TULIACTHX JIAHIIOTOBHX JIPOOIB 10 PO3B’SI3KiB
Ta KpUTepii 3aKiHYCHHSI OOYKMCIICHb B iTEpallifiHUX Onepalisx. Pe3ynbraTi yicelbHUX eKCIIEPUMEHTIB MiATBEp-
JUKYIOTh CIIPaBEIJIMBICTh TEOPETHMYHUX BUKIIAJOK Ta €(EKTUBHICTH 3alPOINOHOBAHMX METOIB.

KoiouoBi ciioBa: MaTpuyHi MONIHOMIaNbHI PIBHSHHS, TULIACTI JIAHIFOTOBI IPOOU 3 MaTPHYHUMH €IeMEHTaMH,
30DKHICTH IO PO3B’SI3KY.

Solving matrix polynomial equations / M. Nedashkovskyy // Kibernetyka ta Systemnyi Analiz. 2025.
Vol. 61, N 4. P. 77-93.

Abstract. Matrix equations and systems of matrix equations are widely used in problems of optimization
of control systems, in mathematical economics. However, methods for solving them are developed only for the
most popular matrix equations — the Riccati and Lyapunov equations, and there is no universal approach to
solving problems of this class. This paper discusses methods for solving matrix polynomial equations of
arbitrary order with matrix and vector unknowns. An approach to calculating tuples of solutions of polynomial
matrix equations, which is based on the theory of branched chain fractions, is given. It should be noted that we
are talking not only about numerical but also symbolic methods of solution. The paper also presents a
computational scheme for systems of second-degree polynomial matrix equations with many unknowns. The
solution is developed into a continued matrix fraction. Sufficient signs of convergence of branched continued
matrix fractions to the solutions and the criteria for completing calculations in iterative procedures are
formulated. The results of numerical experiments are presented, confirming the validity of the theoretical
calculations and the effectiveness of the proposed methods.

Keywords: matrix polynomial equations, branched continued fractions with matrix elements, convergence to
solution.

VJIK 519.85

HaykoBa cnapmuna akaaemika H.3. Illopa / IL.I. Cremtok // KibepHernka Ta cucremHuii anamiz. 2025.
Tom 61, Ne 4. C. 94-103.

Amnotanis. HaBeneno orysit HaykoBoi criajguunu akajgemika H.3. Illopa. Po3risiHyTo #oro ocHOBHI Ha-
YKOBI i1ei: MeTo/ mocitiioBHOro anaiisy BapianTis (1961 p.), cyorpanientauii metoxn (1962 p.), BuUKOpHUCTaHHS
JHIIHIX HEOPTOTOHATEHHX IEPETBOPEHB IIPOCTOPY IS HOKPAIICHH 00yMOBIICHOCTI spyKHUX (yHKmii (1969
P.), IBOICTHII MiAXi/ 10 OTPUMAHHS Ta YTOYHEHHS OI[IHOK LIbOBOT QYHKIIT y HEOMYKINX KBAJPaTHYHUX MOJIE-
nsx (1985 p.). HaBeneHo npukiaam BTUICHHS LMX i€H y METOJax Ta ajlropuTMax, po3poOieHux B [HCTHTYTI
kibepHetrku iM. B.M. I'mymkoBa HAH Vkpainu.

KuarouoBi ciioBa: Hernanka (HequdepeHuiiioBHa) GpyHkiis, cyOrpalieHTHHI METOJ, OIIEPaTOp PO3TATY IPOCTO-
Py, METOJ EINCOiMiB, -alIrOpUTM, KBaJpaTHYHA GKCTpeMaibHa 3ajadva.

The scientific heritage of academician Shor / P.I. Stetsyuk // Kibernetyka ta Systemnyi Analiz. 2025.
Vol. 61, N 4. P. 94-103.

Abstract. An overview of the scientific heritage of Academician N.Z. Shor is provided. His fundamental
scientific ideas are considered, including the method of sequential analysis of variants (1961), subgradient
method (1962), the use of linear non-orthogonal space transformations for improving the properties of ravine
functions (1969), and a dual approach for obtaining and refining objective function estimates in non-convex
quadratic models (1985). Examples of implementing these ideas in the methods and algorithms developed at the
V.M. Glushkov Institute of Cybernetics of the NAS of Ukraine are presented.

Keywords: non-smooth (non-differentiable) function, subgradient method, space dilation operator, ellipsoid
method, r-algorithm, extremal quadratic problem.
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VK 517.988

Metoa omepaTopHoi ekcTpamoJsuii s BapianmiliHUX HepiBHocTeii Ta Jioro 3acrocyBaHHs /
B.B. CemenoB // KibepHernka Ta cucremHumii anamiz. 2025. Tom 61, Ne 4. C. 104-117.

Anoranis. JlocnijpkeHo HOBI iTepamiifHi aJropuT™MH JUIs PO3B’sA3aHHS MOHOTOHHMX BapiallitHUX
HepiBHOcTel y ['inp06epToBOMy HpoCTOpi. 3aIpPOIIOHOBAHO BapiaHT aIrOPHTMY ONEPATOPHOI eKCTpamoIsimii 31
3MIHHOIO MeTpHKO0. J[oBegeHO TeopeMu mpo ciabKy Ta CHIIBHY 30DKHICTH IUIS BapiallifHHX HepiBHOCTed
3 JlinmmneBMMH Ta MOHOTOHHUMHE OIlepaTopaMu. PO3IIISHYTO JCKilbKa 3aCTOCYBAaHb AITOPHTMY OIEPATOPHOI
eKCTpanoyAlii Ui 3a7a4 CiluIOBOTO THITY.

KurouoBi cioBa: Bapiamiiina HepiBHICTb, Ci/IOBa 3a/ja4a, piBHOBara Hera, onepaTopHe piBHSHHS, METOJ OIle-
paTopHOI eKCTparosllii, MeTo]] 3MIHHOI METPHKH, 301KHICTb.

The operator extrapolation method for variational inequalities and its application / V.V. Semenov //
Kibernetyka ta Systemnyi Analiz. 2025. Vol. 61, N 4. P. 104-117.

Abstract. The study focuses on new iterative algorithms for solving monotone variational inequalities in
Hilbert space. A variant of the operator extrapolation algorithm with a variable metric is proposed. Theorems on
weak and strong convergence for variational inequalities with Lipschitz continuous and monotone operators are
proved. Several applications of the operator extrapolation algorithm for saddle-type problems are considered.

Keywords: variational inequality, saddle point problem, Nash equilibrium, operator equation, operator
extrapolation method, variable metric method, convergence.

VK 621.396

MeTtoau, aJropuTMH Ta 3ac00U AMCTAHIIIHOIO TPHBAJIOr0 MOHITOPHHIY CTaHy Oe3leKH JIofeii Ta
00’ekTiB ixHboi BiacHocti / B.M. IlleBuyk // KiGepueruka ta cuctemuuil anamiz. 2025. Tom 61, Ne 4.
C. 118-133.

AHoTanis. 3anpoIOHOBAaHO METOJOJIOTIYHI Ta aJrOPUTMIYHI OCHOBH (PyHKIIOHYBAaHHS TepMiHalb- HUX,
JIOKAJIBHO-PETIOHATIBHUX Ta MI00ATBHIX OE3MPOBIAHIX MEPEXK TPHBAIOr0 MOHITOPHHIY CTaHY O€3IIEKH BEIUKOT
KIJIBKOCTI JItoJie Ta 00’€KTiB 1XHBOI BJIACHOCTI. 3 ypaxyBaHHSM POOOTH MOPTATHBHHUX OO0 €KTHUX CHCTEM
MOHITOPHHIOBOI Mepeki 3 OararbMa OOMEKCHHSIMH 3allpONOHOBAHO OIEPaTHBHE OOPOOJICHHS 1 KOAYBaHHS
BHOIPOK MOHITOPUHIOBHX CUTHAIIB i KaJpiB Bificogannx. KoayBaHHs BBEJICHUX MOHITOPHHIOBUX JIaHUX BiJ{ J1a-
BayiB, CCHCOPIB 1 BiICOMO/IYJIiB 3/IiiiC- HIOETHCSI HA OCHOBI CHI'HAJILHOT'O MiZAXOY. 3TiIHO 3 IIMM ITiX00M IpO-
LECOPHUMH 3ac00aMi 00’ €KTHUX CHCTEM Yy Ipoleci (GinpTparmii Ta CTHCKYy MOHITOPUHIOBHUX CHTHAIIB i 300pa-
JKEHb 3a0€3Me4y€eThCsl TOYHE KOAYyBaHHsI, I€KOyBaHHS Ta BIHOBJICHHS MapaMeTpiB HalHOLIbII iHPOPMATUBHUX
BiJUTIKIB CUTHAJIIB Ta IIKCEJIIB BiICOCUTHAIIIB, JIO SKUX HAJIEXKaTh EKCTPEMYMH i TOUKHU MEPErnHy OOBiIHUX CHI-
HAJIB 1 BilcOCUTHANIB. 3aXUCT MACUBIB MOHITOPHHIOBUX JAHUX 3aIIPOIIOHOBAHO 3[ifICHIOBATH B MPOIIECI CTHC-
Ky Ta 3aXHCTY JaHHUX 3 BUKOPHCTAHHAM OJHOPa30BUX K- piB. Po3risHyTo modynoBy eHeproeeKTUBHUX Ta
BHCOKOIH(OPMATUBHUX NOPTATHBHHUX 00 €KT- HUX CHCTEM TPHBAJIOI0 MOHITOPHHIY MEIIKAHI[B MICT i ci1, orle-
paTopiB JIIONMHO-MAIIMHHUX CHCTEM 1 KOMIUICKCIB, PYXOMHX i HEPyXOMHUX 00 €KTiB.

KumiouoBi cjioBa: METoqM Ta alrOpUTMH MOHITOPUHIY CTaHy OE3MEKH JIIoJel, MOHITOPUHIOBI paioMepexi,
00’€KTHI cHCTEMH, 0OpOOICHHS, KOJYBaHHS Ta MepelaBaHHs CUTHANIIB i 300pakeHb, CTHCK Ta 3aXUCT JAHUX
MOHITOPHHTY, OZHOPAa30Bi IMH(PH, KPUITOIOCIITOBHOCTI.

Methods, algorithms, and tools for remote long-term monitoring of the safety of people and their
property / B.M. Shevchuk // Kibernetyka ta Systemnyi Analiz. 2025. Vol. 61, N 4. P. 118-133.

Abstract. The methodological and algorithmic foundations of the functioning of terminal, local-regional,
and global wireless networks for long-term security monitoring of large groups of people and their property are
proposed. Taking into account the operation of portable object systems of the monitoring network with many
limitations, the operational processing and encoding of samples of monitoring signals and video data frames are
proposed. The input monitoring data from sensors, transducers, and video modules is encoded based on the
signal approach. According to this approach, the processing means of object systems in the process of filtering
and compressing monitoring signals and images ensure accurate encoding, decoding, and restoration of the
parameters of the most informative signal samples and video signal pixels, which include extrema and inflection
points of the contour signals and video signals. It is proposed to protect the monitoring data arrays during the
compression process with data protection using one-time ciphers. The article focuses on constructing
energy-efficient and highly informative portable object systems for long-term monitoring of urban and rural
residents, operators of human-machine systems and complexes, as well as mobile and stationary objects.

Keywords: methods and algorithms for monitoring human safety, monitoring radio networks, object systems,
processing, encoding and transmission of signals and images, compression and protection of monitoring data,
one-time ciphers, crypto sequences.
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Moje/1l0BaHHsSI CNIPOLEHOr0 BapiaHTa aTaKM PO3rajy:KeHHsl Ha 0JIOK4YeiiH, IDYHTOBAHMII HA MPOTOKOJIi
Kxoncencycy Proof-of-Stake / JI.B. KoBanbuyk, M.IO. Ky3nenos, A.A. Illymcbka // KiGepretnka Ta
cucremuuii anamis. 2025. Tom 61, Ne 4. C. 134-145.

AHoTauis. Binomo, 1o ataka po3ranyKeHHs € OJIHIEI0 3 HalBaXJIMBIIINX aTak Ha OJIOKYCHH, HacaMIie-
pen ans nporokoniB Proof-of-Work Ta Proof-of-Stake, sik Haiibinbm nommpennux. Ha cborojHi HemMae SBHHX
aHamiTuHUX (Gopmyn Juis OoOuMCIeHHS HMOBIpHOCTI 11 ycCmHiXy, IO BUKJIMKAa€e IEBHY HEIOBIpY a0 OJOK-
YeiH-TeXHOJOTIH. Y Iiil poOOTI AJIs CIIPOIIECHOI (aie Bce OHO AOCTATHBO CKIIAJHOI 3 MATEMATHYHOTO MOTJISIY)
MOJIeJIi aTaku PO3rayly)KEeHHsI OTPUMAHO PEKYPEHTHI (OPMYJIH, SIKi JAaIOTh 3MOTY 3HAXOJUTH TOYHI 3HAYCHHS
WMOBIPHOCTI TOTO, IO 3JIOBMHCHHK 3MOXKE€ MOOYIyBaTH PO3raly:KeHHS 3a/aHol JOBKHHU. KOPEeKTHICTh LUX
(opMmy IepeBipsAETHCS Ha YUCIIOBUX MPHKIanax MeTooM MonTe-Kapiio nuisixom moOyaoBH OLIHOK 13 3aaHu-
MH JIOCTOBIPHICTIO Ta BiTHOCHOKO MOXHOKOIO.

Kurodosi cioBa: Grokueiin, Proof-of-Stake, araka posraimyseHHs, CTEHKXO0JIIep, TAHMCIIOT, CIOTIIAEP, PEKy-
pentHi dopmyin, meron Monre-Kapio.

Simulating a simplified version of a splitting attack on the blockchain based on the Proof-of-Stake
consensus protocol / L.V. Kovalchuk, M.Yu. Kuznetsov, A.A. Shumska // Kibernetyka ta Systemnyi Analiz.
2025. Vol. 61, N 4. P. 134-145.

Abstract. The splitting attack is one of the most important attacks on the blockchain, first of all for
Proof-of-Work and Proof-of-Stake consensus protocols. Currently, there are no explicit analytical formulas for
evaluating its success probability, which causes some distrust in blockchain technologies. In this paper, for a
simplified (but still not simple) model of a splitting attack, the recurrent formulas allowing the evaluation of the
exact values of the probability that an attacker will be able to build a branch of a given length are obtained. The
correctness of these formulas is verified through numerical examples using the Monte Carlo method by
constructing estimates with a specified confidence level and relative error.

Keywords: blockchain, Proof-of-Stake, splitting attack, stakeholder, timeslot, slotleader, recursive formulas,
Monte Carlo method.

HOBI 3ACOBU KIBEPHETHUKH, . NEW TOOLS IN CYBERNETICS,
IH®OPMATHUKH, OBYUCJIIOBAJIBHOI COMPUTER SCIENCE, AND SYSTEM
TEXHIKH I CUCTEMHOI'O AHAJII3Y ANALYSIS

VIK: 004.056.5

HauionanbHi Ta MiKHApOJHI MOCTKBAHTOBI CTaHAAPTH acUMeTPUYHUX neperBopenb / I.JI. I'opGenko,
C.O. Kamupniii // Kibepueruka ta cucremunii amamis. 2025. Tom 61, Ne 4. C. 146-159.

Amnoraunist. [IpoananizoBaHo CydyacHH CTaH Ta HEpPCIEKTHBH CTAaHAAPTH3ALii OCTKBAHTOBUX AITOPUTMIB
ACHMETPUYHUX KPUNTOTrpadiuHuX MEepeTBOPEHb Ha HAIlIOHAILHOMY Ta MIKHAPOTHOMY PIBHSX. PO3IIISIHYTO OCHOBHI
MPUYKHHI NIEPEXOY J0 MOCTKBAHTOBOT KpunTorpadii, 30kpema noTeHIilHi 3arpo3u 3 00Ky KBaHTOBHUX KOMIT IOTEPIB
HasBHUM Kpurnrorpadivanm anropurmaM (RSA, ECC tomo). Haseneno ormsin xonkypey NIST 3 BuGopy cran-
JIApTIB JUIA TIOCTKBAaHTOBUX MeXaHi3MiB iHKarcysswii kmodis (KEM) Ta eleKTpoHHOro Miimcy, a Takoxk JeTaabHO
onucaHo anroputmu, BuOpani Jjuisi cranpaprusanii (CRYSTALS-Kyber, CRYSTALS-Dilithium, FALCON,
SPHINCS+ ta HQC). IIpoananizoBano pons opranizaniii ISO/IEC, ETSI, a Taxox rpymu IETF y ¢opmysanni
MDKHApOJTHUX CTaHIAPTIB Ta pekoMeHaaliid. OkpeMy yBary MpUIiIeHO YKPATHCHKUM HalliOHAIBHIM CTaHIApTaM Ta
iHiLiaTuBam, 30kpema anroputMaM «Ckens» Ta «BepimHay, iXHIM 0COOIMBOCTAM Ta MEPCNEKTHBAM iHTerpauii y
MikHapoHi crangapTi. CTaTTs Aae po3yMiHHS BOXKIMBOCTI Ta CKJIAJHOCTI MPOLIECY MEPEXOIY 10 KBAHTOBO-CTIMKHX
ANTOPUTMIB 1 OKPECIIOE TMOJANIbINI KPOKH JUIS YCIIIIHOIO BIPOBAUKEHHS MOCTKBAHTOBOI KpHmTorpadii.

Kuiro4oBi cjioBa: nmocTkBaHTOBa KpHUIITOrpadis, MEXaHi3MH 1HKAICYJALIT KIIOYiB, €ICKTPOHHI MiANUCH, CTaH-
JlapTH3aLLis.

National and international post-quantum standards for asymmetric transformations / I.D. Gorbenko,
S.0. Kandii / Kibernetyka ta Systemnyi Analiz. 2025. Vol. 61, N 4. P. 146-159.

Abstract. The article analyzes the current state and prospects of the standardization of post-quantum
algorithms for asymmetric cryptographic transformations at the national and international levels. The main
reasons for the transition to post-quantum cryptography are discussed, particularly the potential threats posed by
quantum computers to existing cryptographic algorithms (RSA, ECC, etc.). An overview of the NIST
competition for selecting standards for post-quantum key encapsulation mechanisms (KEM) and electronic
signatures is provided, with detailed descriptions of the algorithms chosen for standardization
(CRYSTALS-Kyber, CRYSTALS-Dilithium, FALCON, SPHINCS+, and HQC). Additionally, the article
examines the role of ISO/IEC, ETSI, and IETF in developing international standards and recommendations.
Special attention is given to Ukrainian national standards and initiatives, particularly the algorithms “Skelya”
and “Vershyna,” their features, and their prospects for integration into international standards. The article
emphasizes the importance and complexity of transitioning to quantum-resistant algorithms and outlines further
steps for the successful implementation of post-quantum cryptography.

Keywords: post-quantum cryptography, key encapsulation mechanisms, electronic signatures, standardization.
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CyuyacHi KBaHTOBi TexHo.I0rii kpunTorpagiunoro 3axucty inpopmanii / €.B. Baciniy // Kibepreruxa Ta
cucremuuii anamis. 2025. Tom 61, Ne 4. C. 160-175.

Amnorauis. KBantoBa kpunrorpadis siBisie co000 HOBY MapaJurMy KpUNnTorpadiqyHoro 3axucty inpop-
Maril 3 BAKOPUCTAHHSIM 3aKOHIB KBAaHTOBOT MEXaHIKH Ta BiIIOBIAHMX KBAHTOBHX BIACTHBOCTEH HOCIiB iH(OP-
Manii — (OTOHIB JUIs yCyHEHHs OOMEXEeHb KIACHYHUX KpUNTOrpadiuyHMX IIPOTOKOIB Ta IiJ[BUILCHHS
CTIHKOCTI KPUIITOIPOTOKOMIB X JI0 TEOPETHUKO-iHGOpMALiifHOTO piBHA. Y poOOTI HaBeJEHO 3aralbHUN OTJIST
Ta aHaJIi3 Cy9aCHUX KBAHTOBUX TEXHOJIOTIH 3aXUCTy iH(popMalii, 30kpeMa IPOTOKOIIB KBAHTOBOTO PO3IO/IiICH-
HS KIIFO4iB, KBAHTOBOT'O MPSIMOT0 OE€3IMEYHOr0 3B’SI3KY, KBAHTOBOTO PO3ALICHHS cekpeTy. CTHCIO PO3IIISHYTO
JIeKIJIbKa THIIMX HaNpsiMiB KBAaHTOBOT Kpunrorpadii, sk-0T KBaHTOBUI LM(POBUil MiNUC, KBAHTOBE OITOBE 30-
0oB’s13aHHs, KBaHTOBA creraHorpadis tomo. [IpoananizoBaHo mepeBarn Ta HEJONIKH IPOTOKOJIB KBAaHTOBOT
kpunrorpadii, HepcreKTUBH Ta NPoOJIeMH TXHBOTO NMPAKTUYHOIO BIPOBaKeHHs. Hagano KOpOTKHU orisiy 3a-
KOHIB KBAaHTOBOI ()i3WKH, Ha SKHX IPYHTYETBCS CTIHKICTh IPOTOKOJNIB KBAaHTOBOI KpumTorpadii.

KumiouoBi ciioBa: kBanToBa kpunrorpadis, $i3udHi OCHOBH KBaHTOBOI Kpumrorpadii, Ky0it, KyAuT, Hepemty-
TaHi KyOiTH Ta KyAWTH, KBAaHTOBE PO3IOJUICHHS KIIOYiB, KBAHTOBUH NpSIMUM Oe3MEeYHHI 3B’S30K, KBAaHTOBE
PO3JIIIEHHST CeKpeTy.

Modern quantum technologies of cryptographic information protection / Ye. Vasiliu // Kibernetyka ta
Systemnyi Analiz. 2025. Vol. 61, N 4. P. 160-175.

Abstract. Quantum cryptography is a new paradigm of cryptographic information protection, utilizing
the laws of quantum mechanics and the corresponding quantum properties of information carriers — photons to
overcome the limitations of classical cryptographic protocols and increase the security of cryptographic
protocols up to the information-theoretic level. The paper provides a general overview and analysis of modern
quantum information security technologies, particularly protocols for quantum key distribution, quantum secure
direct communication, and quantum secret sharing. Several other areas of quantum cryptography are briefly
considered, such as quantum digital signature, quantum bit commitment, quantum steganography, etc. The
advantages and disadvantages of quantum cryptographic protocols, as well as the prospects and challenges of
their practical implementation, are analyzed. A brief overview of the laws of quantum physics underlying the
security of quantum cryptographic protocols is also provided.

Keywords: quantum cryptography, physical foundations of quantum cryptography, qubit, qudit, entangled
qubits and qudits, quantum key distribution, quantum secure direct communication, quantum secret sharing.

YIK 621.396

BucokonpoaykTuBHi ofumcieHHss B cucremi kiaciB JumkiB / SI.M. Huxkonaiiuyk, LP. Iiryx //
KiGepueruka ta cucremuuii anamis. 2025. Tom 61, Ne 4. C. 176-189.

AHoranis. HaBeneHO MaTeMaTH4HI OCHOBM KOJYBAaHHS JAHMX Ta BUKOHAHHSA MOJYJIBHHX OIEpamii y
cucremi kiaciB JmmkiB (CKJI). JlocimipkeHO MaTeMaTH4HI MEPETBOPSHHS CHCTEMH OPTOTOHAJIBHHX TIap-
MOHIYHUX (YHKIIH TeopeTHKo-uucioBoro 6asucy ®yp’e. IlobynoBano moxerni ¢opmysanus koxis CKJI na
OCHOBI (ha30BHX MOPTPETIB FapMOHIYHUX (YHKIIH, YACTOTH SKHX BiJIOBITAIOTh YMOBaM B32€EMHOI IPOCTOTH.
PosrisiHyTo Mojeni (hopMyBaHHS JMCKPETHO-KBAHTOBAHUX IMMJIKOMOMIOHMX (yHKIIH (a3oBUX MOPTpETIB rap-
MOHIYHHX YacTOT y CHCTEMi MOJYJIB KIaciB JIHIIKIB , , . HaBeneHno anropurmu GopMyBaHHS Ta OMpPALIOBAHHS
U(POBUX JAHKX, NMOJAHUX KOJAMH HaMEHIIMX HEBin’€eMHMX JIMIIKIB. [IpoaHanizoBaHO alnropuTMH BUKOHAH-
Hs1 00YHCITIOBAJIBHUX OIEpalliil y KoJax LiJIOYHCIOBOT, HOpMali3oBaHoi Ta qockoHasoi popm CKIL. 3ampornoHo-
BAHO METOJU Ta ATOPHTMHU BUKOHAHHS BHUCOKOIPOIYKTUBHUX apH(METUKO-IOriyHuX onepaniil y komax CKJL
JlocnimKeHo XapaKTepUCTHKU IIBUIKO/IT BUKOHaHHS apudmeTuko-noriyaux omnepauiii y CKJI undposux na-
HHX, IPE/ICTABICHUX Y TEOPETUKO-UMCIOBUX Oasucax Panemaxepa, Pagemaxepa—Kpecrencona ta Xaapa—Kpec-
TeHcoHa. [IpoaHanizoBaHo aaroputMmu mopiBHsHHSA uncen y komax CKJL ocmimkeno meromu (opMyBaHHs
KOJIB JIMIIKIB HAa OCHOBI aHAJIOTOBUX Ta LIM(PPOBHX TaHHUX. PO3p0o0OICHO METO MEpPEeTBOPEHHS IBIHKOBHX KOMIB
TEOPETHKO-4UCIIOBOro Oasucy Pagemaxepa y xoau jumkis 3a moxyneM y CKJL. IToOynoBano anropurm Bu3Ha-
YeHHs BUOIpKOBOro MareMaTtiyHoro crofiBanus B CKJI Ha 0CHOBI BU3HAYEHHS CyMH PAaHTiB IOTOKOBOTO OIpa-
roBaHHS JaHuX. JlocimipkeHo Merton meperBopeHHs mnpexacraBieHux y CKJI GaraTopospsiHux dmcen y
JIBIIKOBI KOJIM TEOPETHKO-4MCIOBOro Oaszucy Pagemaxepa. HaBeneHo cTpyKTypH CHELIIPOLIECOPIB, SKi peamisy-
10Th obumcmioBanbhi 3amaui y CKIL

KurouoBi caoBa: rapmoniuni ¢ynknii @yp’e, cucrema KIaciB JHIIKIB, aATOPUTMH, BUCOKONPOLYKTUBHI 00-
YHUCNEHHS, (YHKIIOHAIBHI CXEMH CIICIITPOLIECOPIB.

High-performance computing in the residual class system / Y. Nikolaychuk, I. Pitukh // Kibernetyka ta
Systemnyi Analiz. 2025. Vol. 61, N 4. P. 176-189.

Abstract. The mathematical foundations of data coding and performing modular operations in the
residual class system are outlined. The mathematical transformations of the system of orthogonal harmonic
functions of the Fourier number-theoretic basis are investigated. Models of forming codes of the residual class
system are constructed based on phase portraits of harmonic functions, the frequencies of which meet the
conditions of mutual simplicity. Models of forming discrete-quantized sawtooth functions of phase portraits of
harmonic frequencies in the residual class module system are presented. Algorithms for forming and processing
digital data represented by codes of the smallest non-negative residues are investigated. Algorithms for
performing computational operations in codes of integer, normalized, and perfect forms of the residual class
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system are analyzed. Methods and algorithms for performing high-performance arithmetic and logical
operations in codes of the residual class system are proposed. The characteristics of the speed of performing
arithmetic and logical operations in the system of residual classes of digital data represented in the Rademacher,
Rademacher—Krestenson, and Haar—Krestenson number-theoretic bases are studied. The algorithms for
comparing numbers in the codes of the residual class system are analyzed. The methods for forming residue
codes based on analog and digital data are studied. A method for converting binary codes of the Rademacher
number-theoretic basis into residue codes modulo the residual class system is developed. An algorithm for
determining the sample mathematical expectation in the residual class system based on determining the sum of
ranks of streaming data processing is presented. A method for converting multi-digit numbers represented in the
residual class system into binary codes of the Rademacher number-theoretic basis is studied. The structures of
special processors that implement computational tasks in the residual class system are presented.

Keywords: Fourier harmonic functions, residual class system, algorithms, high-performance computing,
functional diagrams of special processors.

YIK 004.93+621.396

3acTocyBaHHSI MeTOAiB MAIIMHHOIO HABYAHHSA [0 JeIKMX NpPodieM HUPPOBOro o6pod/IeHHs] CUTHAJIIB
y TelexkomyHikaniiinux 3agauax / B.}O. CemenoB, €.B. CemenoBa // KibepHeTnka Ta CHCTEMHHUH aHAI3.
2025. Tom 61, Ne 4. C. 190-198.

AHoTauis. Po3risiHyTO 3aCTOCYBaHHSI METO/[IB MAIIMHHOTO HABYAHHS JI0 33124 LU(PPOBOro 0OpoOIeHHS
CHIHAJIB Y TENCKOMYHIKAIIHHUX CHCTEMax, 30KpeMa, 3a7a4 aBTOMATHYHOI Kiacudi- Kamii MOAyJIALii Ta moa-
aypIIol JeMoay il currany. Jlyist aBToMatHyHOi Kiacugikarii MOay IAii JOCTIKEHO YOTHPU METOIH Ma-
IIMHHOTO HABYaHHS: MYJIbTHHOMIAIBHY pEerpecito, MeTO HafOMMKINX CyCiliB, METOI TayCCIBCBKHX CyMillel
Ta 3TOPTKOBY HEHPOHHY Mepexky. EkcliepuMeHTalbHI pe3yslbTaTH Ha IITYYHHX TAHHX I10KA3adH TOYHICTBH
PO3Mi3HABAHHS II'SITH KJaciB Momyyawii Ha piBHi Bix 96 % mo 99 %. HaitBumy tounicts (99 %) 3abe3meunaa
3ropTKOBa HEHpOHHA Mepeska. IIpoTe TpH iHIII METOAM, IO MAKOTh HPOCTIILY CTPYKTYpPY, AEMOHCTPYIOTh 3a-
JIOBUTBHUI KOMIIPOMIC MK TOYHICTIO Ta CKIaaHicTIo peanisawii. IlepeBipka Ha 89 curHanax BiJ pealbHHUX MO-
JIeMiB IOKa3aa, [0 METO/ HAMOIMKYNX CYCigiB pocsrae HaWBHINOI ToyHOCTI Kiacudikamii (100 %), Toxi sk
perita MeTo/1iB 3a0e31e4yr0Th TOUHICTh Ha piBHI 99 %. Lle CBiqUUTh IPO Te, 10 BUCOKA TOYHICTh KiIacH(ikallii
MO>ke OyTH JTOCSTHYTA 32 JOIIOMOT'0I0 3HAUHO MPOCTIMIHX METO/IB HOPIBHSIHO i3 3rOPTKOBUMHU HEHPOHHUMH Me-
pexaMu. 3anpONIOHOBAHO METOJ| OJIOKOBOT IEMOJIYJIALIT CUTHAIIB HA OCHOBI MYJIBTHHOMIANIBHOT JIiHIHHOI per-
pecii Ta HEHPOHHOT MepeXki MPSAMOro 3B’SA3Ky, L0 Ma€ MPOCTY MPAKTUYHY Peati3aliio MOPIBHAHO 3 IHIIMMH
Bimomumu MeTogamiu. [lokas3aHo, 10 y pa3i BUCOKHX PIBHIB LIyMy 3alpOIOHOBAHHN METOJ 3a0e3nedye BUILY
TOYHICTb BIJIHOBJICHHSI CUTHAJTY HOPIBHSIHO 3 TPaJUL{IHHUM METOIOM JeMOIYJIALI] Ha OCHOBI KOHTYpIiB ["apaHe-
pa ta Kocraca, a Takok BHKOPHUCTOBYE MEHINY KUIBKICTh NapaMeTpiB HDK IHIIN BiTOMi METOXH.

Ku1i04oBi cjioBa: ManmHHe HABYAHHS, TITIHOOKE HAaBYaHHS, LH(POBE 0OPOOICHHSI CUTHATIB, aBTOMATHYHA KJla-
cudikamiss MOAYJIALIT, TEMOIYJSLIS CUTHATIB.

Application of machine learning methods to certain problems of digital signal processing in
telecommunication tasks / V.Yu. Semenov, E.V. Semenova // Kibernetyka ta Systemnyi Analiz. 2025.
Vol. 61, N 4. P. 190-198.

Abstract. The article explores the application of machine learning methods to digital signal processing
tasks in telecommunication systems. Specifically, it examines the problems of automatic modulation
classification and subsequent signal demodulation. For automatic modulation classification, four machine
learning methods are investigated: multinomial regression, nearest neighbors’ method, Gaussian mixture
modeling, and a convolutional neural network. Experimental results on artificial data demonstrated recognition
accuracy for five modulation types ranging from 96% to 99%. The highest accuracy (99%) was achieved by the
convolutional neural network. However, the three other methods, which have a simpler structure (and were not
considered in previous works), show a satisfactory trade-off between accuracy and implementation complexity.
Verification on 89 signals from real modems showed that the nearest neighbors’ method achieves the highest
classification accuracy (100%), while the remaining methods provide accuracy at the level of 99%. This
indicates that high classification accuracy can be achieved using significantly simpler methods compared to
convolutional neural networks. The paper also proposes a method of block demodulation of signals based on
multinomial linear regression and a feedforward neural network, which has a simpler practical implementation
compared to other known methods. It is shown that at high noise levels, the proposed method provides higher
signal recovery accuracy compared to the traditional demodulation method based on Gardner and Costas loops,
and also uses fewer parameters compared to other known methods.

Keywords: machine learning, deep learning, digital signal processing, automatic modulation classification,
signal demodulation.
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