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Àííîòàöèÿ. Ïðåäëîæåíî ðåøåíèå ïðîáëåìû ïðîâåðêè öåëîñòíîñòè àðèôìåòè-
÷åñêèõ ïðîãðàìì c âåòâëåíèÿìè è öèêëàìè, âûïîëíÿåìûõ íà óäàëåííîì âû-
÷èñëèòåëüíîì ðåñóðñå. Ïîäõîä ê ðåøåíèþ ñîñòîèò â çàìåíå àðèôìåòè÷åñêèõ
îïåðàöèé, òàêèõ êàê óìíîæåíèå è äåëåíèå, ñîîòâåòñòâóþùèìè ïðîöåäóðàìè
ñêëàäûâàþùåé ìàøèíû (addition machine), ââåäåííîé Ð. Ôëîéäîì è Ä. Êíó-
òîì. Âû÷èñëåíèÿ è ïîðÿäîê ñëåäîâàíèÿ êîìàíä ïîäïèñûâàþòñÿ äèíàìè÷åñêîé
öèôðîâîé ïîäïèñüþ, ãîìîìîðôíîé ïî ñëîæåíèþ/âû÷èòàíèþ. Äëÿ öèôðîâîé
ïîäïèñè èñïîëüçîâàíà ìîäèôèöèðîâàííàÿ ñõåìà Áåíàëî. Âåðèôèêàöèÿ öèôðî-
âûõ ïîäïèñåé ðåçóëüòàòîâ âûïîëíåíèÿ ïðîãðàììû ãàðàíòèðóåò îáíàðóæåíèå
ëþáûõ íåñàíêöèîíèðîâàííûõ èçìåíåíèé â èñõîäíîì òåêñòå ïðîãðàììû.

Êëþ÷åâûå ñëîâà: ñêëàäûâàþùàÿ ìàøèíà, öèôðîâàÿ ïîäïèñü, ïðîâåðÿåìûå
âû÷èñëåíèÿ, ãîìîìîðôíàÿ êðèïòîãðàôèÿ.

ÂÂÅÄÅÍÈÅ

Ïîâñåìåñòíîå ðàñïðîñòðàíåíèå è èñïîëüçîâàíèå îáëà÷íûõ òåõíîëîãèé ïðèâåëî ê ïî-
ÿâëåíèþ áîëüøîãî êîëè÷åñòâà ñåðâèñîâ, êîòîðûå ïîçâîëÿþò äåëåãèðîâàòü äàííûå
è âû÷èñëåíèÿ íà óäàëåííûå êîìïüþòåðíûå ðåñóðñû. Îäíàêî ïîñêîëüêó òàêèå ðå-
ñóðñû íå ÿâëÿþòñÿ äîâåðåííûìè ñ òî÷êè çðåíèÿ ïîëüçîâàòåëÿ (íàïðèìåð, ïî ïðè-
÷èíå âîçìîæíûõ ñáîåâ ïðîãðàììíîãî è àïïàðàòíîãî îáåñïå÷åíèÿ, çàðàæåíèÿ âè-
ðóñàìè èëè ïðåäíàìåðåííûõ èñêàæåíèé), òî âîçíèêàåò íåîáõîäèìîñòü â ìåòîäàõ,
êîòîðûå áû îáåñïå÷èëè ïîëüçîâàòåëþ âîçìîæíîñòü ïðîâåðêè êîððåêòíîñòè äåëå-
ãèðîâàííûõ âû÷èñëåíèé. Ïðè ýòîì åñëè ïðîâåðêà êîððåêòíîñòè äåëåãèðîâàííûõ
âû÷èñëåíèé ìåíåå òðóäîåìêà, ÷åì ñàìè âû÷èñëåíèÿ, òî ïîäîáíûå ìåòîäû ïðî-
âåðêè êîððåêòíîñòè ìîæíî èñïîëüçîâàòü â ñöåíàðèÿõ ñ ìàëîìîùíûìè óñòðîé-
ñòâàìè (òàêèìè, êàê ìîáèëüíûå óñòðîéñòâà è èíòåðíåò âåùåé), êîòîðûå íå â ñî-
ñòîÿíèè ïðîâåñòè ñëîæíûõ âû÷èñëåíèé ëîêàëüíî, íî ìîãóò ýôôåêòèâíî âûïîë-
íèòü ïðîâåðêó êîððåêòíîñòè ðåçóëüòàòîâ òàêèõ âû÷èñëåíèé.

Ôîðìàëüíîå îïðåäåëåíèå ïðîâåðÿåìûõ âû÷èñëåíèé (verifiable computing)
âïåðâûå äàëè Ð. Äæåííàðî, Ê. Äæåíòðè è Á. Ïàðíî â ðàáîòå [1], ÷òî ïîñëóæèëî
îòïðàâíîé òî÷êîé äëÿ èíòåíñèâíûõ èññëåäîâàíèé â ýòîé îáëàñòè, îäíîâðåìåííî
ñòèìóëèðóåìûõ ðàçâèòèåì è ìàññîâûì âíåäðåíèåì îáëà÷íûõ òåõíîëîãèé òàêèìè
êîìïàíèÿìè, êàê Google, Amazon, Microsoft è äðóãèìè.

Ó÷èòûâàÿ íåäîñòàòî÷íóþ äëÿ èñïîëüçîâàíèÿ íà ïðàêòèêå ýôôåêòèâíîñòü ñó-
ùåñòâóþùèõ ìåòîäîâ ãîìîìîðôíîé êðèïòîãðàôèè, íà ñîâðåìåííîì ýòàïå ïðîâå-
ðÿåìûå âû÷èñëåíèÿ ïðåäñòàâëÿþòñÿ áîëåå ïåðñïåêòèâíûì è âîñòðåáîâàííûì
íàïðàâëåíèåì äëÿ èññëåäîâàíèé.

Îñíîâíûå ïîäõîäû â îáëàñòè ïðîâåðÿåìûõ âû÷èñëåíèé [2]:
• âåðîÿòíîñòíî-ïðîâåðÿåìûå äîêàçàòåëüñòâà [3–7];
• íåèíòåðàêòèâíûå ïðîâåðÿåìûå âû÷èñëåíèÿ [1, 8–11];
• ïóáëè÷íî ïðîâåðÿåìûå âû÷èñëåíèÿ [12–16];
• ãîìîìîðôíûå àóòåíòèôèêàòîðû [17–24].
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Íåñìîòðÿ íà àêòèâíûå èññëåäîâàíèÿ â îáëàñòè ïðîâåðÿåìûõ âû÷èñëåíèé â
ïîñëåäíèå ãîäû, áîëüøèíñòâî ìåòîäîâ ïðîâåðÿþò êîððåêòíîñòü òîëüêî îäíîé
ôóíêöèè è íå ó÷èòûâàþò ïîëíîöåííûõ ïðîãðàìì ñ îïåðàòîðàìè âåòâëåíèÿ è
öèêëîâ. Èç èçâåñòíûõ íàì ïîäõîäîâ òîëüêî äâà [25, 26] îðèåíòèðîâàíû íà ïðî-
âåðêó öåëîñòíîñòè ïðîãðàìì, íàïèñàííûõ íà ïîäìíîæåñòâå ÿçûêà C. Â òî æå
âðåìÿ ïîäõîä, ïðåäëàãàåìûé â íàñòîÿùåé ñòàòüå, îðèåíòèðîâàí íà ïðîâåðêó öå-
ëîñòíîñòè ïîëíîöåííûõ ïðîãðàìì, ïðåäñòàâëåííûõ â âèäå ïðîöåäóð
ñêëàäûâàþùåé ìàøèíû ñ èñïîëüçîâàíèåì óñëîâíûõ âåòâëåíèé è öèêëîâ.

Íàñòîÿùàÿ ñòàòüÿ ÿâëÿåòñÿ ïðîäîëæåíèåì ðàáîòû [27] è èñïîëüçóåò ïðèíÿ-
òûå òàì îáîçíà÷åíèÿ.

ÎÁÙÅÅ ÎÏÈÑÀÍÈÅ ÌÅÒÎÄÀ

Ðàññìîòðèì ïðîáëåìó öåëîñòíîñòè óäàëåííûõ âû÷èñëåíèé, ò.å. êîãäà ïðîöåññ
óäàëåííîãî âûïîëíåíèÿ ïðîãðàììû ïîëüçîâàòåëÿ ñîîòâåòñòâóåò åå èñõîäíîìó
çàäàíèþ. Ñàìè äàííûå íå øèôðóþòñÿ. Â ðàññìàòðèâàåìîé ìîäåëè âû÷èñëåíèé
âñå ïåðåìåííûå è êîíñòàíòû — öåëûå ÷èñëà. Ðàçðåøåíû óñëîâíûå êîíñòðóê-
öèè òèïà if-then-else è öèêëû òèïà while-do. Ðàçðåøåííûå îïåðàöèè — òîëüêî
ñëîæåíèÿ è âû÷èòàíèÿ íà îãðàíè÷åííîì ÷èñëå ðåãèñòðîâ, êîòîðûå ïðèíèìàþò
öåëî÷èñëåííûå çíà÷åíèÿ. Ïðè ýòîì íå ïðåäñòàâëÿåò òðóäíîñòè ïåðåíîñ âû÷èñ-
ëåíèé íà ðàöèîíàëüíûå ÷èñëà, èñïîëüçóÿ àðèôìåòèêó ÷èñåë ñ ïëàâàþùåé çà-
ïÿòîé. Òàêàÿ ìîäåëü âû÷èñëåíèé áûëà ââåäåíà Ð. Ôëîéäîì è Ä. Êíóòîì [28]
è ïîëó÷èëà íàçâàíèå «ñêëàäûâàþùàÿ ìàøèíà» (addition machine). Äåòàëüíîå
îïèñàíèå ñêëàäûâàþùåé ìàøèíû, à òàêæå àíàëèç ïðîèçâîäèòåëüíîñòè åå ïðî-
öåäóð äàíû â Ïðèëîæåíèè 1.

Äëÿ ñêëàäûâàþùåé ìàøèíû ìû ðàçðàáîòàëè âàðèàíò äèíàìè÷åñêîé öèôðî-
âîé ïîäïèñè âû÷èñëåíèé, êîòîðàÿ èçìåíÿåòñÿ â ñîîòâåòñòâèè ñ âû÷èñëèòåëüíûì
ïðîöåññîì. Ëþáûå íåñàíêöèîíèðîâàííûå ìîäèôèêàöèè ðåçóëüòàòîâ èëè òåêñòà
èñõîäíîé ïðîãðàììû (èçìåíåíèå çíà÷åíèé ïåðåìåííûõ èëè êîíñòàíò, íàðóøå-
íèå óñëîâèé è ïîðÿäêà âûïîëíåíèÿ êîìàíä, âíåñåíèå íîâûõ ïåðåìåííûõ èëè êî-
ìàíä) ïðèâåäóò ê íàðóøåíèþ âåðèôèêàöèîííûõ óñëîâèé öèôðîâîé ïîäïèñè.
Äëÿ ïîëó÷åíèÿ çàøèôðîâàííûõ äàííûõ öèôðîâîé ïîäïèñè âûáðàíà ñõåìà
Áåíàëî [29]. Äàííûå èñõîäíîé áàçîâîé ïðîãðàììû íå øèôðóþòñÿ.

Îñíîâíàÿ èäåÿ ïðåäëàãàåìîãî ïîäõîäà ñîñòîèò â çàìåíå îñíîâíûõ àðèôìåòè-
÷åñêèõ îïåðàöèé íàä öåëûìè ÷èñëàìè (óìíîæåíèÿ, öåëî÷èñëåííîãî äåëåíèÿ, âû-
÷èñëåíèÿ îñòàòêà îò äåëåíèÿ è äðóãèõ) ñîîòâåòñòâóþùèìè ïðîöåäóðàìè ñêëàäûâà-
þùåé ìàøèíû. Äîïîëíèòåëüíî ê ýòîìó ìû èñïîëüçóåì äèíàìè÷åñêóþ öèôðîâóþ
ïîäïèñü, îñóùåñòâëÿåìóþ ãîìîìîðôíîé ïî ñëîæåíèþ êðèïòîãðàôè÷åñêîé ôóíê-
öèåé. Äåéñòâèÿ íàä öèôðîâûìè ïîäïèñÿìè âûïîëíÿþòñÿ â îáû÷íîé ìîäóëÿðíîé
àðèôìåòèêå âû÷èñëèòåëüíîé ìàøèíû. Öèôðîâàÿ ïîäïèñü ïåðåìåííîé äîëæíà
ó÷èòûâàòü òðè èäåíòèôèöèðóþùèõ ïîêàçàòåëÿ: òåêóùåå çíà÷åíèå ïåðåìåííîé,
èìÿ ïåðåìåííîé è ìåñòî â ïðîãðàììå, ãäå ýòà ïåðåìåííàÿ èçìåíÿëà ñâîå çíà÷åíèå.

Áîëåå äåòàëüíîå îïèñàíèå ïðåäëàãàåìîãî ìåòîäà ïðèâåäåíî â [27].

ÂÛÁÎÐ ÔÓÍÊÖÈÈ ÖÈÔÐÎÂÎÉ ÏÎÄÏÈÑÈ

Ñóùåñòâóåò äîñòàòî÷íî áîëüøîå êîëè÷åñòâî êðèïòîãðàôè÷åñêè ñòîéêèõ îäíî-
ñòîðîííèõ ôóíêöèé f , îáëàäàþùèõ ñâîéñòâîì ãîìîìîðôíîñòè ïî ñëîæåíèþ
òèïà f x y f x f y( ) ( ) ( )� � . Ê òàêîâûì îòíîñÿòñÿ ñõåìà Ýëü-Ãàìàëÿ [30], ñõåìà
Ïýéå [31], ñõåìà Áåíàëî [29] è ðÿä äðóãèõ.

Ñõåìà Ýëü-Ãàìàëÿ òðåáóåò äîïîëíèòåëüíûõ çàòðàò, ñâÿçàííûõ ñ ðåàëèçàöèåé
âûáîðîâ ñëó÷àéíûõ âû÷èñëèòåëüíûõ ïàðàìåòðîâ. Â ñõåìå Ïýéå f x( ) �

� �( )1 2Rn b nx n mod , ãäå R — ñåêðåòíûé ïàðàìåòð, b — ïðîèçâîëüíîå ÷èñëî, b Zn� * ,

âîçìîæíî âûïîëíåíèå íåñàíêöèîíèðîâàííîé êîìàíäû òèïà x x n� � , êîòîðàÿ èçìå-
íÿåò çíà÷åíèÿ ïåðåìåííîé x áåç èçìåíåíèÿ öèôðîâîé ïîäïèñè, ò.å. f x n f x( ) ( )� � .
Â ñõåìå Áåíàëî òàêèå äåéñòâèÿ îòñóòñòâóþò, ïîýòîìó ìû åå âûáèðàåì. Ñõåìà Áå-
íàëî áûëà ïðåäëîæåíà â [29] êàê ñõåìà øèôðîâàíèÿ ñ ïóáëè÷íûìè êëþ÷àìè.
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Îðèãèíàëüíàÿ ñõåìà Áåíàëî (Benaloh). Ãåíåðàöèÿ êëþ÷åé:
1) âûáðàòü äâà áîëüøèõ ïðîñòûõ ÷èñëà: p è q ; r — äåëèòåëü ÷èñëà p �1 òà-

êîé, ÷òî
ÍÎÄ ÍÎÄ( , ( ) / ) , ( , )r p r r q� � � �1 1 1 1 ,

n pq n p q c n r� � � � �, ( ) ( )( ), ( ) /� �1 1 ;

2) âûáðàòü g Z g nn
n r� �* ( )/, � 1mod .

Êîäèðîâàíèå: E m g b nr
m r( ) � mod , ãäå m Zr� , b — ïðîèçâîëüíûé âû÷åò èç

Zn
* ; î÷åâèäíî, ÷òî E m m E m E mr r r( ) ( ) ( )1 2 1 2� � .

Çäåñü Zn
* îáîçíà÷àåò ìóëüòèïëèêàòèâíóþ ãðóïïó âû÷åòîâ ïî ìîäóëþ n.

Îòìåòèì, ÷òî ( , , )n g r — îòêðûòûå êëþ÷è; p è q — ñåêðåòíûå êëþ÷è.

Äëÿ öèôðîâîé ïîäïèñè ïåðåìåííûõ èñïîëüçóåì ìîäèôèêàöèþ ñõåìû Áåíàëî.

Ìîäèôèöèðîâàííàÿ ñõåìà Áåíàëî äëÿ öèôðîâîé ïîäïèñè ñêëàäûâàþ-
ùåé ìàøèíû. Êëþ÷è p , q , g , r , c , a — ñåêðåòíûå, èçâåñòíûå òîëüêî ïîëüçîâà-

òåëþ, ïðè ýòîì ÍÎÄ ( , ( )) , ( ) /a n c n r� �� �1 . Îòêðûòûé êëþ÷ n pq� .

Äëÿ öåëîãî ïîëîæèòåëüíîãî ÷èñëà x ïîëàãàåì f x g b nax r( ) � mod ,

f x g b nax r( ) mod� � � , ãäå b — ñëó÷àéíî âûáðàííîå ÷èñëî èç Zn
* .

Êàæäîé ïåðåìåííîé x ïîëüçîâàòåëü ñîïîñòàâëÿåò ñëó÷àéíî âûáðàííîå ôèê-
ñèðîâàííîå ÷èñëî r r nx x, ( )0� � � . Âñå ÷èñëà rx — ñåêðåòíûå.

Ïîëàãàåì Id x g u n u Z
r r

n
x( ) , *� �mod . Âûáîð u ñëó÷àåí.

Öèôðîâàÿ ïîäïèñü ïåðåìåííîé x çàäàåòñÿ ôîðìóëîé

E x Id x f x g ub n g ubg
ax r r ax r r k rx x( ) ( ) ( ) ( ) ( )

( )� � �� �
mod

mod
mod n , (1)

ãäå k r ax rx� 	 � 
( ) / .

Âåðèôèêàöèîííîå óñëîâèå äëÿ ïåðåìåííîé x, êîòîðîå ïðîâåðÿåòñÿ
ïîëüçîâàòåëåì ïîñëå ïîëó÷åíèÿ ðåçóëüòàòîâ âû÷èñëåíèÿ ïðîãðàììû,
ñëåäóþùåå:

V E x E x n g n g n gc acx cr ac x crx x( ( )): ( ) ( ) ( )mod mod mod mo� � ��
d n.

Çàìåòèì, ÷òî äåêîäèðîâàíèå â ñõåìå Áåíàëî ñ ïóáëè÷íûìè êëþ÷àìè äîñòà-
òî÷íî ñëîæíîå. Â ðåæèìå öèôðîâîé ïîäïèñè ýòà îïåðàöèÿ çàìåíÿåòñÿ ïðîâåðêîé
ïðîñòûõ óñëîâèé, ñâÿçûâàþùèõ çíà÷åíèÿ è èìåíà ïåðåìåííûõ.

Îòìåòèì, ÷òî åñëè íà÷èíàòü ãåíåðàöèþ ñõåìû Áåíàëî ñ âûáîðà ïðîñòûõ ÷èñåë
p è q , òî âîçíèêàåò ïðîáëåìà ïîèñêà äåëèòåëÿ r ÷èñëà p �1. Ïîýòîìó öåëåñîîáðàçíî
íà÷èíàòü ïîñòðîåíèå ñõåìû Áåíàëî ñ ôèêñàöèè ïðîñòîãî ÷èñëà r. Çàòåì p íàõîäèì
êàê ïåðâîå ïðîñòîå ÷èñëî â àðèôìåòè÷åñêîé ïðîãðåññèè lr p� �1 , ãäå l k k� �, , ...1

Âîçìîæíû ìîäèôèêàöèè ñõåìû Áåíàëî â ÷àñòè âûáîðà ïàðàìåòðîâ r è ñîîò-
âåòñòâåííî c.

ÏÐÈÌÅÐ ÏÐÎÂÅÐÊÈ ÖÅËÎÑÒÍÎÑÒÈ ÂÛ×ÈÑËÅÍÈÉ

Íà îñíîâàíèè ïðåäëîæåííîãî â íàñòîÿùåé ñòàòüå ìåòîäà áûë ðàçðàáîòàí ïðî-
ãðàììíûé ïðîòîòèï ñèñòåìû ïðîâåðêè öåëîñòíîñòè âû÷èñëåíèé ñ èñïîëüçîâà-
íèåì ÿçûêà ïðîãðàììèðîâàíèÿ Python. Ñóòü åãî ñîñòîèò â òîì, ÷òî ïîëüçîâà-
òåëü ïîäàåò íà âõîä ñèñòåìû èñõîäíûé òåêñò ïðîãðàììû íà ÿçûêå ñêëàäûâàþ-
ùåé ìàøèíû. Äàëåå ñèñòåìà àâòîìàòè÷åñêè âûïîëíÿåò âñòàâêó êîíòðîëüíûõ
ïåðåìåííûõ, âû÷èñëÿåò íà÷àëüíûå çíà÷åíèÿ öèôðîâûõ ïîäïèñåé äëÿ ïåðåìåí-
íûõ, îïðåäåëÿåò çíà÷åíèÿ êîíñòàíò èçìåíåíèÿ èñòîðèè âû÷èñëåíèé, äîáàâëÿåò
èõ â ïðîãðàììó è âûâîäèò ïîëüçîâàòåëþ íîâûé èñõîäíûé òåêñò ìîäèôèöèðî-
âàííîé ïðîãðàììû íà ÿçûêå Python, ïðèãîäíûé äëÿ âûïîëíåíèÿ.

Çàòåì ïîëüçîâàòåëü çàïóñêàåò ìîäèôèöèðîâàííóþ ïðîãðàììó íà óäàëåííîì
âû÷èñëèòåëüíîì ðåñóðñå è ïî ðåçóëüòàòàì âûïîëíåíèÿ äëÿ êàæäîé ïåðåìåííîé
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ïîëó÷àåò êîðòåæ âèäà <èìÿ ïåðåìåííîé, çíà÷åíèå ïåðåìåííîé, çíà÷åíèå
öèôðîâîé ïîäïèñè ïåðåìåííîé>.

Ïîëó÷åííûå êîðòåæè ïîëüçîâàòåëü ïîäàåò íà âõîä ñèñòåìû, ïîñëå ÷åãî ñèñ-
òåìà âûïîëíÿåò ïðîâåðêó âåðèôèêàöèîííûõ óñëîâèé è âûäàåò ðåçóëüòàò îá îá-
íàðóæåíèè (èëè íå îáíàðóæåíèè) íàðóøåíèÿ öåëîñòíîñòè âû÷èñëåíèé. Â ñëó÷àå
îáíàðóæåíèÿ ôàêòà íàðóøåíèÿ öåëîñòíîñòè âûäàåòñÿ èíôîðìàöèÿ î òîì, êàêèå
èìåííî âåðèôèêàöèîííûå óñëîâèÿ íå ïðîøëè ïðîâåðêó.

Ãåíåðàöèÿ êðèïòîãðàôè÷åñêèõ ïàðàìåòðîâ äëÿ öèôðîâûõ ïîäïèñåé ïðîâî-
äèòñÿ ñèñòåìîé àâòîìàòè÷åñêè ñ èñïîëüçîâàíèåì áèáëèîòåêè PyCrypto, èñõîäÿ
èç íóæíîãî ðàçìåðà ñåêðåòíûõ êëþ÷åé, êîòîðûé çàäàåòñÿ ïîëüçîâàòåëåì. Ïàðà-
ìåòð k, îïðåäåëÿþùèé êîëè÷åñòâî çàïîìèíàåìûõ ïîñëåäíèõ çíà÷åíèé
óïðàâëÿþùèõ ïåðåìåííûõ öèêëà, òàêæå çàäàåòñÿ ïîëüçîâàòåëåì.

Ðàññìîòðèì ïðèìåð ïðîâåðêè öåëîñòíîñòè âû÷èñëåíèé ïðîñòîé ïðîãðàì-
ìû, îïðåäåëÿþùåé ïåðâîå ÷èñëî Ôèáîíà÷÷è, êîòîðîå ñòðîãî áîëüøå çàäàííîãî
÷èñëà x. Ïñåâäîêîä òàêîé ïðîãðàììû íà ÿçûêå ñêëàäûâàþùåé ìàøèíû èìååò
ñëåäóþùèé âèä:

Pr0: read x;

t � 0 ; y � 1; z � 1;

while x >= z do

begin

t � z y� ; y z� ; z t� ;

end;

write z.

Â öåëÿõ òåñòèðîâàíèÿ ñèñòåìû ðàññìîòðèì ñëåäóþùèå îñíîâíûå ñöåíàðèè
ïðåäíàìåðåííîé ìîäèôèêàöèè ïðîãðàììû è ýêñïåðèìåíòàëüíûì ïóòåì ïðîâå-
ðèì âîçìîæíîñòü îáíàðóæåíèÿ ñèñòåìîé íàðóøåíèÿ öåëîñòíîñòè âû÷èñëåíèé.

Ñöåíàðèé 1. Èñêàæåíèå óñëîâèÿ (çàìåíà óñëîâèÿ x z�� ïðîòèâîïîëîæíûì):
Pr1: read x ;

t � 0 ; y � 1; z � 1;

while x < z do { èçìåíåíî óñëîâèå }

begin

t z y� � ; y z� ; z t� ;

end;

write z .

Ñöåíàðèé 2. Äóáëèðîâàíèå îïåðàòîðà (t z y� � ) :

Pr2: read x ;

t � 0 ; y � 1; z � 1;

while x z�� do

begin

t z y� � ; { ïðîäóáëèðîâàí îïåðàòîð }

t z y� � ; y z� ; z t� ;

end;

write z .

Ñöåíàðèé 3. Îòáðàñûâàíèå îïåðàòîðà (z � t):
Pr3: read x;

t � 0; y � 1; z � 1;

while x >= z do

begin

t � z + y; y � z ; { îòñóòñòâóåò îïåðàòîð z � t }

end;

write z.
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Ñöåíàðèé 4. Èñêàæåíèå çíà÷åíèÿ ñóùåñòâóþùåé ïåðåìåííîé (z � z + 1):
Pr4: read x;

t � 0; y � 1; z � 1;

while x >= z do

begin

t � z + y; y � z ; z � t ;

end;

z � z + 1; {äîáàâëåíî èñêàæåíèå çíà÷åíèÿ ïåðåìåííîé z }

write z.

Ñöåíàðèé 5. Ââåäåíèå íîâîé ïåðåìåííîé (w � 1):

Pr5: read x ;

t � 0; y � 1; z � 1; w � 1; {ââåäåíà íîâàÿ ïåðåìåííàÿ w }

while x >= z do

begin

t � z + y ; y � z; z � t;

end;

write z.

Ñöåíàðèé 6. Èçìåíåíèå ïîðÿäêà êîìàíä ( y � z è z � t):

Pr6: read x ;

t � 0; y � 1; z � 1;

while x >= z do

begin

t � z + y; z � t ; y � z ; {èçìåíåí ïîðÿäîê êîìàíä y � z è z � t }

end;

write z.

Ïðè ìíîãîêðàòíûõ çàïóñêàõ ñèñòåìû â ïðîöåññå ñëó÷àéíî ñãåíåðèðîâàííûõ
çíà÷åíèé x è ïàðàìåòðå k � 2 áûëè ïîëó÷åíû ðåçóëüòàòû, ïðåäñòàâëåííûå
â òàáë. 1, êîòîðûå ñâèäåòåëüñòâóþò î êîððåêòíîì 100%-îáíàðóæåíèè íåñàíêöèî-
íèðîâàííûõ âìåøàòåëüñòâ äëÿ âñåõ ðàññìîòðåííûõ ñöåíàðèåâ. Ñèìâîë � îçíà÷àåò,
÷òî ïðîâåðêà öåëîñòíîñòè óñïåøíî ïðîéäåíà äëÿ êîíêðåòíîãî òèïà; ñèìâîë �
îçíà÷àåò îáíàðóæåíèå íåñàíêöèîíèðîâàííûõ âìåøàòåëüñòâ; ñòîëáöû Pr1–Pr6
îçíà÷àþò îïèñàííûå âûøå ïðîãðàììû äëÿ ñöåíàðèåâ ïðåäíàìåðåííîé ìîäèôèêà-
öèè. Íàçâàíèÿ êîíêðåòíûõ ïåðåìåííûõ, äëÿ êîòîðûõ ïðîâåðêà íå ïðîøëà, ñïåöè-
àëüíî îïóùåíû, ÷òîáû íå çàãðîìîæäàòü òàáëèöó. Èòîãîâûé âûâîä î öåëîñòíîñòè
ïðîãðàììû ôèêñèðóåò ïðîõîæäåíèå ïðîãðàììîé ïðîâåðêó öåëîñòíîñòè ïî ñîâî-
êóïíîñòè âñåõ âåðèôèêàöèîííûõ óñëîâèé. Â ïðèâåäåííîì â òàáë. 1 ïðèìåðå íè
îäíà èç ïðîãðàìì äëÿ îïèñàííûõ ñöåíàðèåâ íå ïðîøëà ïðîâåðêó öåëîñòíîñòè, ÷òî
ñâèäåòåëüñòâóåò îá óñïåøíîì âûÿâëåíèè íåñàíêöèîíèðîâàííûõ èçìåíåíèé.
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Ò à á ë è ö à 1

Òèï ïðîâåðêè

Ðåçóëüòàòû ïðîâåðêè öåëîñòíîñòè âû÷èñëåíèé
äëÿ ñöåíàðèåâ

Pr1 Pr2 Pr3 Pr4 Pr5 Pr6

Ñîîòâåòñòâèå öèôðîâîé ïîäïèñè
çíà÷åíèþ ïåðåìåííîé

+ – + – – –

Ðàçíîñòü êîíòðîëüíûõ ïåðåìåííûõ
îñíîâíîãî áëîêà âåòâëåíèÿ

+ + + + + +

Ðàçíîñòü êîíòðîëüíûõ ïåðåìåííûõ
àëüòåðíàòèâíîãî áëîêà âåòâëåíèÿ

– + + + + +

Ðàçíîñòü êîíòðîëüíûõ ïåðåìåííûõ
öèêëà

+ + + + + +

Ðàâåíñòâî ðåàëüíîé è íåîáõîäèìîé
öèôðîâûõ ïîäïèñåé äëÿ
îïåðàòîðîâ ïðèñâàèâàíèÿ

+ + – + + +

Èòîãîâûé âûâîä î öåëîñòíîñòè
ïðîãðàììû

– – – – – –



ÇÀÊËÞ×ÅÍÈÅ

Â íàñòîÿùåé ñòàòüå ðàññìîòðåíî ðåøåíèå ïðîáëåìû ïðîâåðêè öåëîñòíîñòè
óäàëåííûõ àðèôìåòè÷åñêèõ âû÷èñëåíèé íàä öåëî÷èñëåííûìè äàííûìè, èñ-
ïîëüçóþùèõ óñëîâíûå âåòâëåíèÿ è öèêëû. Ïîäõîä ñîñòîèò â çàìåíå îñíîâíûõ
àðèôìåòè÷åñêèõ îïåðàöèé (ñëîæåíèå/âû÷èòàíèå, óìíîæåíèå/äåëåíèå) ñîîòâåò-
ñòâóþùèìè ïðîöåäóðàìè ñêëàäûâàþùåé ìàøèíû Ôëîéäà–Êíóòà è èñïîëüçî-
âàíèè äèíàìè÷åñêîé öèôðîâîé ïîäïèñè, âûïîëíÿåìîé ãîìîìîðôíîé ïî ñëîæå-
íèþ êðèïòîãðàôè÷åñêîé ôóíêöèåé ñõåìû Áåíàëî. Ðàçðàáîòàíû âåðèôèêàöèîí-
íûå óñëîâèÿ, êîòîðûå ïîçâîëÿþò êîíòðîëèðîâàòü ïðàâèëüíîñòü âûïîëíåíèÿ
óñëîâíûõ âåòâëåíèé è îïåðàòîðîâ öèêëà. Òàêæå äàí àíàëèç ïðîèçâîäèòåëüíî-
ñòè îïåðàöèé, ìîäåëèðóåìûõ ñ ïîìîùüþ ñêëàäûâàþùåé ìàøèíû.

ÏÐÈËÎÆÅÍÈÅ 1

ÎÏÈÑÀÍÈÅ ÑÊËÀÄÛÂÀÞÙÅÉ ÌÀØÈÍÛ

Â îðèãèíàëüíîé ñòàòüå Ð. Ôëîéäà è Ä. Êíóòà [28] áûëà ââåäåíà ìàòåìàòè÷åñ-
êàÿ ìîäåëü, íàçâàííàÿ ñêëàäûâàþùåé ìàøèíîé. Ñóòü åå ñîñòîèò â òîì, ÷òî ñ
ïîìîùüþ âñåãî ëèøü îïåðàöèé ñëîæåíèÿ, âû÷èòàíèÿ, ñðàâíåíèÿ, ïðèñâàèâà-
íèÿ è îãðàíè÷åííîãî êîëè÷åñòâà ðåãèñòðîâ ìîæíî ñ ïðèåìëåìîé âû÷èñëèòåëü-
íîé ýôôåêòèâíîñòüþ âûðàçèòü áîëåå ñëîæíûå îïåðàöèè, òàêèå êàê óìíîæå-
íèå, íàõîæäåíèå îñòàòêà ïî ìîäóëþ, íàõîæäåíèå íàèáîëüøåãî îáùåãî äåëèòå-
ëÿ, âîçâåäåíèå â ñòåïåíü ïî ìîäóëþ. Íåñìîòðÿ íà íåáîëüøîé íàáîð îïåðàöèé,
ñ èõ ïîìîùüþ ìîæíî âûðàçèòü çíà÷èòåëüíóþ ÷àñòü àðèôìåòè÷åñêèõ àëãîðèò-
ìîâ, èñïîëüçóåìûõ â ñîâðåìåííûõ êðèïòîãðàôè÷åñêèõ ïðîòîêîëàõ.

Ôîðìàëüíî, ñêëàäûâàþùàÿ ìàøèíà — ýòî âû÷èñëèòåëüíîå óñòðîéñòâî ñ êî-
íå÷íûì êîëè÷åñòâîì ðåãèñòðîâ è ñëåäóþùèì îãðàíè÷åííûì íàáîðîì îïåðàöèé:

• read x — ââîä äàííûõ â ðåãèñòð;
• x y� — êîïèðîâàíèå ðåãèñòðà y â ðåãèñòð x ;
• x x y� � — ïðèáàâëåíèå ðåãèñòðà y ê ðåãèñòðó x ;
• x x y� � — âû÷èòàíèå ðåãèñòðà y èç ðåãèñòðà x ;
• if x y — ñðàâíåíèå ðåãèñòðîâ x è y ;
• write x — âûâîä äàííûõ èç ðåãèñòðà x .
Ðåãèñòðû ìîãóò ñîäåðæàòü êàê öåëûå ÷èñëà (èñïîëüçóåòñÿ ïîíÿòèå öåëî÷èñ-

ëåííîé ñêëàäûâàþùåé ìàøèíû), òàê è äåéñòâèòåëüíûå ÷èñëà (èñïîëüçóåòñÿ ïî-
íÿòèå ñêëàäûâàþùåé ìàøèíû ñ äåéñòâèòåëüíûìè ÷èñëàìè).

Îñíîâíîé èäååé àëãîðèòìà íàõîæäåíèÿ îñòàòêà îò öåëî÷èñëåííîãî äåëåíèÿ, êîòî-
ðûé áûë ïðåäëîæåí Ð. Ôëîéäîì è Ä. Êíóòîì, ÿâëÿåòñÿ èñïîëüçîâàíèå ïðåäñòàâëåíèÿ
Ôèáîíà÷÷è âìåñòî òðàäèöèîííîãî áèíàðíîãî ïðåäñòàâëåíèÿ. Ïîýòîìó ñêëàäûâàþùóþ
ìàøèíó óìåñòíî áûëî áû íàçâàòü ìàøèíîé Ôèáîíà÷÷è. Èçâåñòíî, ÷òî ëþáîå íåîòðèöà-
òåëüíîå ÷èñëî ìîæåò áûòü ïðåäñòàâëåíî â âèäå ñóììû ÷èñåë Ôèáîíà÷÷è. Êëþ÷åâûì
ìîìåíòîì ÿâëÿåòñÿ òî, ÷òî ñ ïîìîùüþ ñêëàäûâàþùåé ìàøèíû ìîæíî ëåãêî ïåðåõî-
äèòü îò ïàðû ÷èñåë Ôèáîíà÷÷è � ��F Ft t, 1 ê ñëåäóþùåé ïàðå � �� �F Ft t1 2, ñ èñïîëü-
çîâàíèåì âñåãî îäíîé îïåðàöèè ñëîæåíèÿ èëè ê ïðåäûäóùåé ïàðå � ��F Ft t1, ñ ïî-
ìîùüþ òîëüêî îäíîé îïåðàöèè âû÷èòàíèÿ. ×èñëà Ôèáîíà÷÷è âîçðàñòàþò ýêñïîíåíöè-
àëüíî è èìåííî ïîýòîìó ìîãóò èñïîëüçîâàòüñÿ â êà÷åñòâå àíàëîãîâ ñòåïåíåé äâîéêè.

Äëÿ ïîëíîòû îïèñàíèÿ äàëåå ïðèâåäåì áîëåå ñëîæíûå àëãîðèòìû, êîòîðûå
ìîãóò áûòü âûðàæåíû ÷åðåç áàçîâûå îïåðàöèè ñ ïîìîùüþ ñêëàäûâàþùåé ìàøè-
íû. Âñå ïðîãðàììû çàèìñòâîâàíû èç ðàáîòû [28]. Â êîìàíäàõ ðåãèñòðîâîé ñêëà-
äûâàþùåé ìàøèíû àëãîðèòì P1 âû÷èñëåíèÿ x y z[ / ], êîòîðûé èãðàåò êëþ÷åâóþ
ðîëü â ïðåäëîæåííîì â äàííîé ñòàòüå ìåòîäå ïðîâåðêè öåëîñòíîñòè, èìååò
ñëåäóþùèé âèä:

P1: read x; read y; read z; { ïîäðàçóìåâàåòñÿ, ÷òî y  0, z � 0 }

w w w� � ;

if y >= z then

begin u x� ; � � z;

repeat � � � � � �u x x u x, , ; � �, z � � � � �z z, � ;
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until not y >= z ;

repeat if y �� � then � �w y, � � � �w u y, �� ;

� � � � � �u x x u u, , ; � �, z � � � � �z � �, ;

until � �� z;

end;

write w.

Óìíîæåíèå xy âûïîëíÿåòñÿ ïðîãðàììîé P1 ïðè z �1 .
Àíàëîãè÷íî àëãîðèòì P2 íàõîæäåíèÿ îñòàòêà îò öåëî÷èñëåííîãî äåëåíèÿ

x ymod â êîìàíäàõ ðåãèñòðîâîé ñêëàäûâàþùåé ìàøèíû èìååò âèä:
P2: read x ; read y; { ïîäðàçóìåâàåòñÿ, ÷òî x  0 , y � 0 }
if x >= y then

begin z � y;
repeat � �y z, � � � �z y x, until not x >= z ;
repeat if x >= y then x � x y� , � � � � � �y z z y y, , ;
until y >= z ;
end;

write x.
Îïåðàöèÿ � � �� � �y z z y x, , îçíà÷àåò îäíîâðåìåííîå ïðèñâàèâàíèå y z�

è z y x� � .
Òàêæå â [28] ïðèâåäåíû ïðîãðàììû äëÿ ýôôåêòèâíîãî âû÷èñëåíèÿ

HOÄ ( , )x y è x zymod .

Èñïîëüçóÿ àðèôìåòèêó ÷èñåë ñ ïëàâàþùåé çàïÿòîé, íåòðóäíî ïåðåíåñòè
îïåðàöèè ñêëàäûâàþùåé ìàøèíû íà ðàöèîíàëüíûå ÷èñëà, òåì ñàìûì ïðèáëè-
çèòü ìîäåëü ê ðåàëüíûì âû÷èñëèòåëüíûì çàäà÷àì.

ÏÐÎÈÇÂÎÄÈÒÅËÜÍÎÑÒÜ ÑÊËÀÄÛÂÀÞÙÅÉ ÌÀØÈÍÛ

Ìîäåëüþ âû÷èñëåíèé äëÿ ðàññìîòðåííîãî â äàííîé ñòàòüå ìåòîäà ïðîâåðêè
öåëîñòíîñòè ñëóæèò ìîäåëü âû÷èñëåíèé ñêëàäûâàþùåé ìàøèíû. Â ñâÿçè
ñ ýòèì ïðåäñòàâëÿþò èíòåðåñ âîïðîñû îöåíêè ñëîæíîñòè îïåðàöèé ñêëàäûâà-
þùåé ìàøèíû è ñðàâíåíèÿ ïðîèçâîäèòåëüíîñòè ýòèõ îïåðàöèé ñî âñòðîåííû-
ìè îïåðàöèÿìè ðåàëüíûõ ÿçûêîâ ïðîãðàììèðîâàíèÿ.

Òåîðåòè÷åñêèå îöåíêè ñëîæíîñòè îïåðàöèé, êîòîðûå ìîãóò áûòü ðåàëèçîâàíû
ñ ïîìîùüþ ñêëàäûâàþùåé ìàøèíû, ïðèâåäåíû â òàáë. 2. (Äàííûå îöåíêè áûëè
âûâåäåíû Ð. Ôëîéäîì è Ä. Êíóòîì — àâòîðàìè ñêëàäûâàþùåé ìàøèíû [28].)

Òåîðåòè÷åñêè âðåìÿ ìîäåëèðîâàíèÿ îñíîâíûõ àðèôìåòè÷åñêèõ îïåðàöèé
ïðîãðàììàìè ñêëàäûâàþùåé ìàøèíû íå ÿâëÿåòñÿ ëèìèòèðóþùèì ôàêòîðîì.
Åñòåñòâåííî, â ïðîöåäóðàõ ñêëàäûâàþùåé ìàøèíû ïðèñóòñòâóåò íåêîòîðîå çà-
ìåäëåíèå ïî ñðàâíåíèþ ñî âñòðîåííûìè îïåðàöèÿìè ðåàëüíîãî ÿçûêà ïðîãðàì-
ìèðîâàíèÿ, íî îíî íå íàñòîëüêî êðèòè÷íî, ÷òîáû íèâåëèðîâàòü öåííîñòü èñïîëü-
çîâàíèÿ ñêëàäûâàþùåé ìàøèíû è åå ìàòåìàòè÷åñêèõ ñâîéñòâ.

Ãðàôèêè áûñòðîäåéñòâèÿ âñòðîåííûõ îïåðàöèé C++/GMP è âûðàæåííûõ ñ ïî-
ìîùüþ ñêëàäûâàþùåé ìàøèíû äëÿ îïåðàöèé óìíîæåíèÿ è íàõîæäåíèÿ îñòàòêà ïî
ìîäóëþ ïðèâåäåíû íà ðèñ. 1. Ðåçóëüòàòû áûñòðîäåéñòâèÿ âñòðîåííîé îïåðàöèè
óìíîæåíèÿ Ñ++/GMP è âûðàæåííîé ñ ïîìîùüþ ñêëàäûâàþùåé ìàøèíû äàíû
â òàáë. 3, à ðåçóëüòàòû áûñòðî-
äåéñòâèÿ âñòðîåííîé îïåðàöèè
íàõîæäåíèÿ îñòàòêà ïî ìîäóëþ
Ñ++/GMP è âûðàæåííîé ñ ïî-
ìîùüþ ñêëàäûâàþùåé ìàøèíû
ïðèâåäåíû â òàáë. 4. Ïîêàçàòå-
ëåì áûñòðîäåéñòâèÿ äëÿ ïðèâå-
äåííûõ ðåçóëüòàòîâ ÿâëÿåòñÿ
ðåàëüíîå âðåìÿ âûïîëíåíèÿ
ïðîãðàììíî ðåàëèçîâàííûõ àë-
ãîðèòìîâ íà ïåðñîíàëüíîì êîì-
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Ò à á ë è ö à 2

Îïåðàöèÿ
Âðåìÿ âûïîëíåíèÿ
(êîëè÷åñòâî êîìàíä

ñêëàäûâàþùåé ìàøèíû)

Óìíîæåíèå xy O x y(log (min (| | , | |))

Îñòàòîê x ymod O x y(log ( / ))

Íàèáîëüøèé îáùèé
äåëèòåëü ÍÎÄ ( , )x y

O x y x y(log (max ( , ) / ( , ))ÍÎÄ

Ýêñïîíåíòà x zy mod O y z x z(( log )(log ) log ( / ))�



ïüþòåðå ñ ïðîöåññîðîì Intel Pentium Duo 2,8 ÃÃö. Ïðîãðàììíàÿ ðåàëèçàöèÿ âûïîë-
íåíà ñ èñïîëüçîâàíèåì ÿçûêà ïðîãðàììèðîâàíèÿ C++ è áèáëèîòåêè äëèííîé àðèôìåòèêè
GMP (The GNU Multiple Precision Arithmetic Library). Ñ áîëåå äåòàëüíûìè ðåçóëüòàòàìè àíàëèçà
áûñòðîäåéñòâèÿ ïðîöåäóð ñêëàäûâàþùåé ìàøèíû ìîæíî îçíàêîìèòüñÿ â ðàáîòå [32].

Òàêèì îáðàçîì, èñõîäÿ èç ïîëó÷åííûõ ýêñïåðèìåíòàëüíûõ äàííûõ ìîæíî
ñäåëàòü âûâîä î òîì, ÷òî áûñòðîäåéñòâèå îïåðàöèé, âûðàæåííûõ ñ ïîìîùüþ
ñêëàäûâàþùåé ìàøèíû, ÿâëÿåòñÿ îò 2 äî 10 ðàç ìåíüøèì ïî ñðàâíåíèþ ñ áûñò-
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Ò à á ë è ö à 3

Ðàçðÿäíîñòü
÷èñåë

Âðåìÿ âûïîëíåíèÿ âñòðîåííîé
îïåðàöèè óìíîæåíèÿ (ñ)

Âðåìÿ âûïîëíåíèÿ îïåðàöèè
óìíîæåíèÿ ñ ïîìîùüþ

ñêëàäûâàþùåé ìàøèíû (c)

16 0,000012 0,000028

32 0,000014 0,000044

64 0,000019 0,000061

128 0,000023 0,000049

256 0,000016 0,000099

512 0,000028 0,000216

1024 0,000052 0,000522

Ðèñ. 1. Ãðàôèêè áûñòðîäåéñòâèÿ âñòðîåííûõ îïåðàöèé C++/GMP (1) è âûðàæåííûõ ñ èñïîëüçî-
âàíèåì ñêëàäûâàþùåé ìàøèíû (2) äëÿ îïåðàöèè óìíîæåíèÿ (a) è äëÿ îïåðàöèè íàõîæäåíèÿ îñòàòêà
ïî ìîäóëþ (á)

à á

Ò à á ë è ö à 4

Ðàçðÿäíîñòü
÷èñåë

Âðåìÿ âûïîëíåíèÿ âñòðîåííîé
îïåðàöèè íàõîæäåíèÿ îñòàòêà

ïî ìîäóëþ (ñ)

Âðåìÿ âûïîëíåíèÿ îïåðàöèè
íàõîæäåíèÿ îñòàòêà ïî ìîäóëþ

ñ ïîìîùüþ ñêëàäûâàþùåé ìàøèíû (ñ)

16 0,000004 0,000008

32 0,000006 0,000012

64 0,000008 0,000018

128 0,000013 0,000035

256 0,000022 0,000069

512 0,00004 0,000145

1024 0,000077 0,000334

2048 0,000151 0,000944

Ðàçðÿäíîñòü (áèò)Ðàçðÿäíîñòü (áèò)

Â
ð

åì
ÿ

(ñ
)

Â
ð

åì
ÿ

(ñ
)



ðîäåéñòâèåì âñòðîåííûõ îïåðàöèé C++/GMP íà äàííîì êîíêðåòíîì ïðîöåññîðå
è íà âõîäíûõ äàííûõ óêàçàííîé ðàçðÿäíîñòè.

ÑÏÈÑÎÊ ËÈÒÅÐÀÒÓÐÛ

1. Gennaro R., Gentry C., Parno B. Non-interactive verifiable computing: outsourcing computation to

untrusted workers. Advances in Cryptology. 2010. P. 465–482.

2. Yu X., Yan Z., Vasilakos A.V. A survey of verifiable computation. Mobile Networks and

Applications. 2017. Vol. 22, Iss. 3. P. 438–453.

3. Goldwasser S., Kalai Y.T., Rothblum G.N. Delegating computation: Interactive proofs for muggles.

STOC'08 Proc. of the Fortieth Annual ACM Symposium on Theory of Computing. Victoria, Canada,

2008. P. 113–122.

4. Cormode G., Mitzenmacher M., Thaler J. Practical verified computation with streaming interactive

proofs. Proc. of the 3rd Innovations in Theoretical Computer Science Conf. 2012. P. 90–112.

5. Setty S.T., McPherson R., Blumberg A.J., Walfish M. Making argument systems for outsourced

computation practical (sometimes). 19th Annual Network and Distributed System Security

Symposium. San Diego, USA, 2012.

6. Setty S.T., Vu V., Panpalia N., Braun B., Blumberg A.J., Walfish M. Taking proof-based verified

computation a few steps closer to practicality. USENIX Security Symposium. 2012. P. 253–268.

7. Vu V., Setty S., Blumberg A.J., Walfish M. A hybrid architecture for interactive verifiable

computation. SP'13 Proc. of the 2013 IEEE Symposium on Security and Privacy. Berkeley, USA,

2013. P. 223–237.

8. Kate A., Zaverucha G.M., Goldberg I. Constant-size commitments to polynomials and their

applications. Advances in Cryptology — ASIACRYPT 2010. Lecture Notes in Computer Science.

Berlin; Heidelberg: Springer, 2010. Vol. 6477. P. 177–194.

9. Benabbas S., Gennaro R., Vahlis Y. Verifiable delegation of computation over large datasets. Proc.

of the 31st Annual Conf. on Advances in Cryptology CRYPTO’11. Berlin; Heidelberg: Springer,

2011. P. 111–131.

10. Fiore D., Gennaro R. Publicly verifiable delegation of large polynomials and matrix computations,

with applications. ACM Conf. on Computer and Communications Security. 2012. P. 501–512.

11. Setty S., Braun B., Vu V., Blumberg A.J., Parno B., Walfish M. Resolving the conflict between

generality and plausibility in verified computation. Proc. of the ACM European Conf. on Computer

Systems (EuroSys). 2013. P. 71–84.

12. Canetti R., Riva B., Rothblum G.N. Two l-round protocols for delegation of computation. IACR

Cryptology ePrint Archive 2011:518. 2011.

13. Papamanthou C., Tamassia R., Triandopoulos N. Optimal verification of operations on dynamic sets.

Annual Cryptology Conf. Berlin; Heidelberg: Springer, 2011. P. 91–110.

14. Papamanthou C., Shi E., Tamassia R. Publicly verifiable delegation of computation. IACR

Cryptology ePrint Archive 2011:587. 2011.

15. Parno B., Raykova M., Vaikuntanathan V. How to delegate and verify in public: Verifiable

computation from attribute-based encryption. Proc. of the 9th International Conf. on Theory of

Cryptography (TCC’12). Berlin; Heidelberg: Springer, 2012. P. 422–439.

16. Parno B., Howell J., Gentry C., Raykova M. Pinocchio: nearly practical verifiable computation. SP'13

Proc. of the 2013 IEEE Symposium on Security and Privacy. Berkeley, USA, 2013. P. 238–252.

17. Johnson R., Molnar D., Song D., Wagner D. Homomorphic signature schemes. CT-RSA. 2002.

Vol. 2271. P. 244–262.

18. Boneh D., Freeman D.M. Homomorphic signatures for polynomial functions. Advances in

Cryptology — EUROCRYPT 2011. Lecture Notes in Computer Science. Berlin; Heidelberg:

Springer, 2011. P. 149–168.

19. Papamanthou C., Shi E., Tamassia R. Signatures of correct computation. Proc. of the 10th Conf. on

Theory of Cryptography (TCC’13). Berlin; Heidelberg: Springer, 2013. P. 222–242.

20. Catalano D., Marcedone A., Puglisi O. Linearly homomorphic structure preserving signatures: New

methodologies and applications. IACR Cryptology ePrint Archive 2013:801. 2013.

21. Libert B., Peters T., Joye M., Yung M. Linearly homomorphic structure preserving signatures and

their applications. Designs, Codes and Cryptography. 2015. Vol. 77, Iss. 2–3. P. 441–477.

22. Gennaro R., Wichs D. Fully homomorphic message authenticators. International Conf. on the Theory and

Application of Cryptology and Information Security. Berlin; Heidelberg: Springer, 2013. P. 301–320.

23. Catalano D., Fiore D. Practical homomorphic MACs for arithmetic circuits. Annual International

Conf. on the Theory and Applications of Cryptographic Techniques. Berlin; Heidelberg: Springer,

2013. P. 336–352.

ISSN 1019-5262. Êèáåðíåòèêà è ñèñòåìíûé àíàëèç, 2018, òîì 54, ¹ 1 11



24. Lai J., Deng R.H., Pang H., Weng J. Verifiable computation on outsourced encrypted data.

Computer Security — ESORICS 2014. Lecture Notes in Computer Science. Cham, Switzerland:

Springer, 2014. Vol. 8712. P. 273–291.

25. Ben-Sasson E., Chiesa A., Genkin D., Tromer E., Virza M. SNARKs for C: Verifying program

executions succinctly and in zero knowledge. Advances in Cryptology — CRYPTO 2013. Berlin;

Heidelberg: Springer, 2013. P. 90–108.

26. Wahby R.S., Setty S.T., Ren Z., Blumberg A.J., Walfish M. Efficient RAM and control flow in

verifiable outsourced computation. 22nd Annual Network and Distributed System Security

Symposium. San Diego, USA, 2015.

27. Àíèñèìîâ À.Â., Íîâîêøîíîâ À.Ê. Äîâåðèòåëüíûå âû÷èñëåíèÿ ñ èñïîëüçîâàíèåì ñêëàäûâàþ-

ùåé ìàøèíû. I. Êèáåðíåòèêà è ñèñòåìíûé àíàëèç. 2017. Ò. 53, ¹ 5. Ñ. 3–13.

28. Floyd R.W., Knuth D.E. Addition machines. SIAM Journal on Computing. 1990. Vol. 19, Iss. 2. P. 329–340.

29. Benaloh J. Dense probabilistic encryption. Proceedings of the Workshop on Selected Areas of

Cryptography. Kingston, Canada, 1994. P. 120–128.

30. ElGamal T. A public key cryptosystem and a signature scheme based on discrete logarithms. IEEE

Trans. on Information Theory. 1985. Vol. 31, Iss. 4. P. 469–472.

31. Paillier P. Public-key cryptosystems based on composite degree residuosity classes. International Conf. on

the Theory and Applications of Cryptographic Techniques. Berlin; Heidelberg: Springer, 1999. P. 223–238.

32. Íîâîêøîíîâ À.Ê. Àíàë³ç åôåêòèâíîñò³ ðåàë³çàö³¿ àðèôìåòè÷íèõ àëãîðèòì³â íà ìîâàõ ïðîãðà-

ìóâàííÿ C++ òà Python. Ïðîáëåìè ïðîãðàìóâàííÿ. 2016. ¹ 2–3. Ñ. 26–31.

Íàä³éøëà äî ðåäàêö³¿ 28.09.2017

À.Â. Àí³ñ³ìîâ, À.Ê. Íîâîêøîíîâ
ÄÎÂ²Ð×² ÎÁ×ÈÑËÅÍÍß Ç ÂÈÊÎÐÈÑÒÀÍÍßÌ ÄÎÄÀÂÀËÜÍÎ¯ ÌÀØÈÍÈ. II

Àíîòàö³ÿ. Çàïðîïîíîâàíî ðîçâ’ÿçàííÿ ïðîáëåìè ïåðåâ³ðêè ö³ë³ñíîñò³ àðèô-
ìåòè÷íèõ ïðîãðàì ç ðîçãàëóæåííÿìè ³ öèêëàìè, ÿê³ âèêîíóþòüñÿ íà â³ääà-
ëåíîìó îá÷èñëþâàëüíîìó ðåñóðñ³. Ï³äõ³ä äî ðîçâ’ÿçàííÿ ïîëÿãàº ó çàì³í³
àðèôìåòè÷íèõ îïåðàö³é, òàêèõ ÿê ìíîæåííÿ ³ ä³ëåííÿ, â³äïîâ³äíèìè ïðîöå-
äóðàìè äîäàâàëüíî¿ ìàøèíè (addition machine), ââåäåíî¿ Ð. Ôëîéäîì
³ Ä. Êíóòîì. Îá÷èñëåííÿ ³ ïîñë³äîâí³ñòü êîìàíä ï³äïèñóþòüñÿ äèíàì³÷íèì
öèôðîâèì ï³äïèñîì, ùî º ãîìîìîðôíèì çà äîäàâàííÿì/â³äí³ìàííÿì. Äëÿ
öèôðîâîãî ï³äïèñó çàñòîñîâàíî ìîäèô³êîâàíó ñõåìó Áåíàëî. Âåðèô³êàö³ÿ
öèôðîâèõ ï³äïèñ³â ðåçóëüòàò³â âèêîíàííÿ ïðîãðàìè ãàðàíòóº âèÿâëåííÿ
áóäü-ÿêèõ íåñàíêö³îíîâàíèõ çì³í ó âèõ³äíîìó òåêñò³ ïðîãðàìè.

Êëþ÷îâ³ ñëîâà: äîäàâàëüíà ìàøèíà, öèôðîâèé ï³äïèñ, âåðèô³êîâàí³ îá÷èñ-
ëåííÿ, ãîìîìîðôíà êðèïòîãðàô³ÿ.

A.V. Anisimov, A.K. Novokshonov
TRUSTED COMPUTING WITH ADDITION MACHINES. II

Abstract. A solution of the integrity verification problem for arithmetic
programs with branching and looping statements running on a remote computing
resource is proposed. The solution is to replace the arithmetic operations such as
multiplication and division by corresponding procedures of the addition machine
introduced by R. Floyd and D. Knuth. The order of instructions as well as
current meanings of variables are signed by dynamic digital signatures, which
are homomorphic with respect to addition and subtraction. A modification of the
Benaloh scheme is used for digital signatures implementation. Verification of
digital signatures of computation results ensures detection of any unauthoried
changes to the source code of the program.

Keywords: addition machine, digital signature, verifiable computing, homomor-
phic cryptography.
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