
UDC 519.246

S.O. DOVGYI, O.I. YURIKOV, M.O. ZOZYUK

ABOUT ONE STATISTICAL MODEL OF ERROR RATE
IN THE STREAM OF PACKET DATA TRANSMISSION THROUGH
COMMUNICATION CHANNELS

Abstract. A statistical model of the frequency of errors in the packet data
transmission through communication channels is proposed. This is a stochastic
sequence defined as the averaged proportion of erroneous data packets.
A diffusion approximation of such a sequence is used: discrete Markov diffusion,
which is defined by a difference stochastic equation. The parameters of such a
model are estimated using covariance statistics on the trajectories of the stochastic
sequence of signal transmission errors.
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BASIC DEFINITIONS

Our goal is to build a model of error inclusions in packet data transmission over

communication channels. In the data transmission protocols, a packet integrity check

(CRC code, parity etc.) is built-in, which restores the original data at the reception

point due to the redundancy of the transmission code [1, 2]. This redundancy,

however, reduces the data rate and requires additional digital signal processing.

The task of determining the statistical parameters and their estimates of the

fraction of the “corrupted” data packets with respect to their total volume is determined

by equilibrium state of the frequency of erroneous packets. This equilibrium state is

an invariant point of the regression function or, equivalently, zero point of the

regression function of increments of evolutionary process [3].

Consider a string for receiving N data packets { }1 2, , ,� N , containing both

holistic and corrupted blocks arranged in random order, as illustrated in Fig. 1.

Define the following binary random variables as packets integrity indicators
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determines the proportion of packet errors in the process of receiving and

transmitting a signal over communication channels. The discrete-time random

process S kN ( ), k � 0, is called statistical experiment [3] and takes values in the

interval [0, 1]. The extreme value 0 corresponds to the situation when all received

packets are fake, and the extreme value 1 corresponds to the situation when all

received packets are complete and there are no errors.
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Fig. 1. Typical packet flow of data transmission with errors
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It is assumed that the dynamic process S kN ( ), k � 0, has the following properties.

1. Stationarity, in wide sense, of the random function S kN ( ) with respect to time k :

the mean values E S kN[ ( )]	1 , E S kN[( ( )) ]	1 2 are independent of k , as well as the

covariance E S k S i R k iN N[ ( ) ( )] (| – | )� , which depends only on the difference in time

instants.

2. Statistical equilibrium [4] relative to the ergodic state �:
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It is known that the errors dynamic process of data transmitting errors S kN ( ),

k � 0, is approximated by normal autoregression [5], determined by a process of

discrete Markov diffusion � t , t � 0, with increments


 � � � �t t t t	 	� � �1 1 00, , is given.

The diffusion � t is a solution of stochastic difference equation


 
� � �t t tV W t V	 	� � 	 � � �1 1 0 0 1, , , (3)

where 
Wt	1, t � 0, is a standard Wiener process (Brownian motion) with

mathematical expectation 0 and standard deviation 1.

STEADY REGIME OF ERROR RATE OF DATA RECEIPTION

As noted above, the dynamic error process S kN ( ), k � 0, is statistically equivalent

to a process of discrete Markov diffusion � t , t � 0, which is a solution of the

stochastic difference equation (3).

The assumption of stationarity, in wide sense, of discrete Markov diffusion � t ,

t � 0, implies the following numerical ratios:

E E E B st t s� � � � �0 0
2

0
20� � �	, , ( ), (4)

where E be the mathematical expectation.

The stationarity of diffusion � t allows us to build a statistical model with the

possibility of estimating its parameters V , � 2 along the trajectory of observations.

An essential property of stationarity, in wide sense, of discrete Markov diffusion � t ,

t � 0, are the following relations [6]:

� �2 2 22� � �/ , :� � V V . (5)

The value �, generated by the drift parameter V , is called the coefficient of

stationarity.

In addition, the following representations of the covariance take place:

cov ( , ) ( ) , , ( )� � � � � � �t t t t t s
sE E q q V� � � �	

2 2 2 1 . (6)

For covariance analysis of statistics, we consider a two-component process

( , )� �t t
 	1 , t � 0. It is known that its covariance matrix has the following

representations [6]:

cov cov( , ) , ( , )� � � � � �t t t t V� � �	
2

1
2
 , (7)

cov ( , ) ,
 
� � �t t V t	 	 � �1 1
22 0 .

The covariance relations (7) form the basis of statistical estimates of the

parameters ( , )V � of the main equation (3).
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Consider the matrix of empirical covariance statistics
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By virtue of relations (7), the mean square convergence of empirical statistics takes

place:
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STATISTICAL PARAMETER ESTIMATION OF ERROR RATE PROCESS
OF DATA TRANSMISSION

As was shown in the previous section, the stationarity conditions (4), (5) imply the

covariance relations (7), and therefore the possibility to evaluate the fundamental

parameters of the process of data reception errors � t , t � 0 , which is a solution of

the difference stochastic equation (3).

Namely, due to relations (7), there are two estimates of drift parameterV [7, Ch. 3]:
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The quadratic diffusion characteristic � t , t � 0, according to formula (7), is

estimated by the following empirical formula [7, Ch. 3]:
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The stationarity coefficient � is estimated by the quadratic form of the drift

coefficient

� �� � �T T T
V V2 0 0 2( ) , (13)

and the diffusion coefficient � of equation (3) has the following statistical estimate

� � �2 2 2� �
T T T

� . (14)

It is noteworthy that there are two different statistical estimates of the drift

parameterV : (10) and (11). Such redundancy can be used to verify the adequacy of the

proposed model of the process of data reception errors � t , t � 0 .

NUMERICAL MODELING AND ANALYSIS OF THE MODEL OF THE DYNAMICS
OF ERRORS OF DATA TRANSMISSION

The binary stream of the integrity/error marker of data packets consisting of zeros

and ones is numerically modeled. That is, we emulate the sequence �n , 1 � �n N ,

where N is a fixed size of the generated sample, in our case N �1525. The sample

�n is constructed as follows: N binary numbers 0 or 1 with randomly generated

“average distance” � �1/ m of the location of zeros in the sample corresponding to

the relative frequency of packet errors in the process of receiving and transmitting

a signal over communication channels. Moreover, the appearance of the value “0”

(error) is equally probable for all members of the sample. That is
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And the binary zeros in the

sample correspond to the arrival

instants of damaged data packets

for processing. The average

distance of arrival time of

damaged data packets determines

the intensity parameter � �1/ m.

The above numerical

simulation of the binary stream of

the integrity/error marker of data

packets is illustrated in Figs. 2–4

graphical representations of data

streams of the first 90 sample

values (for clarity) for different

values of error rate m ( )0 1� �m .

So, we can say that the “zero

cycle” is simulated and the initial

sample is obtained. To simulate the

dynamics of the process of random

errors of packet data transmission,

we use the relations (2).

The process of modeling

dynamics is described as follows.

Initial settings determination:

� N (sample size), K (number

of stages);

� � � �1 m (equi l ibr ium

value).

The values S kN ( ), k � 0, are

calculated according to the rule

described at the beginning of this

section, that is

� generate a sample un ,

0 � �n N , of uniformly distributed

random variables on [ , ]0 1 ;

� generate a data f low

simulation as follows:

�n
nu m

�
��

�
�

0
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, if ,

,otherwise
1 � �n N ;

� calculate for k from 0 to K
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� ;

� calculate the randomized dynamic flow by the formula

S k S k V S k S k V VmN N N N( ) ( ) [ ( ) ] ( )( )	 � � � � � 	1 1� . (16)

A numerical implementation of the above algorithm gives the following results.
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Fig. 2. The random flow generation with the error rate
m � 0.05
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Fig. 3. The random flow generation with the error rate
m � 0.2

Holistic packages
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Fig. 4. The random flow generation with the error rate
m � 0.35

Data flow
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Fig. 5 illustrates the “diffusion type” of the behavior of a centered process of

errors in the reception and transmission of data [ ( ) ]S kN � � .

Fig. 6 represents the frequency paths of the packet errors S kN ( ) and their

increments 
 S kN ( ).

The obtained time series allow calculate the statistical parameters V , � 2, �

by (10)–(14). For m � 0.05 and m � 0.15 we have the following results (Table 1).

ISSN 1019-5262. Êèáåðíåòèêà è ñèñòåìíûé àíàëèç, 2020, òîì 56, ¹ 5 67

Fig. 5. The centered proportion of packet errors in the process of signal transmission (initial data:
N � 220, K � 400, m � 0.05)
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Fig. 6. Dynamics of random frequency of packet errors and its increments in the process of signal transmission
(initial data: N � 220, K � 400, m � 0.05)
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T a b l e 1

Estimation of model parameters at

m � 0.05 m � 0.15

Initial data Parameter estimates Initial data Parameter estimates

N � 220

K � 400

V � 0.9739342
N � 220

K � 400

V � 1.0253241

�2 � 0.0847564 �2 � 0.2405275

� � 0.9993206 � � 0.9993587



Thus, having a time series of the process of data transmitting errors, we can consider

these series within the scheme of discrete Markov diffusion � t t, � 0, which is a solution

of stochastic difference equation (3) with parameters determined by the statistical estimates

(11), (12) of parameters V , � 2 .

Using classification techniques [8], it is possible to test hypotheses about different

type of limit frequencies (attracting states, repelling states, absorbing states). In connection

with the classification theorems, it is of interest to consider the unsteady flow [9] of

transmission and reception errors, as well as the Lyapunov stability problem [7].

It should be noted that a significant practical potential lies in the development of

the proposed models of the dynamic centered process of errors that occur during the

transmission of data presented in the form of multidimensional Markov random

evolution [10, 11], as well as in pulsed processes with semi-Markov switchings [12].

STATISTICAL FEATURES OF THE ERROR FLOW DYNAMICS MODEL

Our proposed simulation of the dynamics of errors in packet data reception over the

communication channels has a lag N of averaging the error frequency. The error rate

dynamics S kN ( ) is studied by a discrete time parameter k � 0.

Stationarity and statistical equilibrium (2) determine the fundamental principle of the

dynamics of “stimulation–deterrence”: the error frequency process deviation

S kN ( )	 �1 � from the stationary value � at each stage k 	1 decreases in proportion to

S kN ( ) at this stage k with the coefficient of proportionality, set by the drift parameterV .

The use of statistical estimates (11), (12) of parameters V , � 2 allows us to move

from the generic model (1) to the model of discrete Markov diffusion (3).

As shown in [7, Ch. 3, 4], discrete Markov diffusion (3) is an effective tool for

mathematical modeling and the corresponding numerical analysis of the process,

determined by the normalized sum of random indicators of an attribute, in particular, the

error process of packet data reception and transmission over communication channels.
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Íàä³éøëà äî ðåäàêö³¿ 06.05.2020

Ñ.Î. Äîâãèé, Î.². Þð³êîâ, Ì.Î. Çîçþê
ÏÐÎ ÎÄÍÓ ÑÒÀÒÈÑÒÈ×ÍÓ ÌÎÄÅËÜ ×ÀÑÒÎÒÈ ÏÎÌÈËÎÊ Ó ÏÎÒÎÖ² ÏÀÊÅÒÍÎ¯
ÏÅÐÅÄÀ×² ÄÀÍÈÕ ÊÀÍÀËÀÌÈ ÇÂ’ßÇÊÓ

Àíîòàö³ÿ. Çàïðîïîíîâàíî ñòàòèñòè÷íó ìîäåëü ÷àñòîòè ïîìèëîê ó ïîòîö³ ïà-
êåòíî¿ ïåðåäà÷³ ñèãíàëó êàíàëàìè çâ’ÿçêó — ñòîõàñòè÷íó ïîñë³äîâí³ñòü, ùî
âèçíà÷àºòüñÿ ÿê óñåðåäíåíà ñóìà ³íäèêàòîð³â ïîìèëêîâèõ ïàêåò³â äàíèõ.
Çàñòîñîâàíî äèôóç³éíå íàáëèæåííÿ òàêî¿ ïîñë³äîâíîñò³ — äèñêðåòíó ìàð-
êîâñüêó äèôóç³þ, ùî âèçíà÷àºòüñÿ ð³çíèöåâèì ñòîõàñòè÷íèì ð³âíÿííÿì.
Îö³íþâàííÿ ïàðàìåòð³â ìîäåë³ çä³éñíåíî ç âèêîðèñòàííÿì êîâàð³àö³éíèõ
ñòàòèñòèê çà òðàºêòîð³ÿìè ñòîõàñòè÷íî¿ ïîñë³äîâíîñò³ ïîìèëîê ïåðåäà÷³ ñèã-
íàëó.

Êëþ÷îâ³ ñëîâà: ñòàòèñòè÷íà ìîäåëü, ð³çíèöåâå ñòîõàñòè÷íå ð³âíÿííÿ,
ñòàö³îíàðíèé ïðîöåñ, ð³âíîâàãà, êîâàð³àö³éíà ñòàòèñòèêà, îö³íêà ïàðàìåòð³â
çà òðàºêòîð³ÿìè.

Ñ.À. Äîâãèé, À.È. Þðèêîâ, Ì.Î. Çîçþê
ÎÁ ÎÄÍÎÉ ÑÒÀÒÈÑÒÈ×ÅÑÊÎÉ ÌÎÄÅËÈ ×ÀÑÒÎÒÛ ÎØÈÁÎÊ Â ÏÎÒÎÊÅ ÏÀÊÅÒÍÎÉ
ÏÅÐÅÄÀ×È ÄÀÍÍÛÕ ÏÎ ÊÀÍÀËÀÌ ÑÂßÇÈ

Àííîòàöèÿ. Ïðåäëîæåíà ñòàòèñòè÷åñêàÿ ìîäåëü ÷àñòîòû îøèáîê ïðè ïåðå-
äà÷å ïàêåòíûõ äàííûõ ïî êàíàëàì ñâÿçè — ñòîõàñòè÷åñêàÿ ïîñëåäîâàòåëü-
íîñòü, îïðåäåëÿåìàÿ êàê óñðåäíåííàÿ äîëÿ îøèáî÷íûõ ïàêåòîâ äàííûõ.
Èñïîëüçîâàíî äèôôóçèîííîå ïðèáëèæåíèå òàêîé ïîñëåäîâàòåëüíîñòè —
äèñêðåòíàÿ ìàðêîâñêàÿ äèôôóçèÿ, êîòîðàÿ îïðåäåëÿåòñÿ ðàçíîñòíûì ñòîõàñ-
òè÷åñêèì óðàâíåíèåì. Îöåíêà ïàðàìåòðîâ ìîäåëè âûïîëíåíà ñ èñïîëüçîâà-
íèåì êîâàðèàöèîííîé ñòàòèñòèêè ïî òðàåêòîðèÿì ñòîõàñòè÷åñêîé ïîñëåäî-
âàòåëüíîñòè îøèáîê ïåðåäà÷è ñèãíàëà.

Êëþ÷åâûå ñëîâà: ñòàòèñòè÷åñêàÿ ìîäåëü, ðàçíîñòíîå ñòîõàñòè÷åñêîå óðàâ-
íåíèå, ñòàöèîíàðíûé ïðîöåññ, ðàâíîâåñèå, êîâàðèàöèîííàÿ ñòàòèñòèêà,
îöåíêà ïàðàìåòðîâ ïî òðàåêòîðèÿì.
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